Thursday, April 18, 2024 at 12:53:10 Eastern Daylight Time

Subject: RE: Public Information Request (TX-SOS-24-0322) - SOS PIR 24-0351
Date: Thursday, April 18, 2024 at 12:09:57 PM Eastern Daylight Time
From: GeneralCounsel

To: AO Records

CC: GeneralCounsel

Attachments: 4.18.24 Documents.zip, 4-18-24 15 Day Letter to Requestor - American Oversight PIR 24-0351.pdf, 4-
18-24 15 Day Letter to OAG - American Oversight PIR 24-0351.pdf

EXTERNAL SENDER
Good morning,

Please see the attached letters, and zipped folder containing documents, in response to your request for
information under Chapter 552 of the Texas Government Code.

The responsive documents contain email addresses of the general public. An email address of a
member of the public is confidential under section 552.137 of the Texas Government Code. The
attorney general authorized all governmental bodies to withhold an email address of a member of the
public without first requesting an attorney general opinion in Open Records Decision No. 684 (2009).
Thus, this information has been redacted.

As stated in the attached letter, we require more time to continue reviewing our records and produce
additional responsive information. We will provide you additional responsive documents on a rolling
basis—to the extent such information is not excepted from disclosure under state or federal law—with
our next production by 5:00 p.m. on May 9, 2024. See Tex. Gov’t Code § 552.221(d).

Kind regards,

Jennifer Williams
Legal Assistant to the General Counsel
Office of the Texas Secretary of State

From: GeneralCounsel <GeneralCounsel@sos.texas.gov>

Sent: Thursday, April 11, 2024 11:42 AM

To: 'AO Records' <records@americanoversight.org>

Cc: GeneralCounsel <GeneralCounsel@sos.texas.gov>

Subject: RE: Public Information Request (TX-SOS-24-0322) - SOS PIR 24-0351

Good morning,

Please see the attached letter, with enclosure, in response to your request for information under Chapter
552 of the Texas Government Code. We will also provide you with responsive documents and a copy of
our brief to the OAG on April 18, 2024.
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Kind regards,

Jennifer Williams
Legal Assistant to the General Counsel
Office of the Texas Secretary of State

From: GeneralCounsel

Sent: Thursday, March 28, 2024 8:38 AM

To: 'AO Records' <records@americanoversight.org>
Subject: RE: Public Information Request (TX-SOS-24-0322)

Good morning,

Thank you for contacting the Office of the Texas Secretary of State (“Office”). This email
acknowledges receipt of your request for information under the Public Information Act, Chapter 552 of
the Texas Government Code (the “PIA”), which was received by the Office via email on March 27,
2024 (the “Request™).

We will process your Request in accordance with the PIA and will let you know if we have any
questions or need clarification. Our Office will be closed on Friday, March 29th in observance of Good
Friday. You will receive a response from our Office on or before the 10th business day, April 11, 2024.

Kind regards,

Jennifer Williams
Legal Assistant to the General Counsel
Office of the Texas Secretary of State

From: AO Records <records@americanoversight.org>
Sent: Wednesday, March 27, 2024 8:47 AM

To: GeneralCounsel <GeneralCounsel@sos.texas.gov>
Subject: Public Information Request (TX-SOS-24-0322)

CAUTION: This email originated from OUTSIDE of the SOS organization. Do not click on links or open
attachments unless you are expecting the email and know that the content is safe. If you believe this to be a
malicious or phishing email, please send this email as an attachment to

CAUTION: This email originated from OUTSIDE of the SOS organization. Do not click on links or open
attachments unless you are expecting the email and know that the content is safe. If you believe this to be a
malicious or phishing email, please send this email as an attachment to

Dear Public Information Officer:
Please find attached a request for records under the Texas Public Information Act.

Sincerely,
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Marwah Adhoob | She/Her

Paralegal | American Oversight

records @americanoversight.org
www.americanoversight.org | @weareoversight

PIR: TX-SOS-24-0322
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From: I

To: Christina Adkins
Subject: Advisory 2022-10 Ballot Security
Date: Tuesday, December 12, 2023 1:34:49 AM

CAUTION: This email originated from OUTSIDE of the SOS organization. Do not click on links or open
attachments unless you are expecting the email and know that the content is safe. If you believe this to
be a malicious or phishing email, please send this email as an attachment to

Informationsecurity @sos.texas.gov.

CAUTION: This email originated from OUTSIDE of the SOS organization. Do not click on links or open
attachments unless you are expecting the email and know that the content is safe. If you believe this to
be a malicious or phishing email, please send this email as an attachment to

Informationsecurity@sos.texas.gov.

Dear Christina,

Hope you are doing well. Can you please revisit a question we've had regarding providing surveillance of
all areas where early voted ballots are processed or stored prior to the close of early voting and prior to
the close of election day? As you know, some number of early voting ballot boxes are processed and
stored before early vote and election day closes.

Can you please review Advisory 2022-10 and sections noted below related to surveillance of all areas
containing early voted in person ballots and cvrs for those ballots?

The Advisory details that surveillance includes:

® "The livestream video recording must begin with the first meeting of the CCS, EVBB, or SVC
(whichever is earlier), and must continue until the local canvass of election results."

e "all areas containing voted ballots or electronic media containing cast vote records, including any
areas where those ballots are qualified, processed, counted, or stored"

® "At minimum. this will include the CCS ...as well as any other locations where voted ballots and
media are_stored during the required timeframe."

e '"If the voted ballots will be moving from one location to another location during the required
timeframe, the recording should also record those voted ballots while they are in transit through

hallways or other areas in the office."

For Nov 7 elections, Williamson County's early voting ballot board started on Qct. 20, therefore it seems
that according to the Advisory, all areas processing or storing voted ballots or cvr's must be under
surveillance starting on Oct. 20th, well before early voting closes. This interpretation would really improve
ballot security for early voting.

Can you please help us with this?

Blessings,
Laura

Laura Pressley, Ph.D.

Founder, True Texas Elections, LLC

313-720-5471

"Occupy till | come" - Luke 19:13

"As for those who persist in sin...rebuke them" - 1Timothy 5:20

"Be not afraid nor dismayed...for the battle is not yours, but God’s." - 2Chron 2:15
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The content of this message is TRUE TEXAS ELECTIONS, LLC CONFIDENTIAL.
If you are not the intended recipient, please notify me, delete this email and do not use or
distribute this email.
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From:

Sent: Monday, January 29, 2024 3:54 PM

To: GeneralCounsel; Christina Adkins

Subject: ES&S Form 101s - SoS Open Records Request

CAUTION: This email originated from OUTSIDE of the SOS organization. Do not click on links or open attachments unless you

are expecting the email and know that the content is safe. If you believe this to be a malicious or phishing email, please send

this email as an attachment to Informationsecurity@sos.texas.gov.
Dear Mr. Bitter and Christina,

Hope you are both doing well.
Please consider this an open records request pursuant to Tex. Gov't Code Chapter 552.

Please provide ES&S's Form 101 responses related to certification of the following ES&S EVS
systems certified from 2018 - 2023.

EVS 6.3.0.0
EVS 6.2.0.0
EVS 6.0.3.0
EVS6.1.1.0
EVS 6.1.0.0
EVS 6.4.0.0
EVS 6.0.2.0
EVS 6.0.0.0

Thank you for you help.
Electronic copies of these documents are sufficient.

Blessings,
Laura

Laura Pressley, Ph.D.

Founder, True Texas Elections, LLC

313-720-5471

"Occupy till | come" - Luke 19:13

"As for those who persist in sin...rebuke them" - 1Timothy 5:20

"Be not afraid nor dismayed...for the battle is not yours, but God’s." - 2Chron 2:15

The content of this message is TRUE TEXAS ELECTIONS, LLC CONFIDENTIAL.

If you are not the intended recipient, please notify me, delete this email and do not use or
distribute this email.
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From: GeneralCounsel

Sent: Thursday, March 7, 2024 7:56 AM

To:

Cc: GeneralCounsel

Subject: FW: Hart InterCivic Form 101's - Open Records Request - SOS PIR 24-0233

Attachments: Verity Voting 2.4 Form 101_Responses.pdf; Verity Voting 2.5 Form 101_Responses.pdf; Verity Voting

2.7 Form 101_Responses.pdf; Verity Voting 1.0 Form 101_Responses.pdf; Verity Voting 2.0 Form 101
_Responses.pdf; Verity Voting 2.3 Form 101_Responses.pdf

Good morning,

We sent the information to you on February 29,

Kind regards,

Jennifer Williams
Legal Assistant to the General Counsel
Office of the Texas Secretary of State

From: GeneralCounsel <GeneralCounsel@sos.texas.gov>

Sent: Thursday, February 29, 2024 11:27 AM

Cc: GeneralCounsel <GeneralCounsel@sos.texas.gov>

Subject: RE: Hart InterCivic Form 101's - Open Records Request - SOS PIR 24-0233

Good morning,

This email responds to your request for information under the Public Information Act, Chapter 552 of the Texas
Government Code (the “PIA”). Please see the attached documents responsive to your request for information under the
PIA.

Kind regards,
Jennifer Williams

Legal Assistant to the General Counsel
Office of the Texas Secretary of State

From: GeneralCounsel
Sent: Friday, February 16, 2024 10:45 AM
Subject: RE: Hart InterCivic Form 101's - Open Records Request - SOS PIR 24-0233

Good morning,
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Thank you for contacting the Office of the Texas Secretary of State (“Office™). This email acknowledges receipt of your
request for information under the Public Information Act, Chapter 552 of the Texas Government Code (the “PIA”), which
was sent to the Office via email after business hours on February 14, 2024, and is considered received on February 15,
2024 (the “Request”).

We will process your Request in accordance with the PIA and will let you know if we have any questions or need
clarification. Our Office will be closed on Monday, February 19, 2024 in observance of Presidents Day. You will receive
aresponse from our Office on or before the 10th business day, March 1, 2024,

Kind regards,

Jennifer Williams
Legal Assistant to the General Counsel
Office of the Texas Secretary of State

rror: I
Sent: Wednesday, February 14, 2024 6:48 PM
To: GeneralCounsel <GeneralCounsel@sos.texas.gov>

Subject: Hart InterCivic Form 101's - Open Records Request

CAUTION: This email originated from OUTSIDE of the SOS organization. Do not click on links or open attachments unless you
are expecting the email and know that the content is safe. If you believe this to be a malicious or phishing email, please send

this email as an attachment to

CAUTION: This email originated from OUTSIDE of the SOS organization. Do not click on links or open attachments unless you
are expecting the email and know that the content is safe. If you believe this to be a malicious or phishing email, please send
this email as an attachment to

Dear Mr. Bitter,

Hope you are doing well. Please consider this an open records request pursuant to Tex. Gov't Code
Chapter 552.

Please provide Hart InterCivic's Form 101 responses related to certification of the following ES&S
EVS systems certified from 2015 - 2024.

Verity Voting 2.7
Verity Voting 2.5
Verity Voting 2.4
Verity Voting 2.3
Verity Voting 2.0
Verity Voting 1.0

Thank you for you help. Electronic copies of these documents are sufficient.

Blessings,
Laura

Laura Pressley, Ph.D.
Founder, True Texas Elections, LLC
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313-720-5471

"Occupy till | come" - Luke 19:13

"As for those who persist in sin...rebuke them" - 1Timothy 5:20

"Be not afraid nor dismayed...for the battle is not yours, but God’s." - 2Chron 2:15

The content of this message is TRUE TEXAS ELECTIONS, LLC CONFIDENTIAL.

If you are not the intended recipient, please notify me, delete this email and do not use or
distribute this email.
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HART

intercivic
Verity Voting 2.4 Certification Application
Form 101 Responses
Explain How the Voting System:

1. Preserves the secrecy of the ballot;
Verity does not associate any cast vote records or ballots with the voters who cast those ballots.

For all system components:

¢ No Verity component stores any uniquely identifying voter information (e.g. registration
identifiers, voter names, residences, etc.)

e Cast Vote Records never include unique identifying information that can be associated
with a specific ballot

e (ast Vote Records are stored without recording the Date/Time the file was created, so
that voter order cannot be reconstructed

For printed ballots:

e Verity Scan is compatible with the use of privacy sleeves
e Verity Scan includes fabric privacy screens to protect ballot secrecy while a voter is using
the machine

For Electronic Ballots (Touch, Touch with Access, Touch Writer, and Touch Writer Duo):
e Access Codes are based on precinct identifiers only (Specific to Verity Touch, Touch with
Access, and Touch Writer Duo)
e Verity Touch, Touch with Access, Touch Writer, and Touch Writer Duo include fabric
privacy screens to protect ballot secrecy while a voter is using the machine
e Verity Touch, Touch with Access, Touch Writer and Touch Writer Duo employ distinctive
color coding for interface screens, so polling place officials who need to provide
assistance can always tell at a glance whether a voter screen includes private ballot
selections, or not
o Screens with voter selection marks are light gray
o Screens that include information only, with no voter selection marks, are blue

In Tabulation/Reporting:

To assist in managing the reporting of precinct results that contain small numbers of ballots,
in Verity Count software, users may consolidate those votes with other results and report
them in user-defined ways, so as to protect the secrecy of votes when small numbers of
ballots are involved.
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2.

Is suitable for the purpose for which it is intended;
The Verity Voting system includes software, hardware, device, and peripheral components that
allow election professionals to accomplish the following high-level tasks:

Pre-voting tasks:

e Ballot definition and production

e Voting machine configuration and use
Voting tasks:

e Ballot marking device

e DRE voting device

e Digital scanning for paper ballots

e High-speed, large volume ballot scanning
Post-voting tasks:

e Ballot adjudication

e Counting of votes

e Consolidation and reporting of results and audit logs

Operates safely, efficiently, and accurately;

Safety. Verity Voting components were subjected to stringent safety testing as part of the EAC
certification test campaign. As indicated by the test report issued by SLI Compliance, Verity
Voting passed this testing.

Accuracy. Verity Voting was subjected to accuracy testing at SLI Compliance as part of the EAC
certification test campaign. The test report issued by SLI states, “All Accuracy tests were
completed without issue, and each device and application was considered to pass.”

Efficiency. Efficiency is a core design principle of the Verity Voting system. For example, the
Verity Touch, Touch with Access, Touch Writer, Touch Writer Duo, and Verity Scan devices are
designed so that they can be converted from one type of device to another. The ballot box that
is used with Verity Scan is collapsible, to minimize storage and delivery requirements. The
device interfaces share the same basic design, to make learning easier and the voting process
more efficient, for election staff, poll workers, and voters.

Is safe from fraudulent or unauthorized manipulation;
Cross Functional Security Principles:
Security for the Verity Voting system includes various levels and types of security that have

cross-functional purposes. Actions and security features for one level may aid and support
others, such as providing network security having set access restrictions and application security
with user account and role validation.
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Physical Security:

All devices, hardware, and ballot boxes are required to have a level of physical security to
ensure the components have not been tampered with and are stored correctly. This security
includes placing tamper-resistant seals, locks, and safe locations with secured access. All labels
and seals follow guidelines on internal and external seams, ports, and doors.

Authentication:

The Verity Voting system provides authentication to ensure software and device components
are protected and monitored for usage. Authentication provides security through user access
control through unique accounts, associated permission roles, and features assigned specific
roles for usage. All user account permissions and role association is managed through the Verity
User Management application.

Authorization:

Authorization determines if a user is allowed to access features and data, what level they can
make modifications, and managing attempted commands with success or failure. Once a user is
authenticated, the assigned role to their account enables specific access to features within the
system. An account can have multiple roles associated, including modifying data and
performing complex actions such as account management, election data updates, and ballot
management. All user account permissions and role association is managed through the Verity
User Management application.

Audit Logs:
Audit logging is stored per application on every computer and device used within the Verity

Voting system. Two logs for application and system level are created, written to, and
maintained for production builds, installations, and environments by all applications. These logs
provide detailed information into errors that occur, actions attempted and completed by users,
and events automated by the software.

Verity Key Management:

Verity Key provides a level of security for accessing, using, and managing applications, data, and
devices within the Verity Voting system. A user cannot access software, hardware, or devices
without a Verity Key associated with the specific election and an authenticated user account.
Verity Key supports NIST compliant key management, encryption and hashing

(FIPS 140-2, level 1).

Voting Integrity:

The Verity Voting system includes various options for ensuring cast vote integrity without bias of
contest choices through randomized election data displays in ballots, physical and data
protection of entered voter ballots, encryption of data, and air gaps without access by networks.
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Data Protection:

All data is protected within the Verity system through access and security protocols, managed
through authentication and authorization procedures. Hardware and device security settings
further protect data including election data/definitions, election settings, report results, and
CVRs.

Telecommunications Security:

Telecommunication security protects all access traffic, transfer of data, and usage of other LANs
for Verity components on a network.

Application Security:

Applications on all Verity Voting system components include a set of security measures that
restrict access, monitor action attempts, and authorization.

System Validation:

System validation ensures the Verity Voting system is operating as intended for various aspects
of functionality. Validation can be completed by voting officials within jurisdictions. The entire
Verity Voting system engages in validation tests and results during application installation,
component setup, dataset import/export/loading, and election data import/loading. Error
handling messages respond along with audit log entries to aid in reviewing attempts, successes,
and failures.

Permits voting on all offices and measures to be voted on at an election;

Offices and measures are included in the ballot definition process. Once configured and
assigned to the appropriate precincts/precinct-splits, they will be available on the corresponding
ballots for those precincts. This can be verified during the proofing process using multiple
reports available in the Verity Data and Build applications.

Prevents counting votes on offices and measures on which the voter is not entitled to vote;
Office and measures that are not assigned to a given precinct/precinct-split are not shown on
ballots for that precinct/precinct-split.

Prevents counting votes by the same voter for more than one candidate for the same office,
and prevents counting votes for more than the number of candidates for which the voter is
entitled to vote;

The number of valid selectable options for a contest is configured within the contest definition,
and that information is passed to Verity Touch/Touch with Access, Verity Touch Writer, Verity
Touch Writer Duo, and Verity Scan. When using the Verity Touch/Touch with Access or Touch
Writer/Touch Writer Duo to mark the ballot, a voter is not allowed to select more than the valid
number of options for a given contest. Verity Scan can also be configured to reject overvotes, so
that a hand marked paper ballot containing overvotes will require either a poll worker or voter
override to accept the ballot.
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10.

11.

Any contest on a ballot that is marked with more selections than the valid number of selections
is counted as an over vote, and neither selection is otherwise counted.

Prevents counting a vote on the same office or measure more than once;

The electronic record of the vote contained on the election media contains only a single
instance of the office or measure. When the tabulation is performed, operations are performed
on record-by-record basis. As a record is decoded and added to the totals, the record is marked
as having been recorded preventing it from being read more than once.

Permits write-in voting;

The number of write-in candidates allowed is an option within the contest definition. The user
selects the number of write-in lines that should appear on the ballot using this option. If a voter
wishes to vote for a write-in candidate using the Verity Touch/Touch with Access or Verity
Touch Writer/Touch Writer Duo, that voter will select the “Write-In” option in the candidate list
for that contest. The voter is then taken to a Write-In entry screen to spell out the name of the
write-in candidate. Using preprinted paper ballots, the user marks the square opposite the
Write-In line and writes in the name of the candidate on the line.

Verity Scan saves the write-in images to the vDrive, and they are then assigned using the Verity
Count tabulation application. If a jurisdiction is using Verity Central to centrally scan ballots,
write-in adjudication can be performed within the Verity Central application prior to writing Cast
Vote Records to the vDrive. Alternately, the user may choose to defer write-in adjudication to
the Verity Count application.

Is capable of permitting straight-party voting;

The user can define a straight-party contest in the election definition. When contests are
entered in the election definition, the user has the option to “Include in Straight Party”. If this
option is selected, Straight Party logic will apply to that contest. If a voter selects a Straight
Party option on the ballot, and there are candidates for the contest associated with that party
option, then the appropriate candidate will be selected.

Is capable of providing records from which the operation of the voting system may be audited;
and

Verity provides many options by which the voting system may be audited. If selected in the
election configuration, the Verity Scan ballot images can be saved to the vDrive election media
and accessed independently of the voting system. Additionally, the device audit logs for all
Verity devices are saved to the vDrive and read into and reported from the Count tabulation and
reporting application. The Count tabulation software also provides highly filterable exports of
Cast Vote Records for auditing purposes.
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12.

13.

14.

15.

In addition to the device audit reporting functionality, Verity applications also include audit logs
that are accessible through simple user reports.

Is capable of producing a summary screen to allow voters to examine their choices before the
ballot is finally cast; and

Verity Touch Writer and Verity Touch Writer Duo, the Ballot Marking Devices, and Verity Touch
and Touch with Access, the DRE voting devices, provide a summary screen that allows voters to
examine their choices before printing the ballot.

Is capable of producing a real-time audit log (Texas Administrative Code (TAC) 81.62); and
Verity Count, the tabulation application, is capable of producing a real-time audit log that is
accessible through the Count application interface and can be physically printed or exported as
a PDF file.

Is capable of producing a blank ballot; and

Verity Touch and Touch with Access, the DRE voting devices, allow a voter to produce a blank
ballot. Prior to casting the blank ballot, the device will present the voter with a warning. From
that message, the voter can proceed to cast the blank ballot.

Verity Touch Writer and Touch Writer Duo allows a voter to produce a blank ballot. Prior to
printing the blank ballot, the Touch Writer and Touch Writer Duo will present the voter with a
warning. From that message, the voter can proceed to print the blank ballot.

Verity Scan can accept blank ballots. The jurisdiction may choose whether to accept blank
ballots by default or to require either additional approval by either the voter or the poll worker
before accepting a blank ballot.

(Electronic Ballot Image Systems (EX: DRE) only) List procedure for provisional voting or
reference where this is in your documentation. (TAC 81.176); and

On the Verity Controller, the polling place management device, the poll worker selects
“Provisional” for the voter. A Provisional Access Code is printed from the Controller. The
Provisional Access Code includes the following items:

e Access Code with Provisional Ballot Code that is torn off and given to the voter. The
voter uses the Access Code to initiate the voting session on the Verity Touch or Touch
with Access voting device. The Provisional Ballot Code can be used after the election to
determine whether the ballot was counted.

e Provisional Stub that contains the Provisional Ballot Code and lines for the Printed
Name and Signature of the Voter. The Provisional Ballot Code will be sealed into the
Provisional Ballot Envelope per local procedures.

Once the poll worker prints the Provisional Access Code and the voter completes standard
Provisional Ballot procedures, the voter will vote normally using the Access Code.
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16.

17.

18.

19.

20.

By default, Provisional ballots are not included in tabulation reports until they are included by
the election official in the Verity Count software application.

(Electronic Ballot Image Systems (EX: DRE) only) List procedure for a recount (printing of
electronic ballot images and audit logs); and

Printing of Electronic Ballot Images (Cast Vote Records)

Within the Auditing Dashboard in Verity Count, the user selects the desired filters (filter types
include Location, Voting Equipment Used, Ballot Type, and Ballot Content). Once the
appropriate filters have been selected, the user prints the Cast Vote Record report.

Printing of Audit Logs

All device audit logs are saved to the vDrive and transferred to Verity Count when that vDrive is
read. In order to access the device audit logs, the user prints the standard Device Logs report
from the Count interface. The Device Logs report can be filtered by polling place, by device, and
by date/time range.

(Electronic Ballot Image Systems (EX: DRE)only) List procedure to backup electronic files
created from the election (EX: electronic ballot images and audit logs, etc.)

All device audit logs are saved to the vDrive and transferred to Verity Count when that vDrive is
read. To back up the Verity Count election, the user archives the election in Verity Election
Manager to an external drive.

Procedures on how to properly shutdown equipment during early voting or reference where
this is in your documentation; and

This information is located in the Verity Polling Place Operations Technical Reference Manual
(pages 33, 36, 52, 56, 74, and 77).

(Precinct Optical Scanners only) Can two locks be placed on the ballot box to make it legal to
use at an early voting site? If so, please list how a jurisdiction can have this done; and

Yes, the Verity Scan ballot box is designed so that a second lock can be placed on the ballot box,
to make it legal to use at an early voting site. Hart will configure ballot boxes with the
appropriate number of locks based on a customer’s implementation order, and deliver the
boxes pre-configured, so that no additional customer action is required.

Are your manufacturers ISO 9000 compliant? If not, explain quality control.

Virtex Enterprises, the contract manufacturer of Verity Voting Devices, is ISO 9001:2008
standards certified.
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HART

intercivic
Verity Voting 2.5 Certification Application
Form 101 Responses
Explain How the Voting System:

1. Preserves the secrecy of the ballot;
Verity does not associate any cast vote records or ballots with the voters who cast those ballots.

For all system components:

¢ No Verity component stores any uniquely identifying voter information (e.g. registration
identifiers, voter names, residences, etc.)

e (Cast Vote Records never include unique identifying information that can be associated
with a specific ballot

e Cast Vote Records are stored without recording the Date/Time the file was created, so
that voter order cannot be reconstructed

For printed ballots:

e Verity Scan is compatible with the use of privacy sleeves
e Verity Scan includes fabric privacy screens to protect ballot secrecy while a voter is using
the machine

For Electronic Ballots (Touch, Touch with Access, Touch Writer, and Touch Writer Duo):
e Access Codes are based on precinct identifiers only (Specific to Verity Touch, Touch with
Access, and Touch Writer Duo)
e Verity Touch, Touch with Access, Touch Writer, and Touch Writer Duo include fabric
privacy screens to protect ballot secrecy while a voter is using the machine
e Verity Touch, Touch with Access, Touch Writer and Touch Writer Duo employ distinctive
color coding for interface screens, so polling place officials who need to provide
assistance can always tell at a glance whether a voter screen includes private ballot
selections, or not
o Screens with voter selection marks are light gray
o Screens that include information only, with no voter selection marks, are blue

In Tabulation/Reporting:

To assist in managing the reporting of precinct results that contain small numbers of ballots,
in Verity Count software, users may consolidate those votes with other results and report
them in user-defined ways, so as to protect the secrecy of votes when small numbers of
ballots are involved.
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2.

Is suitable for the purpose for which it is intended;
The Verity Voting system includes software, hardware, device, and peripheral components that
allow election professionals to accomplish the following high-level tasks:

Pre-voting tasks:

e Ballot definition and production

e Voting machine configuration and use
Voting tasks:

e Ballot marking device

e DRE voting device

e Digital scanning for paper ballots

e High-speed, large volume ballot scanning
Post-voting tasks:

e Ballot adjudication

e Counting of votes

e Consolidation and reporting of results and audit logs

Operates safely, efficiently, and accurately;

Safety. Verity Voting components were subjected to stringent safety testing as part of the EAC
certification test campaign. As indicated by the test report issued by SLI Compliance, Verity
Voting passed this testing.

Accuracy. Verity Voting was subjected to accuracy testing at SLI Compliance as part of the EAC
certification test campaign. The test report issued by SLI states, “All Accuracy tests were
completed without issue, and each device and application was considered to pass.”

Efficiency. Efficiency is a core design principle of the Verity Voting system. For example, the
Verity Touch, Touch with Access, Touch Writer, Touch Writer Duo, and Verity Scan devices are
designed so that they can be converted from one type of device to another. The ballot box that
is used with Verity Scan is collapsible, to minimize storage and delivery requirements. The
device interfaces share the same basic design, to make learning easier and the voting process
more efficient, for election staff, poll workers, and voters.

Is safe from fraudulent or unauthorized manipulation;
Cross Functional Security Principles:
Security for the Verity Voting system includes various levels and types of security that have

cross-functional purposes. Actions and security features for one level may aid and support
others, such as providing network security having set access restrictions and application security
with user account and role validation.
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Physical Security:

All devices, hardware, and ballot boxes are required to have a level of physical security to
ensure the components have not been tampered with and are stored correctly. This security
includes placing tamper-resistant seals, locks, and safe locations with secured access. All labels
and seals follow guidelines on internal and external seams, ports, and doors.

Authentication:

The Verity Voting system provides authentication to ensure software and device components
are protected and monitored for usage. Authentication provides security through user access
control through unique accounts, associated permission roles, and features assigned specific
roles for usage. All user account permissions and role association is managed through the Verity
User Management application.

Authorization:

Authorization determines if a user is allowed to access features and data, what level they can
make modifications, and managing attempted commands with success or failure. Once a user is
authenticated, the assigned role to their account enables specific access to features within the
system. An account can have multiple roles associated, including modifying data and
performing complex actions such as account management, election data updates, and ballot
management. All user account permissions and role association is managed through the Verity
User Management application.

Audit Logs:
Audit logging is stored per application on every computer and device used within the Verity

Voting system. Two logs for application and system level are created, written to, and
maintained for production builds, installations, and environments by all applications. These logs
provide detailed information into errors that occur, actions attempted and completed by users,
and events automated by the software.

Verity Key Management:
Verity Key provides a level of security for accessing, using, and managing applications, data, and

devices within the Verity Voting system. A user cannot access software, hardware, or devices
without a Verity Key associated with the specific election and an authenticated user account.
Verity Key supports NIST compliant key management, encryption and hashing

(FIPS 140-2, level 1).

Voting Integrity:

The Verity Voting system includes various options for ensuring cast vote integrity without bias of
contest choices through randomized election data displays in ballots, physical and data
protection of entered voter ballots, encryption of data, and air gaps without access by networks.
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Data Protection:

All data is protected within the Verity system through access and security protocols, managed
through authentication and authorization procedures. Hardware and device security settings
further protect data including election data/definitions, election settings, report results, and
CVRs.

Telecommunications Security:

Telecommunication security protects all access traffic, transfer of data, and usage of other LANs
for Verity components on a network.

Application Security:

Applications on all Verity Voting system components include a set of security measures that
restrict access, monitor action attempts, and authorization.

System Validation:

System validation ensures the Verity Voting system is operating as intended for various aspects
of functionality. Validation can be completed by voting officials within jurisdictions. The entire
Verity Voting system engages in validation tests and results during application installation,
component setup, dataset import/export/loading, and election data import/loading. Error
handling messages respond along with audit log entries to aid in reviewing attempts, successes,
and failures.

Permits voting on all offices and measures to be voted on at an election;

Offices and measures are included in the ballot definition process. Once configured and
assigned to the appropriate precincts/precinct-splits, they will be available on the corresponding
ballots for those precincts. This can be verified during the proofing process using multiple
reports available in the Verity Data and Build applications.

Prevents counting votes on offices and measures on which the voter is not entitled to vote;
Office and measures that are not assigned to a given precinct/precinct-split are not shown on
ballots for that precinct/precinct-split.

Prevents counting votes by the same voter for more than one candidate for the same office,
and prevents counting votes for more than the number of candidates for which the voter is
entitled to vote;

The number of valid selectable options for a contest is configured within the contest definition,
and that information is passed to Verity Touch/Touch with Access, Verity Touch Writer, Verity
Touch Writer Duo, and Verity Scan. When using the Verity Touch/Touch with Access or Touch
Writer/Touch Writer Duo to mark the ballot, a voter is not allowed to select more than the valid
number of options for a given contest. Verity Scan can also be configured to reject overvotes, so
that a hand marked paper ballot containing overvotes will require either a poll worker or voter
override to accept the ballot.
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11.

Any contest on a ballot that is marked with more selections than the valid number of selections
is counted as an over vote, and neither selection is otherwise counted.

Prevents counting a vote on the same office or measure more than once;

The electronic record of the vote contained on the election media contains only a single
instance of the office or measure. When the tabulation is performed, operations are performed
on record-by-record basis. As a record is decoded and added to the totals, the record is marked
as having been recorded preventing it from being read more than once.

Permits write-in voting;

The number of write-in candidates allowed is an option within the contest definition. The user
selects the number of write-in lines that should appear on the ballot using this option. If a voter
wishes to vote for a write-in candidate using the Verity Touch/Touch with Access or Verity
Touch Writer/Touch Writer Duo, that voter will select the “Write-In” option in the candidate list
for that contest. The voter is then taken to a Write-In entry screen to spell out the name of the
write-in candidate. Using preprinted paper ballots, the user marks the square opposite the
Write-In line and writes in the name of the candidate on the line.

Verity Scan saves the write-in images to the vDrive, and they are then assigned using the Verity
Count tabulation application. If a jurisdiction is using Verity Central to centrally scan ballots,
write-in adjudication can be performed within the Verity Central application prior to writing Cast
Vote Records to the vDrive. Alternately, the user may choose to defer write-in adjudication to
the Verity Count application.

Is capable of permitting straight-party voting;

The user can define a straight-party contest in the election definition. When contests are
entered in the election definition, the user has the option to “Include in Straight Party”. If this
option is selected, Straight Party logic will apply to that contest. If a voter selects a Straight
Party option on the ballot, and there are candidates for the contest associated with that party
option, then the appropriate candidate will be selected.

Is capable of providing records from which the operation of the voting system may be audited;
and

Verity provides many options by which the voting system may be audited. If selected in the
election configuration, the Verity Scan ballot images can be saved to the vDrive election media
and accessed independently of the voting system. Additionally, the device audit logs for all
Verity devices are saved to the vDrive and read into and reported from the Count tabulation and
reporting application. The Count tabulation software also provides highly filterable exports of
Cast Vote Records for auditing purposes.
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13.

14.

15.

In addition to the device audit reporting functionality, Verity applications also include audit logs
that are accessible through simple user reports.

Is capable of producing a summary screen to allow voters to examine their choices before the
ballot is finally cast; and

Verity Touch Writer and Verity Touch Writer Duo, the Ballot Marking Devices, and Verity Touch
and Touch with Access, the DRE voting devices, provide a summary screen that allows voters to
examine their choices before printing the ballot.

Is capable of producing a real-time audit log (Texas Administrative Code (TAC) 81.62); and
Verity Count, the tabulation application, is capable of producing a real-time audit log that is
accessible through the Count application interface and can be physically printed or exported as
a PDF file.

Is capable of producing a blank ballot; and

Verity Touch and Touch with Access, the DRE voting devices, allow a voter to produce a blank
ballot. Prior to casting the blank ballot, the device will present the voter with a warning. From
that message, the voter can proceed to cast the blank ballot.

Verity Touch Writer and Touch Writer Duo allows a voter to produce a blank ballot. Prior to
printing the blank ballot, the Touch Writer and Touch Writer Duo will present the voter with a
warning. From that message, the voter can proceed to print the blank ballot.

Verity Scan can accept blank ballots. The jurisdiction may choose whether to accept blank
ballots by default or to require either additional approval by either the voter or the poll worker
before accepting a blank ballot.

(Electronic Ballot Image Systems (EX: DRE) only) List procedure for provisional voting or
reference where this is in your documentation. (TAC 81.176); and

On the Verity Controller, the polling place management device, the poll worker selects
“Provisional” for the voter. A Provisional Access Code is printed from the Controller. The
Provisional Access Code includes the following items:

e Access Code with Provisional Ballot Code that is torn off and given to the voter. The
voter uses the Access Code to initiate the voting session on the Verity Touch or Touch
with Access voting device. The Provisional Ballot Code can be used after the election to
determine whether the ballot was counted.

e Provisional Stub that contains the Provisional Ballot Code and lines for the Printed
Name and Signature of the Voter. The Provisional Ballot Code will be sealed into the
Provisional Ballot Envelope per local procedures.

Once the poll worker prints the Provisional Access Code and the voter completes standard
Provisional Ballot procedures, the voter will vote normally using the Access Code.
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17.

18.

19.

20.

By default, Provisional ballots are not included in tabulation reports until they are included by
the election official in the Verity Count software application.

(Electronic Ballot Image Systems (EX: DRE) only) List procedure for a recount (printing of
electronic ballot images and audit logs); and

Printing of Electronic Ballot Images (Cast Vote Records)

Within the Auditing Dashboard in Verity Count, the user selects the desired filters (filter types
include Location, Voting Equipment Used, Ballot Type, and Ballot Content). Once the
appropriate filters have been selected, the user prints the Cast Vote Record report.

Printing of Audit Logs

All device audit logs are saved to the vDrive and transferred to Verity Count when that vDrive is
read. In order to access the device audit logs, the user prints the standard Device Logs report
from the Count interface. The Device Logs report can be filtered by polling place, by device, and
by date/time range.

(Electronic Ballot Image Systems (EX: DRE)only) List procedure to backup electronic files
created from the election (EX: electronic ballot images and audit logs, etc.)

All device audit logs are saved to the vDrive and transferred to Verity Count when that vDrive is
read. To back up the Verity Count election, the user archives the election in Verity Election
Manager to an external drive.

Procedures on how to properly shutdown equipment during early voting or reference where
this is in your documentation; and

This information is located in the Verity Polling Place Operations Technical Reference Manual
(pages 33, 36, 52, 56, 74, and 77).

(Precinct Optical Scanners only) Can two locks be placed on the ballot box to make it legal to
use at an early voting site? If so, please list how a jurisdiction can have this done; and

Yes, the Verity Scan ballot box is designed so that a second lock can be placed on the ballot box,
to make it legal to use at an early voting site. Hart will configure ballot boxes with the
appropriate number of locks based on a customer’s implementation order, and deliver the
boxes pre-configured, so that no additional customer action is required.

Are your manufacturers 1ISO 9000 compliant? If not, explain quality control.

Virtex Enterprises, the contract manufacturer of Verity Voting Devices, is 1ISO 9001:2008
standards certified.
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HART

intercivic
Verity Voting 2.7 Certification Application
Form 101 Responses
Explain How the Voting System:

1. Preserves the secrecy of the ballot;
Verity does not associate any cast vote records or ballots with the voters who cast those ballots.

For all system components:

¢ No Verity component stores any uniquely identifying voter information (e.g. registration
identifiers, voter names, residences, etc.)

e (Cast Vote Records never include unique identifying information that can be associated
with a specific ballot

e Cast Vote Records are stored without recording the Date/Time the file was created, so
that voter order cannot be reconstructed

For printed ballots:

e Verity Scan is compatible with the use of privacy sleeves
e Verity Scan includes fabric privacy screens to protect ballot secrecy while a voter is using
the machine

For Electronic Ballots (Touch Writer, and Touch Writer Duo):
e Access Codes are based on precinct identifiers only (Specific to Touch Writer Duo)
e Touch Writer, and Touch Writer Duo include fabric privacy screens to protect ballot
secrecy while a voter is using the machine
e Touch Writer and Touch Writer Duo employ distinctive color coding for interface
screens, so polling place officials who need to provide assistance can always tell at a
glance whether a voter screen includes private ballot selections, or not
o Screens with voter selection marks are light gray
o Screens that include information only, with no voter selection marks, are blue

In Tabulation/Reporting:

To assist in managing the reporting of precinct results that contain small numbers of ballots,
in Verity Count software, users may consolidate those votes with other results and report
them in user-defined ways, so as to protect the secrecy of votes when small numbers of
ballots are involved.
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2.

Is suitable for the purpose for which it is intended;
The Verity Voting system includes software, hardware, device, and peripheral components that
allow election professionals to accomplish the following high-level tasks:

Pre-voting tasks:

e Ballot definition and production

e Voting machine configuration and use
Voting tasks:

e Ballot marking device

e DRE voting device

e Digital scanning for paper ballots

e High-speed, large volume ballot scanning
Post-voting tasks:

e Ballot adjudication

¢ Counting of votes

e Consolidation and reporting of results and audit logs

Operates safely, efficiently, and accurately;

Safety. Verity Voting components were subjected to stringent safety testing as part of the EAC
certification test campaign. As indicated by the test report issued by SLI Compliance, Verity
Voting passed this testing.

Accuracy. Verity Voting was subjected to accuracy testing at SLI Compliance as part of the EAC
certification test campaign. The test report issued by SLI states, “All Accuracy tests were
completed without issue, and each device and application was considered to pass.”

Efficiency. Efficiency is a core design principle of the Verity Voting system. For example, the
Verity Touch, Touch with Access, Touch Writer, Touch Writer Duo, and Verity Scan devices are
designed so that they can be converted from one type of device to another. The ballot box that
is used with Verity Scan is collapsible, to minimize storage and delivery requirements. The
device interfaces share the same basic design, to make learning easier and the voting process
more efficient, for election staff, poll workers, and voters.

Is safe from fraudulent or unauthorized manipulation;

Cross Functional Security Principles:

Security for the Verity Voting system includes various levels and types of security that have
cross-functional purposes. Actions and security features for one level may aid and support

others, such as providing network security having set access restrictions and application security
with user account and role validation.
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Physical Security:

All devices, hardware, and ballot boxes are required to have a level of physical security to
ensure the components have not been tampered with and are stored correctly. This security
includes placing tamper-resistant seals, locks, and safe locations with secured access. All labels
and seals follow guidelines on internal and external seams, ports, and doors.

Authentication:

The Verity Voting system provides authentication to ensure software and device components
are protected and monitored for usage. Authentication provides security through user access
control through unique accounts, associated permission roles, and features assigned specific
roles for usage. All user account permissions and role association is managed through the Verity
User Management application.

Authorization:

Authorization determines if a user is allowed to access features and data, what level they can
make modifications, and managing attempted commands with success or failure. Once a user is
authenticated, the assigned role to their account enables specific access to features within the
system. An account can have multiple roles associated, including modifying data and
performing complex actions such as account management, election data updates, and ballot
management. All user account permissions and role association is managed through the Verity
User Management application.

Audit Logs:
Audit logging is stored per application on every computer and device used within the Verity

Voting system. Two logs for application and system level are created, written to, and
maintained for production builds, installations, and environments by all applications. These logs
provide detailed information into errors that occur, actions attempted and completed by users,
and events automated by the software.

Verity Key Management:
Verity Key provides a level of security for accessing, using, and managing applications, data, and

devices within the Verity Voting system. A user cannot access software, hardware, or devices
without a Verity Key associated with the specific election and an authenticated user account.
Verity Key supports NIST compliant key management, encryption and hashing

(FIPS 140-2, level 1).

Voting Integrity:

The Verity Voting system includes various options for ensuring cast vote integrity without bias of
contest choices through randomized election data displays in ballots, physical and data
protection of entered voter ballots, encryption of data, and air gaps without access by networks.
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Data Protection:

All data is protected within the Verity system through access and security protocols, managed
through authentication and authorization procedures. Hardware and device security settings
further protect data including election data/definitions, election settings, report results, and
CVRs.

Telecommunications Security:

Telecommunication security protects all access traffic, transfer of data, and usage of other LANs
for Verity components on a network.

Application Security:

Applications on all Verity Voting system components include a set of security measures that
restrict access, monitor action attempts, and authorization.

System Validation:

System validation ensures the Verity Voting system is operating as intended for various aspects
of functionality. Validation can be completed by voting officials within jurisdictions. The entire
Verity Voting system engages in validation tests and results during application installation,
component setup, dataset import/export/loading, and election data import/loading. Error
handling messages respond along with audit log entries to aid in reviewing attempts, successes,
and failures.

Permits voting on all offices and measures to be voted on at an election;

Offices and measures are included in the ballot definition process. Once configured and
assigned to the appropriate precincts/precinct-splits, they will be available on the corresponding
ballots for those precincts. This can be verified during the proofing process using multiple
reports available in the Verity Data and Build applications.

Prevents counting votes on offices and measures on which the voter is not entitled to vote;
Office and measures that are not assigned to a given precinct/precinct-split are not shown on
ballots for that precinct/precinct-split.

Prevents counting votes by the same voter for more than one candidate for the same office,
and prevents counting votes for more than the number of candidates for which the voter is
entitled to vote;

The number of valid selectable options for a contest is configured within the contest definition,
and that information is passed to Verity Touch/Touch with Access, Verity Touch Writer, Verity
Touch Writer Duo, and Verity Scan. When using the Verity Touch/Touch with Access or Touch
Writer/Touch Writer Duo to mark the ballot, a voter is not allowed to select more than the valid
number of options for a given contest. Verity Scan can also be configured to reject overvotes, so
that a hand marked paper ballot containing overvotes will require either a poll worker or voter
override to accept the ballot.
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11.

Any contest on a ballot that is marked with more selections than the valid number of selections
is counted as an over vote, and neither selection is otherwise counted.

Prevents counting a vote on the same office or measure more than once;

The electronic record of the vote contained on the election media contains only a single
instance of the office or measure. When the tabulation is performed, operations are performed
on record-by-record basis. As a record is decoded and added to the totals, the record is marked
as having been recorded preventing it from being read more than once.

Permits write-in voting;

The number of write-in candidates allowed is an option within the contest definition. The user
selects the number of write-in lines that should appear on the ballot using this option. If a voter
wishes to vote for a write-in candidate using the Verity Touch/Touch with Access or Verity
Touch Writer/Touch Writer Duo, that voter will select the “Write-In” option in the candidate list
for that contest. The voter is then taken to a Write-In entry screen to spell out the name of the
write-in candidate. Using preprinted paper ballots, the user marks the square opposite the
Write-In line and writes in the name of the candidate on the line.

Verity Scan saves the write-in images to the vDrive, and they are then assigned using the Verity
Count tabulation application. If a jurisdiction is using Verity Central to centrally scan ballots,
write-in adjudication can be performed within the Verity Central application prior to writing Cast
Vote Records to the vDrive. Alternately, the user may choose to defer write-in adjudication to
the Verity Count application.

Is capable of permitting straight-party voting;

The user can define a straight-party contest in the election definition. When contests are
entered in the election definition, the user has the option to “Include in Straight Party”. If this
option is selected, Straight Party logic will apply to that contest. If a voter selects a Straight
Party option on the ballot, and there are candidates for the contest associated with that party
option, then the appropriate candidate will be selected.

Is capable of providing records from which the operation of the voting system may be audited;
and

Verity provides many options by which the voting system may be audited. If selected in the
election configuration, the Verity Scan ballot images can be saved to the vDrive election media
and accessed independently of the voting system. Additionally, the device audit logs for all
Verity devices are saved to the vDrive and read into and reported from the Count tabulation and
reporting application. The Count tabulation software also provides highly filterable exports of
Cast Vote Records for auditing purposes.
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13.

14.

15.

In addition to the device audit reporting functionality, Verity applications also include audit logs
that are accessible through simple user reports.

Is capable of producing a summary screen to allow voters to examine their choices before the
ballot is finally cast; and

Verity Touch Writer and Verity Touch Writer Duo, the Ballot Marking Devices, and Verity Touch
and Touch with Access, the DRE voting devices, provide a summary screen that allows voters to
examine their choices before printing the ballot.

Is capable of producing a real-time audit log (Texas Administrative Code (TAC) 81.62); and
Verity Count, the tabulation application, is capable of producing a real-time audit log that is
accessible through the Count application interface and can be physically printed or exported as
a PDF file.

Is capable of producing a blank ballot; and

Verity Touch and Touch with Access, the DRE voting devices, allow a voter to produce a blank
ballot. Prior to casting the blank ballot, the device will present the voter with a warning. From
that message, the voter can proceed to cast the blank ballot.

Verity Touch Writer and Touch Writer Duo allows a voter to produce a blank ballot. Prior to
printing the blank ballot, the Touch Writer and Touch Writer Duo will present the voter with a
warning. From that message, the voter can proceed to print the blank ballot.

Verity Scan can accept blank ballots. The jurisdiction may choose whether to accept blank
ballots by default or to require either additional approval by either the voter or the poll worker
before accepting a blank ballot.

(Electronic Ballot Image Systems (EX: DRE) only) List procedure for provisional voting or
reference where this is in your documentation. (TAC 81.176); and

On the Verity Controller, the polling place management device, the poll worker selects
“Provisional” for the voter. A Provisional Access Code is printed from the Controller. The
Provisional Access Code includes the following items:

e Access Code with Provisional Ballot Code that is torn off and given to the voter. The
voter uses the Access Code to initiate the voting session on the Verity Touch or Touch
with Access voting device. The Provisional Ballot Code can be used after the election to
determine whether the ballot was counted.

e Provisional Stub that contains the Provisional Ballot Code and lines for the Printed
Name and Signature of the Voter. The Provisional Ballot Code will be sealed into the
Provisional Ballot Envelope per local procedures.

Once the poll worker prints the Provisional Access Code and the voter completes standard
Provisional Ballot procedures, the voter will vote normally using the Access Code.
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17.

18.

19.

20.

By default, Provisional ballots are not included in tabulation reports until they are included by
the election official in the Verity Count software application.

(Electronic Ballot Image Systems (EX: DRE) only) List procedure for a recount (printing of
electronic ballot images and audit logs); and

Printing of Electronic Ballot Images (Cast Vote Records)

Within the Auditing Dashboard in Verity Count, the user selects the desired filters (filter types
include Location, Voting Equipment Used, Ballot Type, and Ballot Content). Once the
appropriate filters have been selected, the user prints the Cast Vote Record report.

Printing of Audit Logs

All device audit logs are saved to the vDrive and transferred to Verity Count when that vDrive is
read. In order to access the device audit logs, the user prints the standard Device Logs report
from the Count interface. The Device Logs report can be filtered by polling place, by device, and
by date/time range.

(Electronic Ballot Image Systems (EX: DRE) only) List procedure to backup electronic files
created from the election (EX: electronic ballot images and audit logs, etc.)

All device audit logs are saved to the vDrive and transferred to Verity Count when that vDrive is
read. To back up the Verity Count election, the user archives the election in Verity Election
Manager to an external drive.

Procedures on how to properly shutdown equipment during early voting or reference where
this is in your documentation; and

This information is located in the Verity Polling Place Operations Technical Reference Manual
(pages 33, 36, 52, 56, 74, and 77).

(Precinct Optical Scanners only) Can two locks be placed on the ballot box to make it legal to
use at an early voting site? If so, please list how a jurisdiction can have this done; and

Yes, the Verity Scan ballot box is designed so that a second lock can be placed on the ballot box,
to make it legal to use at an early voting site. Hart will configure ballot boxes with the
appropriate number of locks based on a customer’s implementation order, and deliver the
boxes pre-configured, so that no additional customer action is required.

Are your manufacturers 1ISO 9000 compliant? If not, explain quality control.

Virtex Enterprises, the contract manufacturer of Verity Voting Devices, is ISO 9001:2008
standards certified.
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intercivic
Verity Voting 1.0 Certification Application
Form 101 Responses

Explain How the Voting System:

1. Preserves the secrecy of the ballot;
Verity does not associate any cast vote records or ballots with the voters who cast those ballots.

For all system components:

e No Verity component stores any uniquely identifying voter information (e.g. registration
identifiers, voter names, residences, etc.)

e (Cast Vote Records never include unique identifying information that can be associated
with a specific ballot

e (ast Vote Records are stored without recording the Date/Time the file was created, so
that voter order cannot be reconstructed

For printed ballots:

e Verity Build (the election definition software application that is also used to print
ballots) includes a user-customizable option that allows election administrators to
decide whether to include anonymous unique identifiers on ballots, or not

e [f users want to completely leave off unique identifiers of any kind on printed ballots,
they can —in this way, no ballot has a unique or sequential number of any kind, human-
readable or not

e If users want to use unique identifiers in order to disallow scanning of duplicate ballots,
the unique identifiers are randomized, in a non-sequential way

e If users want to use unique identifiers in order to disallow scanning of unique ballots,
users can turn off human-readability of any numbers

e Verity Scan is compatible with the use of privacy sleeves

e Verity Scan includes fabric privacy screens to protect ballot secrecy while a voter is using
the machine

For Electronic Ballots (BMD, Touch Writer):

e Access Codes are based on precinct identifiers only

e Verity Touch Writer includes fabric privacy screens to protect ballot secrecy while a
voter is using the machine

e Verity Touch Writer employs distinctive color coding for interface screens, so polling
place officials who need to provide assistance can always tell at a glance whether a
voter screen includes private ballot selections, or not
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o Screens with voter selection marks are light gray
o Screens that include information only, with no voter selection marks, are blue

In Tabulation/Reporting:

To assist in managing the reporting of precinct results that contain small numbers of ballots,
in Verity Count software, users may consolidate those votes with other results and report
them in user-defined ways, so as to protect the secrecy of votes when small numbers of
ballots are involved.

Is suitable for the purpose for which it is intended;
The Verity Voting system includes software, hardware, device, and peripheral components that
allow election professionals to accomplish the following high-level tasks:

Pre-voting tasks:

e Ballot definition and production

e Voting machine configuration and use
Voting tasks:

e Ballot marking device

e Digital scanning for paper ballots

e High-speed, large volume ballot scanning
Post-voting tasks:

e Ballot adjudication

e Counting of votes

e Consolidation and reporting of results and audit logs

Operates safely, efficiently, and accurately;

Safety. Verity Voting components were subjected to stringent safety testing as part of the EAC
certification test campaign. As indicated by the test report issued by SLI Global Solutions, Verity
Voting passed this testing. In addition, a variety of environmental and safety hardware test
reports from accredited third-party examiners are included in our EAC Technical Data Package
(TDP), which has been included with this application.

Accuracy. Verity Voting was subjected to accuracy testing at SLI Global Solutions as part of the
EAC certification test campaign. The test report issued by SLI states, “All Accuracy tests were
completed without issue, and each device and application was considered to pass.”

Efficiency. Efficiency is a core design principle of the Verity Voting system. For example, the

Verity Touch Writer and Verity Scan devices are designed so that they can be converted from
one type of device to another. The ballot box that is used with Verity Scan is collapsible, to
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minimize storage and delivery requirements. The device interfaces share the same basic design,
to make learning easier and the voting process more efficient, for election staff, poll workers,
and voters.

Is safe from fraudulent or unauthorized manipulation;
Cross Functional Security Principles:

Security for the Verity Voting system includes various levels and types of security that have
cross-functional purposes. Actions and security features for one level may aid and support
others, such as providing network security having set access restrictions and application security
with user account and role validation.

Physical Security:
All devices, hardware, and ballot boxes are required to have a level of physical security to

ensure the components have not been tampered with and are stored correctly. This security
includes placing tamper-resistant seals, locks, and safe locations with secured access. All labels
and seals follow guidelines on internal and external seams, ports, and doors.

Authentication:

The Verity Voting system provides authentication to ensure software and device components
are protected and monitored for usage. Authentication provides security through user access
control through unique accounts, associated permission roles, and features assigned specific
roles for usage. All user account permissions and role association is managed through the Verity
User Management application.

Authorization:

Authorization determines if a user is allowed to access features and data, what level they can
make modifications, and managing attempted commands with success or failure. Once a user is
authenticated, the assigned role to their account enables specific access to features within the
system. An account can have multiple roles associated, including modifying data and
performing complex actions such as account management, election data updates, and ballot
management. All user account permissions and role association is managed through the Verity
User Management application.

Audit Logs:
Audit logging is stored per application on every computer and device used within the Verity

Voting system. Two logs for application and system level are created, written to, and
maintained for production builds, installations, and environments by all applications. These logs
provide detailed information into errors that occur, actions attempted and completed by users,
and events automated by the software.
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Verity Key Management:

Verity Key provides a level of security for accessing, using, and managing applications, data, and
devices within the Verity Voting system. A user cannot access software, hardware, or devices
without a Verity Key associated with the specific election and an authenticated user account.
Verity Key supports NIST compliant key management, encryption and hashing (FIPS 140-2, level
1).

Voting Integrity:
The Verity Voting system includes various options for ensuring cast vote integrity without bias of

contest choices through randomized election data displays in ballots, physical and data
protection of entered voter ballots, encryption of data, and air gaps without access by networks.

Data Protection:

All data is protected within the Verity system through access and security protocols, managed
through authentication and authorization procedures. Hardware and device security settings
further protect data including election data/definitions, election settings, report results, and
CVRs.

Telecommunications Security:

Telecommunication security protects all access traffic, transfer of data, and usage of other LANs
for Verity components on a network. Verity components that can use LAN networks include
Build, Central, and Count.

Application Security:

Applications on all Verity Voting system components include a set of security measures that
restrict access, monitor action attempts, and authorization.

System Validation:

System validation ensures the Verity Voting system is operating as intended for various aspects
of functionality. Validation can be completed by voting officials within jurisdictions. The entire
Verity Voting system engages in validation tests and results during application installation,
component setup, dataset import/export/loading, and election data import/loading. Error
handling messages respond along with audit log entries to aid in reviewing attempts, successes,
and failures.

5. Permits voting on all offices and measures to be voted on at an election;
Offices and measures are included in the ballot definition process. Once configured and
assigned to the appropriate precincts/precinct-splits, they will be available on the corresponding
ballots for those precincts. This can be verified during the proofing process using multiple
reports available in the Verity Build application.

6. Prevents counting votes on offices and measures on which the voter is not entitled to vote;
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10.

Office and measures that are not assigned to a given precinct/precinct-split are not shown on
ballots for that precinct/precinct-split.

Prevents counting votes by the same voter for more than one candidate for the same office,
and prevents counting votes for more than the number of candidates for which the voter is
entitled to vote;

The number of valid selectable options for a contest is configured within the contest definition,
and that information is passed to Verity Touch Writer and Verity Scan. When using the Verity
Touch Writer to mark the ballot, a voter is not allowed to select more than the valid number of
options for a given contest. Verity Scan can be configured to reject overvotes, so that a hand
marked paper ballot containing overvotes will require either a poll worker or voter override to
accept the ballot.

Any contest on a ballot that is marked with more selections than the valid number of selections
is counted as an over vote, and neither selection is otherwise counted.

Prevents counting a vote on the same office or measure more than once;

The electronic record of the vote contained on the election media contains only a single
instance of the office or measure. When the tabulation is performed, operations are performed
on record-by-record basis. As a record is decoded and added to the totals, the record is marked
as having been recorded preventing it from being read more than once.

Permits write-in voting;

The number of write-in candidates allowed is an option within the contest definition. The user
selects the number of write-in lines that should appear on the ballot using this option. If a voter
wishes to vote for a write-in candidate using the Verity Touch Writer, that voter will select the
“Write-In” option in the candidate list for that contest. The voter is then taken to a Write-In
entry screen to spell out the name of the write-in candidate. Using preprinted paper ballots, the
user marks the square opposite the Write-In line and writes in the name of the candidate on the
line.

Verity Scan saves the write-in images to the vDrive, and they are then assigned using the Verity
Count tabulation application. If a jurisdiction is using Verity Central to centrally scan ballots,
write-in adjudication can be performed within the Verity Central application prior to writing Cast
Vote Records to the vDrive. Alternately, the user may choose to defer write-in adjudication to
the Verity Count application.

Is capable of permitting straight-party voting;

The user can define a straight-party contest in the election definition. When contests are
entered in the election definition, the user has the option to “Include in Straight Party”. If this
option is selected, Straight Party logic will apply to that contest. If a voter selects a Straight
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12.

13.

14.

15.

16.

Party option on the ballot, and there are candidates for the contest associated with that party
option, then the appropriate candidate will be selected.

Is capable of providing records from which the operation of the voting system may be audited;
and

Verity provides many options by which the voting system may be audited. If selected in the
election configuration, the Verity Scan ballot images can be saved to the vDrive election media
and accessed independently of the voting system. Additionally, the device audit logs for Touch
Writer and Scan are saved to the vDrive and read into and reported from the Count tabulation
and reporting application. The Count tabulation software also provides highly filterable exports
of Cast Vote Records for auditing purposes.

In addition to the device audit reporting functionality, Verity applications also include audit logs
that are accessible through simple user reports.

Is capable of producing a summary screen to allow voters to examine their choices before the
ballot is finally cast; and

Verity Touch Writer, the Ballot Marking Device, provides a summary screen that allows voters to
examine their choices before printing the ballot.

Is capable of producing a real-time audit log (Texas Administrative Code (TAC) 81.62); and
Verity Count, the tabulation application, is capable of producing a real-time audit log that is
printed on a line printer.

Is capable of producing a blank ballot; and

Verity Touch Writer allows a voter to produce a blank ballot. Prior to printing the blank ballot,
the Touch Writer will present the voter with a warning. From that message, the voter can
proceed to print the blank ballot.

Verity Scan can accept blank ballots. The jurisdiction may choose whether to accept blank
ballots by default or to require either additional approval by either the voter or the poll worker
before accepting a blank ballot.

(Electronic Ballot Image Systems (EX: DRE) only) List procedure for provisional voting or
reference where this is in your documentation. (TAC 81.176); and
Not applicable.

(Electronic Ballot Image Systems (EX: DRE) only) List procedure for a recount (printing of

electronic ballot images and audit logs); and
Not applicable.
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17.

18.

19.

20.

(Electronic Ballot Image Systems (EX: DRE)only) List procedure to backup electronic files
created from the election (EX: electronic ballot images and audit logs, etc.)
Not applicable.

Procedures on how to properly shutdown equipment during early voting or reference where
this is in your documentation; and

This information is located in the Verity Polling Place Operations Technical Reference Manual
(pages 29, 32, 48, and 52).

(Precinct Optical Scanners only) Can two locks be placed on the ballot box to make it legal to
use at an early voting site? If so, please list how a jurisdiction can have this done; and

Yes, the Verity Scan ballot box is designed so that a second lock can be placed on the ballot box,
to make it legal to use at an early voting site. Hart will configure ballot boxes with the
appropriate number of locks based on a customer’s implementation order, and deliver the
boxes pre-configured, so that no additional customer action is required.

Are your manufacturers I1ISO 9000 compliant? If not, explain quality control.
TS3 Technology, the manufacturer of Verity Voting Devices, is ISO 9001 certified.
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intercivic
Verity Voting 2.0 Certification Application
Form 101 Responses

Explain How the Voting System:

1. Preserves the secrecy of the ballot;
Verity does not associate any cast vote records or ballots with the voters who cast those ballots.

For all system components:

e No Verity component stores any uniquely identifying voter information (e.g. registration
identifiers, voter names, residences, etc.)

e (Cast Vote Records never include unique identifying information that can be associated
with a specific ballot

e (ast Vote Records are stored without recording the Date/Time the file was created, so
that voter order cannot be reconstructed

For printed ballots:

e Verity Build (the election definition software application that is also used to print
ballots) includes a user-customizable option that allows election administrators to
decide whether to include anonymous unique identifiers on ballots, or not

e [f users want to completely leave off unique identifiers of any kind on printed ballots,
they can —in this way, no ballot has a unique or sequential number of any kind, human-
readable or not

e If users want to use unique identifiers in order to disallow scanning of duplicate ballots,
the unique identifiers are randomized, in a non-sequential way

e If users want to use unique identifiers in order to disallow scanning of unique ballots,
users can turn off human-readability of any numbers

e Verity Scan is compatible with the use of privacy sleeves

e Verity Scan includes fabric privacy screens to protect ballot secrecy while a voter is using
the machine

For Electronic Ballots (Touch, Touch with Access, and Touch Writer):

e Access Codes are based on precinct identifiers only

e Verity Touch, Touch with Access, and Touch Writer include fabric privacy screens to
protect ballot secrecy while a voter is using the machine

e Verity Touch, Touch with Access, and Touch Writer employ distinctive color coding for
interface screens, so polling place officials who need to provide assistance can always
tell at a glance whether a voter screen includes private ballot selections, or not
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o Screens with voter selection marks are light gray
o Screens that include information only, with no voter selection marks, are blue

In Tabulation/Reporting:

To assist in managing the reporting of precinct results that contain small numbers of ballots,
in Verity Count software, users may consolidate those votes with other results and report
them in user-defined ways, so as to protect the secrecy of votes when small numbers of
ballots are involved.

Is suitable for the purpose for which it is intended;
The Verity Voting system includes software, hardware, device, and peripheral components that
allow election professionals to accomplish the following high-level tasks:

Pre-voting tasks:

e Ballot definition and production

e Voting machine configuration and use
Voting tasks:

e Ballot marking device

e DRE voting device

e Digital scanning for paper ballots

e High-speed, large volume ballot scanning
Post-voting tasks:

e Ballot adjudication

e Counting of votes

e Consolidation and reporting of results and audit logs

Operates safely, efficiently, and accurately;

Safety. Verity Voting components were subjected to stringent safety testing as part of the EAC
certification test campaign. As indicated by the test report issued by SLI Compliance, Verity
Voting passed this testing. In addition, a variety of environmental and safety hardware test
reports from accredited third-party examiners are included in our EAC Technical Data Package
(TDP), which has been included with this application.

Accuracy. Verity Voting was subjected to accuracy testing at SLI Compliance as part of the EAC
certification test campaign. The test report issued by SLI states, “All Accuracy tests were

completed without issue, and each device and application was considered to pass.”

Efficiency. Efficiency is a core design principle of the Verity Voting system. For example, the
Verity Touch, Touch with Access, Touch Writer and Verity Scan devices are designed so that they
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can be converted from one type of device to another. The ballot box that is used with Verity
Scan is collapsible, to minimize storage and delivery requirements. The device interfaces share
the same basic design, to make learning easier and the voting process more efficient, for
election staff, poll workers, and voters.

Is safe from fraudulent or unauthorized manipulation;
Cross Functional Security Principles:

Security for the Verity Voting system includes various levels and types of security that have
cross-functional purposes. Actions and security features for one level may aid and support
others, such as providing network security having set access restrictions and application security
with user account and role validation.

Physical Security:

All devices, hardware, and ballot boxes are required to have a level of physical security to
ensure the components have not been tampered with and are stored correctly. This security
includes placing tamper-resistant seals, locks, and safe locations with secured access. All labels
and seals follow guidelines on internal and external seams, ports, and doors.

Authentication:

The Verity Voting system provides authentication to ensure software and device components
are protected and monitored for usage. Authentication provides security through user access
control through unique accounts, associated permission roles, and features assigned specific
roles for usage. All user account permissions and role association is managed through the Verity
User Management application.

Authorization:

Authorization determines if a user is allowed to access features and data, what level they can
make modifications, and managing attempted commands with success or failure. Once a user is
authenticated, the assigned role to their account enables specific access to features within the
system. An account can have multiple roles associated, including modifying data and
performing complex actions such as account management, election data updates, and ballot
management. All user account permissions and role association is managed through the Verity
User Management application.

Audit Logs:

Audit logging is stored per application on every computer and device used within the Verity
Voting system. Two logs for application and system level are created, written to, and
maintained for production builds, installations, and environments by all applications. These logs
provide detailed information into errors that occur, actions attempted and completed by users,
and events automated by the software.
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Verity Key Management:

Verity Key provides a level of security for accessing, using, and managing applications, data, and
devices within the Verity Voting system. A user cannot access software, hardware, or devices
without a Verity Key associated with the specific election and an authenticated user account.
Verity Key supports NIST compliant key management, encryption and hashing (FIPS 140-2, level
1).

Voting Integrity:

The Verity Voting system includes various options for ensuring cast vote integrity without bias of
contest choices through randomized election data displays in ballots, physical and data
protection of entered voter ballots, encryption of data, and air gaps without access by networks.

Data Protection:

All data is protected within the Verity system through access and security protocols, managed
through authentication and authorization procedures. Hardware and device security settings
further protect data including election data/definitions, election settings, report results, and
CVRs.

Telecommunications Security:

Telecommunication security protects all access traffic, transfer of data, and usage of other LANs
for Verity components on a network. Verity components that can use LAN networks include
Data, Build, Central, and Count.

Application Security:

Applications on all Verity Voting system components include a set of security measures that
restrict access, monitor action attempts, and authorization.

System Validation:

System validation ensures the Verity Voting system is operating as intended for various aspects
of functionality. Validation can be completed by voting officials within jurisdictions. The entire
Verity Voting system engages in validation tests and results during application installation,
component setup, dataset import/export/loading, and election data import/loading. Error
handling messages respond along with audit log entries to aid in reviewing attempts, successes,
and failures.

Permits voting on all offices and measures to be voted on at an election;

Offices and measures are included in the ballot definition process. Once configured and
assigned to the appropriate precincts/precinct-splits, they will be available on the corresponding
ballots for those precincts. This can be verified during the proofing process using multiple
reports available in the Verity Data and Build applications.
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6. Prevents counting votes on offices and measures on which the voter is not entitled to vote;
Office and measures that are not assigned to a given precinct/precinct-split are not shown on
ballots for that precinct/precinct-split.

7. Prevents counting votes by the same voter for more than one candidate for the same office,
and prevents counting votes for more than the number of candidates for which the voter is
entitled to vote;

The number of valid selectable options for a contest is configured within the contest definition,
and that information is passed to Verity Touch/Touch with Access, Verity Touch Writer and
Verity Scan. When using the Verity Touch/Touch with Access or Touch Writer to mark the
ballot, a voter is not allowed to select more than the valid number of options for a given
contest. Verity Scan can also be configured to reject overvotes, so that a hand marked paper
ballot containing overvotes will require either a poll worker or voter override to accept the
ballot.

Any contest on a ballot that is marked with more selections than the valid number of selections
is counted as an over vote, and neither selection is otherwise counted.

8. Prevents counting a vote on the same office or measure more than once;
The electronic record of the vote contained on the election media contains only a single
instance of the office or measure. When the tabulation is performed, operations are performed
on record-by-record basis. As a record is decoded and added to the totals, the record is marked
as having been recorded preventing it from being read more than once.

9. Permits write-in voting;
The number of write-in candidates allowed is an option within the contest definition. The user
selects the number of write-in lines that should appear on the ballot using this option. If a voter
wishes to vote for a write-in candidate using the Verity Touch/Touch with Access or Verity
Touch Writer, that voter will select the “Write-In” option in the candidate list for that contest.
The voter is then taken to a Write-In entry screen to spell out the name of the write-in
candidate. Using preprinted paper ballots, the user marks the square opposite the Write-In line
and writes in the name of the candidate on the line.

Verity Scan saves the write-in images to the vDrive, and they are then assigned using the Verity
Count tabulation application. If a jurisdiction is using Verity Central to centrally scan ballots,
write-in adjudication can be performed within the Verity Central application prior to writing Cast
Vote Records to the vDrive. Alternately, the user may choose to defer write-in adjudication to
the Verity Count application.

10. Is capable of permitting straight-party voting;

The user can define a straight-party contest in the election definition. When contests are
entered in the election definition, the user has the option to “Include in Straight Party”. If this
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12.

13.

14.

15.

option is selected, Straight Party logic will apply to that contest. If a voter selects a Straight
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