Subject: Re: Public Records Request (WA-KLICKITAT-22-0904)

Date: Friday, October 7, 2022 at 4:46:29 PM Eastern Daylight Time
From: Jennifer Shupe
To: AO Records

Attachments: Gregg Phillips.zip, OPSEC Group.zip, Mike Lindell.zip, Catherine Engelbrecht.zip

EXTERNAL SENDER
Here is the first installment of your request.

On Thu, Sep 8, 2022 at 11:37 AM Jennifer Shupe <jennifers@klickitatcounty.org> wrote:
Hello,

Thank you for your request. Please allow us up to 30 business days to get you a copy of the records, or updated
status of the cases you have requested.

On Wed, Aug 31, 2022 at 8:21 AM AO Records <records@americanoversight.org> wrote:

Dear Public Records Officer:
Please find attached a request for records under Washington’s public records laws.

Sincerely,

Mariuxi Pintado
Paralegal
American Oversight

records @americanoversight.org

www.americanoversight.org | @weareoversight

Public Records Request: WA-KLICKITAT-22-0904



Thank you and have a great day,
Jennifer L Shupe

Criminal Records Specialist
Klickitat County Sheriff's Office
205 S. Columbus Rm 108
Goldendale, Wa 98620

(509) 773-4455

Thank you and have a great day,
Jennifer L Shupe

Criminal Records Specialist
Klickitat County Sheriff's Office
205 S. Columbus Rm 108
Goldendale, Wa 98620

(509) 773-4455
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Fwd: SUNDAY SPECIAL with Dinesh D'Souza, Catherine Engelbrecht, and Kari Lake -

The Dan Bongino Show

smgwired4dgood@gmail.com Stan Galyean
Bcc: bobs@klickitatcounty.org

---------- Forwarded message ---------

From: Rumble <notifications@rumble.com>

Date: Sun, May 15, 2022 at 1:59 PM

Subject: SUNDAY SPECIAL with Dinesh D'Souza, Catherine Engelbrecht, and Kari Lake - The Dan Bongino Show

To: <smgwired4good@gmail.com>

You're currently subscribed to The Dan Bongino Show for Daily updates.

You may manage your notification updates here.

SUNDAY SPECIAL with Dinesh D'Souza, Catherine
Engelbrecht, and Kari Lake - The Dan Bongino Show

5 hours ago

INTERVIEW COMPILATION FEATURING:
DINESH D’'SOUZA, CATHERINE ENGELBRECHT,
AND KARI LAKE

Unsubscribe from "The Dan Bongino Show"

https://ediscovery.google.com/discovery/DisplayMessage?m=5bdb64ae-c82b-4a23-8d25-403aa227 1fc4&at=ACD7onpjR_sqL55WAIZOFVAX7LwhJQ...

WA-KLICKITAT-22-0904-A-000001

Sunday, May 15, 2022 at 11:00:51 PM Pacific Daylight Time
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Morning: Michael Flynn Gives Chilling Warning to Americans After FBI Trump Raid

newsletter@theepochtimes.com The Epoch Times Friday, August 12, 2022 at 3:20:36 AM Pacific Daylight Time

To: newsletter@epochtimes.com
To: bobs@klickitatcounty.org
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Prepare 5-Star Restaurant-Quality Chinese Food in Your Own Kitchen
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August 12, 2022

WORDS OF WISDOM

“You cannot do kindness too soon, for you never know how soon it
will be too late.”

RALPH WALDO EMERSON

TOP NEWS

FBI Raids Trump Resort
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Michael Flynn Gives Chilling Warning to
Americans After FBI Trump Raid

SHARE* READ MORE
EpochTV Live
snere | RN [Premiering on Aug. 12, 9 PM ET] Special
RAID A

Report: Behind the Trump Raid

SHARE* WATCH TRAILER

The raid on former president Trump’s
personal residence has left many people
asking: if this can be done to a former
president, what does this mean for the
citizens of the United States?

In an EXCLUSIVE report to subscribers, The
Epoch Times investigates this and many other
questions about the raid.

If you are not already subscribed, sign
up now to get access to the premiere for
just $1:

FBI Raids Trump Resort

Biden Administration Asks Court to Unseal
Trump Search Warrant Materials
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POSITIVE NEWS

SHARE* READ MORE

Vaccines & Safety

EXCLUSIVE: CDC Admits It Gave False
Information About COVID-19 Vaccine
Surveillance

SHARE* READ MORE

Inflation

Social Security Payments Set for Biggest Rise
Since 1981

SHARE* READ MORE

us
Florida’s AG Commissioner Challenges DOJ
Reply in Cannabis Patients' Gun Rights Suit

SHARE* READ MORE

US News

American Journalist Austin Tice Still Missing
in Syria After 10 Years, Biden Blames Assad
Government

SHARE* READ MORE

AMERICA

Fauci Decries COVID-19 ‘Distruths,” Claims
Vaccines Don’t Kill People

SHARE* READ MORE
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SHARE* READ MORE
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The Beau Show

E 1 Candidly, Dave Rubin

RUBIN REPORT‘
&LOCALS.COM = ¥/

SHARE* WATCH VIDEO

Over the Target

IS THllMP " [Live Aug. 12 11:00 AM ET] Reckless Raid
? Boosts America-First Candidates

overthe
TARGET

SHARE* WATCH VIDEO

I think for a lot of Western people, Chinese cuisine
can be intimidating. Over 5000 years of tradition, a

completely different language, different ingredients.
Even different tools. But the biggest secret of Chinese

cuisine is...Anyone can learn to cook it.

Authentic Chinese culinary flavors and
techniques, honed over thousands of years,
made right in your own kitchen. And P’ll show
you how, every step of the way.

EPOCH OPINION

JEFFREY A. TUCKER

The Psy-Ops of Inflation Reports

SHARE* READ MORE
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ROGER L. SIMON
Can a GOP Congress Stop the New IRS Gestapo?

SHARE* READ MORE

EPOCH FUN

See today’s Spot the Difference
Play our popular Crossword and Word Wipe

Want to play something else? See all games

You can support us by donating your old car.

Call 1-800-822-3828 or visit epochcar.org

Share this email Received this email Trouble viewing this
with a friend. from a friend? email?
Forward Subscribe View in browser
Advertisement:

https://ediscovery.google.com/discovery/DisplayMessage?m=5bdb64ae-c82b-4a23-8d25-403aa227 1fc4&at=ACD70onqdE3dj-_YPMDVjWNQflyMmX4...  5/6
WA-KLICKITAT-22-0904-A-000007



10/6/22, 1:57 PM Google Vault - Morning: Michael Flynn Gives Chilling Warning to Americans After FBI Trump Raid

. » 3
CheéfJohn's
MastngIass

-

Teaches' €

a

Early Bird Special! Get 30% OFF

o

| ¢ Apr Store

Copyright © 2022 The Epoch Times. All rights reserved.
Our mailing address is: The Epoch Times. 229 W. 28 St. FI. 7 New York, NY 10001 | Contact Us
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wish to receive these emails, unsubscribe here.

https://ediscovery.google.com/discovery/DisplayMessage?m=5bdb64ae-c82b-4a23-8d25-403aa2271fc4&at=ACD70onqdE3dj-_YPMDVjWNQflyMmX4...  6/6
WA-KLICKITAT-22-0904-A-000008



10/6/22, 1:44 PM Google Vault - Time Sensitive: TRUE the VOTE update

Time Sensitive: TRUE the VOTE update

cspoa2011@gmail.com CSPOA Saturday, August 13, 2022 at 6:00:00 AM Pacific Daylight Time
To: chrisschmaling@yahoo.com Christopher Schmaling, cbrown@cleburneso.org Sheriff Chris Brown,
rhargrove@co.houston.tx.us, Calvin.Hayden@jocogov.org Hayden, Calvin, SHR, dleaf@barrycounty.org Dar Leaf,
ddevereaux@logancountyso.org Damon Devereaux, johnson@dawsoncountysheriff.org Jeff Johnson, LeikaufJ@edso.org
Jeffrey Leikauf, awest@hudspethsheriff.org, raydelbosque@zapatacountytx.gov, rvaughan@graysoncountyva.gov Richard
Vaughan, ronaldcurtisclinton@yahoo.com Ronald Curtis Clinton, brogers@elkhartcounty.com Brad Rogers,
bobs@eklickitatcounty.org Bob Songer, swilliams@coryellsheriff.com Scott Williams, jhudson@logancountyso.org,
jcrawford@logancountyso.org, feberle@bowmancountynd.gov, dhathaway@santacruzcountyaz.gov, kirk@planetkirk.com Kirk
Launius, jjwatts@eurekacountynv.gov, swehrly@co.nye.nv.us Sharon Wehrly, jackfrost@prosmallbizca.org Jack Frost,
cnhoel@bcso.utah.gov

True the Vote’s election intelligence specialist Gregg Phillips revealed during an interview on GraceTime TV that the group
would release more evidence of election fraud in just a few weeks.

In cohesion with True the Vote’s founder, Catherine Engelbrecht, Phillips will present “devastating” information and evidence
to a select group of invitees during an event called “The Pit.”

Saturday, August 13, 12:00 p.m. ET./11:00 a.m. CT/10:00 a.m. MT/9:00 a.m. PT:

https://www.rsbnetwork.com/news/rsbn-to-exclusively-livestream-true-the-votes-the-pit-which-will-reveal-devastating-
information-about-2020/

https://ediscovery.google.com/discovery/DisplayMessage?m=5bdb64ae-c82b-4a23-8d25-403aa2271fc4&at=ACD7onqV1kW_elXJcn-yHCpzm4muwh...  1/1
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Time Sensitive: TRUE the VOTE update

cspoa2011@gmail.com CSPOA Saturday, August 13, 2022 at 6:00:00 AM Pacific Daylight Time
To: chrisschmaling@yahoo.com Christopher Schmaling, cbrown@cleburneso.org Sheriff Chris Brown,
rhargrove@co.houston.tx.us, Calvin.Hayden@jocogov.org Hayden, Calvin, SHR, dleaf@barrycounty.org Dar Leaf,
ddevereaux@logancountyso.org Damon Devereaux, johnson@dawsoncountysheriff.org Jeff Johnson, LeikaufJ@edso.org
Jeffrey Leikauf, awest@hudspethsheriff.org, raydelbosque@zapatacountytx.gov, rvaughan@graysoncountyva.gov Richard
Vaughan, ronaldcurtisclinton@yahoo.com Ronald Curtis Clinton, brogers@elkhartcounty.com Brad Rogers,
bobs@eklickitatcounty.org Bob Songer, swilliams@coryellsheriff.com Scott Williams, jhudson@logancountyso.org,
jcrawford@logancountyso.org, feberle@bowmancountynd.gov, dhathaway@santacruzcountyaz.gov, kirk@planetkirk.com Kirk
Launius, jjwatts@eurekacountynv.gov, swehrly@co.nye.nv.us Sharon Wehrly, jackfrost@prosmallbizca.org Jack Frost,
cnhoel@bcso.utah.gov

True the Vote’s election intelligence specialist Gregg Phillips revealed during an interview on GraceTime TV that the group
would release more evidence of election fraud in just a few weeks.

In cohesion with True the Vote’s founder, Catherine Engelbrecht, Phillips will present “devastating” information and evidence
to a select group of invitees during an event called “The Pit.”

Saturday, August 13, 12:00 p.m. ET./11:00 a.m. CT/10:00 a.m. MT/9:00 a.m. PT:

https://www.rsbnetwork.com/news/rsbn-to-exclusively-livestream-true-the-votes-the-pit-which-will-reveal-devastating-
information-about-2020/
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IMPORTANT TIME SENSITIVE CSPOA UPDATE following our press conference

cspoa2011@gmail.com CSPOA Monday, July 25, 2022 at 1:22:29 PM Pacific Daylight Time
To: bobs@klickitatcounty.org Bob Songer, rhargrove@co.houston.tx.us, feberle@bowmancountynd.gov,
awest@hudspethsheriff.org, sheriff@hudspethsheriff.org, Anne.breit@hudspethsheriff.org, johnson@dawsoncountysheriff.org
Jeff Johnson, jjwatts@eurekacountynv.gov, cnoel@bcso.state.ut.us, cbrown@cleburneso.org

Dear Sheriffs Songer, Hargrove, Eberle, West, Johnson, Watts, Noel and Brown,
Sheriff Mack asked me to share this with you immediately.

CSPOA will join with Mike Lindell at the
Moment of Truth Summit, August 20-21 in Springfield, MO

https://frankspeech.com/momentoftruth

You are all invited. Travel expenses, food, and hotel will all be provided. Your airfare will be paid for or if you're driving, your
gas will be reimbursed to/from Missouri.
Food and beverages will be provided throughout the entire event at the convention center.

We strongly encourage each of you to attend and hope you will participate in this very important Summit event.
Airline reservations and hotel accommodations need to be confirmed at the earliest possible convenience.

Venue: University Plaza Hotel and Convention Center
333 S John Q. Hammons Parkway, Springfield, MO 65806

Lindell has blocks of hotel rooms already allocated at nearby hotels. It would be preferable to get all CSPOA's team in one
block, so please let us know the earliest possible if you can make it.

If you have any questions, please advise. Note, this is not a CSPOA event, so we do not have as much flexibility with the
timeframe and other things. | will check on the details of airline reservations, but my guess is that you will be reimbursed
once you reserve your flight and submit the invoice. There is a small airport, Springfield-Branson National airport about 6
miles from downtown Springfield.

Here is the program outline:
Events Scheduled From 9:00am to 9:00pm Saturday and Sunday

Topics to be Covered:

“How We Got Here” by Mike Lindell

State by State Updates

Premier of Lara Logan’s movie Selection Code and Onstage Panel Discussion
Expert Discussions

Unveiling of New Evidence

Calls to Action

And Much, Much More

https://ediscovery.google.com/discovery/DisplayMessage?m=5bdb64ae-c82b-4a23-8d25-403aa2271fc4&at=ACD70onrRt70XDdg7LAOVH8XrWtsZ30rle... 1/1
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MyPillow CEO Mike Lindell Rejoins Twitter, Suspended Again Hours Later

newsletter@theepochtimes.com Epoch News Alert 2 Monday, May 2, 2022 at 9:48:40 AM Pacific Daylight Time
To: newsletter@epochtimes.com
To: bobs@klickitatcounty.org
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Share (friends read free)

https://ediscovery.google.com/discovery/DisplayMessage?m=5bdb64ae-c82b-4a23-8d25-403aa227 1fc4&at=ACD7onrlu_xTtl110MMkQx9q9Kkn__FAK... 1/7
WA-KLICKITAT-22-0904-A-000012



10/6/22, 2:31 PM Google Vault - MyPillow CEO Mike Lindell Rejoins Twitter, Suspended Again Hours Later

Americans believe that all men and women
are created equal, and that we are all
endowed with the right to life, liberty and
the pursuit of happiness.

But legacy media and big tech, with their
bias, misinformation and censorship, are
attacking the very freedoms and values we
as Americans hold dear.

Please support us in our mission to
continue to report the news to you in Truth
and Tradition.

Get full online access to The Epoch
Times for 2 months for just $1, and
get Epoch TV FREE!

Limited time offer. Cancel any time.

CROSSROADS

Biden’'s New ‘Disinformation’ Police Are Only
the Tip of the Iceberg
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JUDICIARY

Judge Rejects Trump Bid to Purge Contempt
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Our Breaking News newsletter is one of the best ways to receive the most up-to-date
information. If you no longer wish to receive these emails, unsubscribe here.
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The Moment of Truth Summit - Event Details

truthsummit@frankspeech.com Truth Summit Monday, August 1, 2022 at 9:13:00 AM Pacific Daylight Time
To: bobs@klickitatcounty.org bobs@klickitatcounty.org

|+ Text Description automatically generated

Dear Bob Songer,

We have confirmed your registration for The Moment of Truth Summit. Below is a schedule of events, hotel accommodation
options and venue information.

Dates: August 20t — 215t 2022
Location: Springfield, MO
Venue: University Plaza Hotel and Convention Center

333 S John Q. Hammons Parkway, Springfield, MO 65806
Events Scheduled From 9:00am to 9:00pm Saturday and Sunday

Topics to be Covered:

“How We Got Here” by Mike Lindell

State by State Updates

Premier of Lara Logan’s movie Selection Code and Onstage Panel Discussion
Expert Discussions

Unveiling of New Evidence

Calls to Action

And Much, Much More

*Please note, food and beverages will be provided throughout the entire event.

Hotel Information: Biocks of hotel rooms have been reserved at the following places. Please use the reservation
code “Lindell Management” for a group rate.

* Courtyard By Marriott - Springfield Airport (HOST HOTEL - 80 rooms on peak nights)

https://ediscovery.google.com/discovery/DisplayMessage?m=5bdb64ae-c82b-4a23-8d25-403aa227 1fc4&at=ACD7onpWwdLZI1eDdOjYCRVmd1gHm... 1/2
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417-869-6700

* Best Western Route 66 Rail Haven - 203 S. Glenstone, Springfield, 65802 (30 rooms on each night) 417-866-1963

* Comfort Inn South - 3776 S. Glenstone Avenue, Springfield, 65804 (10 rooms)
417-889-8188

* Hilton Garden Inn - 4155 South Nature Center Way, Springfield, 65804 (20 rooms)
417-875-8800

417-887-8500

* Holiday Inn Express & Suites - Springfield NORTH - 3050 North Kentwood Ave, Springfield, 65803 (10 rooms) 417-708-4699

* La Quinta by Wyndham South - 2535 S. Campbell Ave, Springfield, 65807 (10 rooms)
417-890-6060

* Vib Best Western Hotel - 1845 E. Sunshine, Springfield, 65804 (25 rooms)
417-881-9100

* Anglers Lodge - 621 w Sunshine St. Springfield, MO 65807 (22 rooms)
417-339-5039

Kind Regards,

The Moment of Truth Summit Team
TruthSummit@frankspeech.com
952-777-8118

Attachments:
image001.jpg 34k
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COVID-19 vaccine information breached in Europe

news@cyberscoop.com CyberScoop Thursday, December 10, 2020 at 9:09:34 AM Pacific Standard Time
To: news@cyberscoop.com
To: bobs@klickitatcounty.org

READ IN BROWSER

THURSDAY, DEC. 10, 2020 in f ¥

cyberscoop

More hacking activity against the COVID-19 vaccine supply chain. More
reports about cyber-operations in the Middle East. And the feds get a guilty
plea in the Mirai botnet case. This is CyberScoop for Thursday, Dec. 10,
2020.

[ =

s

(Getty Images)

Pfizer-BioNTech vaccine is a target for hackers

The European Medicines Agency (EMA), which is currently helping
to roll out two coronavirus vaccines, has been hit by hackers, the
organization said Wednesday. Attackers successfully accessed
“some documents relating to the regulatory submission for Pfizer
and BioNTech’s COVID-19 vaccine candidate,” according to a
BioNTech statement. A spokesperson for Moderna, another
company working with the EMA on a vaccine candidate, told
CyberScoop the firm had not been informed it was affected by the
breach. It’s just the latest hacking effort aimed at entities working on
coronavirus research, as nation-states and criminals alike seek to
steal valuable intellectual property or undermine confidence in
vaccines. Shannon Vavra has more.

Coordinating a successful identity governance plan
Identity is the fabric of our digital economy, and executives from the

private and public sectors are focusing on how to manage and govern
identity and access across the lines of business within their
organizations. Cyber leaders from Deloitte discuss why identity
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management has emerged as a core element to strengthening
cybersecurity and how leaders can protect their most exploitable
vulnerability. Listen to the conversation.

Al Jazeera anchor files suit in alleged hack-and-leak

An Al Jazeera anchor, Ghada Oueiss, is alleging in a U.S. federal
court that the crown princes of Saudi Arabia and the United Arab
Emirates helped to coordinate a hack-and-leak operation intended to
intimidate and disparage her. The civil lawsuit, filed Wednesday in
Miami, says the scheme centered on disseminating manipulated
financial documents and photos of the journalist, who has been
critical of both countries’ alleged human rights abuses. The
campaign against her included a breach of her iPhone, court
documents say. It's one of several suits filed in the last several years
involving journalists and dissidents allegedly ensnarled in nation-
state cyber-operations meant to intimidate or silence. Shannon has
the court documents.

MoleRATs group tunnels around the Middle East

An Arabic-speaking hacking group known for exploiting current
events to spy on officials in the West Bank is now using Facebook
and Dropbox to cover its tracks, security firm Cybereason said
Wednesday. MoleRATs isn’t alone in this regard. Digital sleuths are
increasingly using legitimate tech to avoid detection. Sean Lyngaas
has the details.

The 6 pillars of zero trust and where to start
IT leaders are coming to terms with the need to apply zero-trust

cybersecurity principles not just to their network operations, but to their
entire IT operations. However, the challenge for most agencies is how
to map out and deploy a zero-trust approach across an entire digital
estate, given the scale and scope of the task. A recent Microsoft report
aims to help agency executives tackle the questions of where and how
to start deploying zero-trust principles. Read more on zero-trust.
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Mirai botnet suspect pleads guilty. Remember that
one?

The U.S. announced that an unnamed defendant has pleaded guilty
in connection with a cyberattack that rocked the internet in 2016.
The October 2016 distributed denial-of-service attack affected Dyn,
an internet infrastructure company, before rippling out to cause
outages for sites including Twitter, Netflix, Spotify, AirBnb and
Reddit, among others. The incident had a resounding effect on the
cybersecurity community when it occurred just weeks before the
2016 presidential election. Jeff Stone explains in more detail.

Zerologon, checkm8 discoveries, and more, win
Pwnie Awards

The annual Pwnie Awards for "celebrating the achievements and
failures of security researchers and the security community" were
announced today at the virtual Black Hat Europe conference.
Winners included the discovery of the " checkm8 " bug for
jailbreaking Apple devices and the " Zerologon " attack allowing for
credential spoofing within Microsoft's Netlogon protocol. The "Epic
Achievement" award went to researcher Guang Gong for working
out a method for remotely breaking into the root level of Android
devices. Microsoft took home the "Most Epic Fail" award for a
vulnerability in Windows 10 discovered by the NSA . See the full
list of winners.

US, Australia partnering on virtual cyber range

U.S. Cyber Command recently announced that the U.S. and
Australia are working together to continuously develop a virtual
cyber training range. The Cyber Training Capabilities Project
Arrangement will incorporate feedback from the Australian military
into the Persistent Cyber Training Environment, Cyber Command’s
simulated training domain. Officials say the range is a new
approach, given that similar efforts by U.S. and its allies in the past
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have only been used once. The new setup will be an ongoing
program. FedScoop's Sara Wilson has more.

Tweet of the Day
|+ Image

Sometimes "opsec" and "catharsis" are the same thing.

Want more? Catch our events for all things cybersecurity!
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More from the debate over the use of ID.me's facial recognition products by
government agencies. A closer look at the tools used by the hackers who
breached Iranian state TV. And another community college grapples with
ransomware. This is CyberScoop for February 18. Editor's note: Due to
Monday's federal holiday, our next issue will publish on February 22.

What’s in a name

Identity verification technology company ID.me quietly deployed a
powerful form of facial recognition on unemployment benefits
applicants while encouraging state partners to dispel the idea that
the company used the technology, according to Oregon state
records that the American Civil Liberties Union shared with

CyberScoop. Privacy advocates say the documents raise concerns
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about whether states knew what kind of risk ID.me's fraud
detection technology held. But ID.me says it fully communicated
with states over the differences in its fraud detection and
verification systems. Tonya Riley takes a look at how states are
dealing with revelations about the company.

Zero Trust Summit | Apr 6, 2022
Hear the top decision-makers from government and tech discuss the

adoption of zero trust and how agencies are modernizing their
security statures to prevent and defend against the next major breach.
Register here.

New technical details from the Iranian state TV hack

An Iranian state television broadcast was hacked Jan. 27, during
which a video showed opposition figures and called for the death of
the Iranian supreme leader. A group called "Predatory Sparrow"
claimed responsibility, without proof, and the hack was just one in a
series of incidents seemingly aimed at embarrassing the Iranian
government. Check Point Research obtained some of the malware
associated with the hack, finding that the incident may have been
more destructive than initially assumed. AJ Vicens has more.

Not all was lost in ransomware incident at college

A ransomware attack took out a Seattle-area community college’s
website and some other services this week, but the incident was
relatively contained because the institution recently has moved a
lot of its digital infrastructure to a cloud-based platform, officials
said. “While the attack is clearly challenging and disruptive, we’re
in a better place to combat it due to changes we implemented over
the last two years,” Centralia College President Bob Mohrbacher
said. Last week a Northern California community college also dealt
with a ransomware incident. EdScoop’s Emily Bamforth
explains.
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Cybersecurity Modernization Summit | March 29, 2022
This virtual event will bring together cybersecurity leaders to explore

the ongoing challenge of cybersecurity in the state and local
government and higher education communities. They will discuss the
ongoing battle in protecting critical infrastructure and constituent data
with a focus on lessons learned about the everchanging cyber

landscape. Register here.

Tweet of the Day

L Karl Groves (he/him)
- @karlgroves

Stolen from Reddit: 3D printed add ons for wheelchair
handles to prevent randos from “helping”

8:27 PM : Feb B, 2022 - Twitter for iPhone

#opsec

https://ediscovery.google.com/discovery/DisplayMessage?m=5bdb64ae-c82b-4a23-8d25-403aa227 1fc4&at=ACD7onrYwCO37r0BzvHtTNJ8LCIBCS8r...  3/4
WA-KLICKITAT-22-0904-A-000027



10/6/22, 1:41 PM Google Vault - States reckon with ID.me biometrics
Want more? Catch our events for all things cybersecurity!

Copyright (c) 2022 CyberScoop, All rights reserved.

Scoop News Group
2001 K Street NW
Washington DC

Update your email preferences

Unsubscribe

https://ediscovery.google.com/discovery/DisplayMessage?m=5bdb64ae-c82b-4a23-8d25-403aa227 1fc4&at=ACD7onrYwCO37r0BzvHtTNJ8LCIBCS8r...  4/4
WA-KLICKITAT-22-0904-A-000028



10/6/22, 1:42 PM Google Vault - The SolarWinds hackers' opsec advancements

The SolarWinds hackers' opsec advancements

news@cyberscoop.com CyberScoop Thursday, January 21, 2021 at 9:18:03 AM Pacific Standard Time
To: news@cyberscoop.com
To: bobs@klickitatcounty.org

READ IN BROWSER

THURSDAY, JAN. 21, 2021 in f ¥

cyberscoop

The SolarWinds attackers were clearly smart, and we're finding out more
about it. The Biden administration fields questions about the breach almost
immediately. And the new DNI officially gets underway. This is CyberScoop
for Thursday, Jan. 21, 2020.

P

The remarkable opsec of the SolarWinds hackers

The spies who carried out the SolarWinds breaches were bound to
cover their tracks. But they went above and beyond. New details
from Microsoft’s investigation show the lengths the attackers went to
protect the crown jewel of the operation from getting burned. There’s
surely more to learn from the campaign, but this is a big piece of the
puzzle. Sean Lyngaas has more.

Be sure to register early to get your pass for the 7th CyberWeek,
taking place Oct 18th to the 22nd 2021.

U.S. CyberWeek is a week-long festival with over 10,000 attendees,
featuring 100+ community events bringing together leaders from the
cybersecurity community, tech, gov and policy who will come together
to exchange information, share best practices and discuss the many
ways we can revolutionize the way we protect against and overcome
cyberthreats facing our nation. Save your spot today!

Biden’s first SolarWinds question
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At the first White House press briefing of the Biden administration
Wednesday evening, Press Secretary Jen Psaki’s second question
was on the SolarWinds breach. Psaki indicated the U.S. government
may be interested in responding to the suspected Russian
espionage operation, which has impacted federal agencies and the
private sector. “We’ve spoken about this previously...of course we
reserve the right to respond at a time and manner of our choosing to
any cyberattack,” Psaki told reporters. How the Biden administration
reacts — or retaliates — to the campaign will be an early test of the
Biden administration’s cybersecurity chops. Our latest SolarWinds
coverage.

Avril Haines confirmed

Avril Haines, the nominee for director of national intelligence, was
confirmed Wednesday evening in the Senate. Haines, who is the
first official Cabinet member of the Biden administration, told
lawmakers during her confirmation hearing that she would provide
Congress a threat assessment on QAnon as well as an unclassified
intelligence report on who was responsible for the murder of
journalist Jamal Khashoggi. Her testimony also touched on
SolarWinds. More on Haines’ thoughts on SolarWinds and
cybersecurity.

Be sure to register early to get your pass for the 7th CyberWeek,
taking place Oct 18th to the 22nd 2021.

U.S. CyberWeek is a week-long festival with over 10,000 attendees,
featuring 100+ community events bringing together leaders from the
cybersecurity community, tech, gov and policy who will come together
to exchange information, share best practices and discuss the many
ways we can revolutionize the way we protect against and overcome
cyberthreats facing our nation. Save your spot today!

$5.1 million penalty in health insurer's data breach

New York health insurer Excellus has agreed to pay a $5.1 million
penalty to the federal government in connection with a data breach
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that affected more than 9 million people between late 2013 and May
2015. The fine is for violations of privacy and security rules under
the Health Insurance Portability and Accountability Act, according to
the Department of Health and Human Services' Office for Civil
Rights. The incident happened during an era known for high-profile
data breaches — Target, Sony, Home Depot and so on — but the
announcement of the fine comes as the feds are continuing to track
multiple cyberthreats against health care organizations. Joe
Warminsky has the story.

SPONSORED BY PROOFPOINT

Social engineering gains momentum with cyber
criminals

Cyber attackers are exploiting the COVID-19 crisis and pose a major
security threat for health care organizations. According to
Proofpoint’s Ryan Witt, there is an uptick in social engineering
techniques as threat actors look for more compelling lures to target
people. Leaders need to be more focused on security strategies
which provide visibility into who is being targeted in their
organization. Read more from Witt.

A big 'oops’ from a phishing campaign

A phishing campaign that targeted multiple industrial sectors in 2020
apparently was messier than the average cybercrime operation,
according to cybersecurity company Check Point. The attackers
made a “simple mistake in their attack chain,” the researchers said,
by not securing the pilfered information properly once it was
uploaded to websites for temporary storage. In short, not only did
people have their email credentials stolen, but they were also posted
in a way that Google's search engine could publicly index them. The
slip-up could've undermined the attackers' plans in several ways.
Joe explains.
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We'll be watching more C-SPAN, for sure.
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