
April 15, 2021  

Austin R. Evers 
American Oversight 
1030 15th Street NW 
Suite B255 
Washington, DC 20005 

Via email: foia@americanoversight.org 

Re: HQ-2020-00051-F 

Dear Mr. Evers: 

This is a thirteenth partial response to the request for information that you sent to the Department 
of Energy (DOE) under the Freedom of Information Act (FOIA), 5 U.S.C. § 552. You requested: 

All email communications (including email messages, calendar invitations, and attachments 
thereto, and including complete email chains) sent by the DOE officials specified below 
containing any of the following key terms: 

i.Naftogaz
ii.Favorov
iii.Fruman
iv.Parnas
v.Sargeant
vi. 45 Energy Group
vii.Baumgardner
viii.SigmaBleyzer
ix.Bleyzer
x.Bensh
xi.Pelicourt
xii.Rudy
xiii.Rudolph
xiv.Giuliani
xv.Giuiliani
xvi.Guliani
xvii.Guiliani
xviii.Toensing
xix.diGenova
xx.Kislin
xxi.Hunter

AM[ HICAN 
PVERSIGHT 

Department of Energy 
Washington, DC 20585 

® Printed with soy ink on recycled paper 



Page 2 of 8 
 

xxii. Biden 
xxiii. Parnas 
xxiv. Fruman 
xxv. Kolomoisky 
xxvi. Klitschko 
xxvii. Burisma 
xxviii. Shokin 
xxix. Lutsenko 
xxx. Zelensky 
xxxi. Zelenskyy 
xxxii. Zelenskiy 
xxxiii. Yermak 
xxxiv. Bakanov 
xxxv. Bohdan 
xxxvi. Rybolovlev 
 
Specified DOE Officials: 
i. Secretary Rick Perry 
ii. Deputy Secretary Dan Brouillette 
iii. Former Chief of Staff Brian McCormack 
iv. Anyone currently serving in the capacity of Chief of Staff 
v. Under Secretary Mark Menezes 
vi. Samuel Buchan, Special Adviser 
vii. William Cooper, General Counsel 
viii. Paul Tumminia, Senior Advisor, Office of Russian and Eurasian Affairs 
ix. Anyone serving in the capacity of White House Advisor or Liaison 
 
Please produce all responsive records from January 1, 2019, through the date the search is 
conducted. 

 
On January 9, 2020, during a call including DOJ attorneys and American Oversight counsel, you 
agreed to waive all duplicative attachments, provided we indicate where duplicative attachments 
are being omitted, as well as mass mailings and newsletters. You also agreed to waive 
nonresponsive attachments for now, but asked that we include a slip sheet in place of each 
nonresponsive attachment. 
 
Your request was assigned to DOE’s Office of Executive Secretariat (ES), Office of International 
Affairs (IA), and Office of the General Counsel (GC) to conduct a search of their files for 
responsive documents. The search started on November 21, 2019, which is the cutoff date for 
responsive documents. You received a first partial response to this request on April 15, 2020 
consisting of ten (10) documents. One of the documents was transferred in full to the Department 
of State (DOS) for review and direct response to you.  This document was released on December 
1, 2020, after DOS provided release determinations on their equities. 
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You received a second partial on May 18, 2020, consisting of thirty-four (34) documents. 
Twenty (20) documents were sent to DOS for consultation. These documents were released on 
December 1, 2020, after DOS provided release determinations on their equities. Further, one (1) 
document was sent to International Trade Administration (ITA) for consultation. This document 
was released on August 17, 2020, after ITA provided release determinations on their equities. 
 
You received a third partial on June 15, 2020, consisting of twelve (12) documents. Five (5) 
documents were sent to DOS for consultation.  These documents were released on December 1, 
2020, after DOS provided release determinations on their equities. 
 
You also received a fourth partial on July 15, 2020, consisting of twenty-six (26) documents. 
Three (3) documents were sent to DOS for consultation. These documents were released on 
December 1, 2020, after DOS provided release determinations on their equities. In addition, one 
(1) document was sent to the Overseas Private Investment Corporation (OPIC) for consultation, 
and one (1) document was sent to the U.S. Trade and Development Agency (TDA) for 
consultation.  These documents were released on November 16, 2020, after TDA and OPIC 
provided release determinations on their equities.  Two (2) documents were sent to DOE’s 
Pacific Northwest National Laboratory (PNNL) for review and direct response to you.  These 
two documents were released on November 16, 2020 and December 1, 2020, after PNNL 
provided release determinations on their equities. 
  
You received a fifth partial on August 17, 2020, consisting of thirty (30) documents. Thirteen 
(13) documents have been sent to DOS for consultation and will be released once DOS provides 
release determinations on their equities.  In addition, one (1) document has been sent to U.S. 
Department of the Treasury (UST) for consultation and will be released once UST provides 
release determinations on their equities. 
 
You received a sixth partial on September 15, 2020, consisting of forty-five (45) documents. 
Eleven (11) documents have been sent to DOS for consultation and will be released once DOS 
provides release determinations on their equities.  In addition, one (1) of these documents has 
been sent to ITA for consultation and will be released once ITA provides release determinations 
on their equities. Lastly, one of the documents was transferred to DOE’s National Nuclear 
Security Administration (NNSA) for review and direct response to you.  
 
You also received a seventh partial on October 15, 2020, consisting of sixty-five (65) 
documents.  Forty-eight (48) documents have been sent to DOS for consultation and will be 
released once DOS provides release determinations on their equities. You received an eighth 
partial on November 16, 2020, consisting of fifty-two (52) documents. Twenty-four (24) 
documents have been sent to DOS for consultation and will be released once DOS provides 
release determinations on their equities.  
 
You also received a ninth partial on December 15, 2020, consisting of forty-four (44) 
documents.  Ten (10) documents have been sent to DOS for consultation and will be released 
once DOS provides release determinations on their equities.  
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You received a tenth partial on January 15, 2021, consisting of thirty-four (34) 
documents.  Seventeen (17) documents have been sent to DOS for consultation and will be 
released once DOS provides release determinations on their equities.  
 
You received an eleventh partial on February 16, 2021, consisting of thirteen (13) documents. 
Six (6) documents have been sent to DOS for consultation and will be released once DOS 
provides release determinations on their equities. In addition, two (2) documents have been sent 
to ITA for consultation and will be released once ITA provides release determinations on their 
equities.  
 
You received a twelfth partial on March 15, 2021, consisting of nine (9) documents. Two (2) 
documents have been sent to DOS for consultation and will be released once DOS provides 
release determinations on their equities. 
 
This letter serves as the thirteenth response for DOE. At this time, DOE has identified eleven 
(11) documents responsive to the request for a thirteenth partial response.  The documents are 
being released to you as described in the accompanying index.  
 
Upon review, DOE has determined that certain information should be withheld in the documents 
pursuant to Exemptions 1, 5, and 6 of the FOIA, 5 U.S.C. § 552, (b)(1), (b)(5), and (b)(6).   
 
Each of the documents released for this thirteenth response have been reviewed by the Office of 
Classification, Office of Environment, Health, Safety and Security, in the DOE pursuant to 10 
C.F.R. § 1004.6. These documents contain information properly classified as National Security 
Information, and are now being released to you with certain information withheld pursuant to 
Exemption 1 of the FOIA. 
 
Exemption 1 provides that an agency may exempt from disclosure matters that are "(A) 
specifically authorized under criteria established by an Executive order to be kept secret in the 
interest of national defense or foreign policy and (B) are in fact properly classified pursuant to 
such Executive order . . . ." The portions deleted from the subject document(s) pursuant to 
Exemption 1 contain information about foreign government information; foreign relations or 
foreign activities of the United States, including confidential sources and are classified under 
section(s) 1.4 (b), (d) of Executive Order 13526 (E.O. 13526). It has been determined that release 
of the information could reasonably be expected to cause damage to the national security. 
 
With respect to the information withheld from disclosure pursuant to Exemption 1, the DOE has 
no further discretion under the FOIA or DOE regulations to release information currently and 
properly classified pursuant to E.O. 13526. 
 
Exemption 5 of the FOIA protects from mandatory disclosure “inter-agency or intra-agency 
memorandums or letters that would not be available by law to a party other than an agency in 
litigation with the agency….” 5 U.S.C. § 552(b)(5). Exemption 5 incorporates the deliberative 
process privilege and the attorney-client privilege. The deliberative process privilege protects 
recommendations, advice, and opinions that are part of the process by which agency decisions 
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and polices are formulated. The information withheld under this privilege consists of inter-
agency pre-decisional information. 
 
Portions of these documents reflect deliberative discussions.  The DOE may consider these 
preliminary views as part of the process that will lead to the agency’s final policy decision about 
these matters.  The withheld information does not represent a final agency position, and its 
release would compromise the deliberative process by which the government makes its 
decisions.  Thus, the information is being withheld under Exemption 5 of the FOIA as pre-
decisional material that is part of the agency’s deliberative process.   
 
Exemption 6 is generally referred to as the “personal privacy” exemption; it provides that the 
disclosure requirements of FOIA do not apply to “personnel and medical files and similar files 
the disclosure of which would constitute a clearly unwarranted invasion of personal privacy.” 5 
U.S.C. § 552(b)(6). In applying Exemption 6, the DOE considered: 1) whether a significant 
privacy interest would be invaded; 2) whether the release of the information would further the 
public interest by shedding light on the operations or activities of the Government; and 3) 
whether in balancing the privacy interests against the public interest, disclosure would constitute 
a clearly unwarranted invasion of privacy. 
 
The information withheld under Exemption 6 consists of private cell phone numbers. This 
information qualifies as “similar files” because it is information in which an individual has a 
privacy interest. Moreover, releasing the information could subject the individuals to 
unwarranted or unsolicited communications. Since no public interest would be served by 
disclosing this information, and since there is a viable privacy interest that would be threatened 
by such disclosure, Exemption 6 authorizes withholding the information. Therefore, we have 
determined that the public interest in the information’s release does not outweigh the overriding 
privacy interests in keeping it confidential. 
 
This satisfies the standard set forth at 5 U.S.C. § 552(a)(8)(A) that agencies shall withhold 
information under FOIA “only if (I) the agency reasonably foresees that disclosure would harm 
an interest protected by an exemption . . . ; or (II) disclosure is prohibited by law . . . .” 5 U.S.C. 
§ 552(a)(8)(A) also provides that whenever full disclosure of a record is not possible, agencies 
shall “consider whether partial disclosure of information is possible . . . .” Thus, we have 
determined that, in certain instances, a partial disclosure is proper. 
 
Pursuant to 10 C.F.R. § 1004.6(d), Dr. Andrew P. Weston-Dawkes, Director, Office of 
Classification, Office of Environment, Health, Safety and Security, is the official responsible for 
the denial of the DOE classified information. Pursuant to 10 C.F.R. § 1004.7(b)(2), I am the 
individual responsible for the determination to withhold all other information described above. 
The FOIA requires that “any reasonably segregable portion of a record shall be provided to any 
person requesting such record after deletion of the portions which are exempt.” 5 U.S.C. § 
552(b). As a result, a redacted version of the documents are being released to you in accordance 
with 10 C.F.R. § 1004.7(b)(3). 
 
The FOIA provides for the assessment of fees for the processing of requests. See 5 U.S.C. § 
552(a)(4)(A)(i); see also 10 C.F.R. § 1004.9(a). In our October 16, 2019 letter, you were advised 
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that your request was placed in the “other” category for fee purposes. Requesters in this category 
are provided with two free hours of search time and 100 free pages of duplication. In that same 
letter, we informed you that your fee waiver was granted. Thus, no fees will be charged for 
processing your request. 
 
You also requested expedited processing of your request. Your request for expedited processing 
was initially denied in our letters dated October 16, 2019. Upon reconsideration of our decision 
to deny expedited processing of your request, your request was granted in our letter dated 
November 22, 2019. 
 
If you have any questions about the processing of the request or this letter, your attorney may 
contact Hilarie Snyder, Trial Attorney, at Hilarie.E.Snyder@usdoj.gov or 202-305-0747. 
 
I appreciate the opportunity to assist you with this matter. 
 
      
     Sincerely, 
 
 
     Alexander C. Morris 
     FOIA Officer 
     Office of Public Information 
 
 
Enclosures 
 
  

Alexander C. 
Morris

Digitally signed by 
Alexander C. Morris 
Date: 2021.04.15 
11:15:33 -04'00'
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Request #: HQ-2020-00051-F 
 

Thirteenth partial response for Mr. Austin R. Evers for: 
 

All email communications (including email messages, calendar invitations, and 
attachments thereto, and including complete email chains) sent by the DOE officials 
specified below containing any of the following key terms: 
 
i. Naftogaz 
ii. Favorov 
iii. Fruman 
iv. Parnas 
v. Sargeant 
vi. 45 Energy Group 
vii. Baumgardner 
viii. SigmaBleyzer 
ix. Bleyzer 
x. Bensh 
xi. Pelicourt 
xii. Rudy 
xiii. Rudolph 
xiv. Giuliani 
xv. Giuiliani 
xvi. Guliani 
xvii. Guiliani 
xviii. Toensing 
xix. diGenova 
xx. Kislin 
xxi. Hunter 
xxii. Biden 
xxiii. Parnas 
xxiv. Fruman 
xxv. Kolomoisky 
xxvi. Klitschko 
xxvii. Burisma 
xxviii. Shokin 
xxix. Lutsenko 
xxx. Zelensky 
xxxi. Zelenskyy 
xxxii. Zelenskiy 
xxxiii. Yermak 
xxxiv. Bakanov 
xxxv. Bohdan 
xxxvi. Rybolovlev 
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Specified DOE Officials: 
i. Secretary Rick Perry 
ii. Deputy Secretary Dan Brouillette 
iii. Former Chief of Staff Brian McCormack 
iv. Anyone currently serving in the capacity of Chief of Staff 
v. Under Secretary Mark Menezes 
vi. Samuel Buchan, Special Adviser 
vii. William Cooper, General Counsel 
viii. Paul Tumminia, Senior Advisor, Office of Russian and Eurasian Affairs 
ix. Anyone serving in the capacity of White House Advisor or Liaison 
 
Please produce all responsive records from January 1, 2019, through the date the 
search is conducted. 

 
DOE has located eleven (11) documents responsive to your request. 
 

 Eleven (11) documents are being released in part pursuant to Exemptions 1, 5, and 6. 
 

AMERICAN 
PVERSIGHT 



Document 1

DOE-19-1271-O-000001

CONrlDENTIAL 158 

From: Tummlnla,l'aul UNCLASSIFIED w/o Attachment 

M ICAN 

To: 
subject: 
Date: 
Attachments: 

Sandall Robert 
FW: Resiliency report 
Monday, May 06, 2019 11: 19:00 AM 

Improyina Energy Resmence 1n the RepubHc of ukcaioe ,0031121018 JR cy dooc 
20190118 QOE Resj!Uence Piao ECON edits ConsoHdated av Response dooc 

From: Spracklen, James L [mailto:James.Spracklen@pnnl.gov] 

Sent: Monday, April 15, 2019 6:30 PM 

To: Tumminia, Paul <paul.tumminia@hq.doe.gov> 

Cc: White, Michael <michael.f.white@pnnl.gov> 

Subject: Resiliency report 

Paul: the attachments are a bit messy with the edits, but it allows you to see how we 
dispositioned the comments. Chris Vogt has led this effort, and Mike and I have now gone 
over the comments, as well. The attachments are explained by Chris. When Camelia gets the 
document pretty and the formatting resolved, I'll send that to you as well. 

Jim 

From: Vogl, Christopher J 

Sent: Wednesday, April 10, 2019 4:18 PM 

To: Spracklen, James L <James Sprackleo@pool gov> 

Cc: White, Michael F <michael f white@pnnl gov>; Brim, Cornelia P <Cornelia Brim@pnol gov> 

Subject: I think it"s ready 

Jim-

I think we have a version of the Ukraine report that addresses the comments an in-line edits that 

we've received from all reviewers. 

The first attachment (*cv.docx) incorporates all in-line edits received, and includes my comment 

resolution edits. if Cornelia is willing, this is the file that she should work from. She should check all 

the edits in the file, and either accept them or edit them as needed. Also, it appears that some 

formatting (titles, for example) got messed up somewhere. 

The second attachment (*OV_Response.docx) is the file that we received from State Dept (including 

USAID and Kiev embassy staff) that had all of their edits and comments. I inserted their in~line edits 

into the first attachment. Their comments remain in the second attachment. For each comment 

that i resolved, I added the note "OK-OV" to the comment, and I often added a bit of text to the 

comment to indicate what I did. All the comment resolutions are in the first attachment (not the 

second attachment). The purposes of the second attachment are (1) show you all the comments 

from State, and (2) show which comments that I believe are resolved (and how resolved). If you go 

through the comments in the second attachment, you will see a couple comments that I did NOT 

resolve - I didn't think that they were substantive enough to make a difference. 
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~ubject: 
Date: 
Attachments: 

All: 
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IYmroiola ravl 
Lockwood. Andrea: Sandoli, Robert: Buchan Samuel 
Lyon Jennifer 
FW: Resiliency Document 
Monday, May 06, 2019 1:15:00 PM 
Jmproyjna Enerov Resmence lo the Republic of ukralne ANAL oso32012,ro., ,dQO< 

Resiliency plan, hot off the press. I have not reviewed .... 

From: Vogt, Christopher J [mailto:Christopher.Vogt@pnnl.gov) 

Sent: Monday, May 06, 2019 12:59 PM 

To: Tumminia, Paul <paul.tumminia@hq.doe.goV> 

Cc: Spracklen, James L <james.spracklen@pnnl.gov>; White, Michael <michael.f.white@pnnl.gov> 

Subject: Resiliency Document 

Paul-

The resiliency document is attached. We are awaiting one more internal reviewer, then we can 

insert a PNNL document number. 

Thank you, 

Chris Vogt 
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DOE-19-1271-O-000663

From: 
To: 
Subject: 
Date: 
Attachments: 

CONFIDENTIAL 

IYairo101a Paul 
Bell Heather IFrnhaw KYIY) 
FW: Resiliency Document 
Tuesday, May 07, 2019 9:48:00 AM 

Jmprgying Energy Besilieoce io tbe Republic of Ukraine ANAL.OSOJ2019 co docx 

H: resiliency plan draft... ... 

From: Vogt, Christopher J [mailto:Christopher.Vogt@pnnl.gov] 

Sent: Monday, May 06, 2019 12:59 PM 

To: Tumminia, Paul <paul.tumminia@hq.doe.gov> 

Cc: Spracklen, James L <james.spracklen@pnnl.gov>; White, Michael <michael.f.white@pnnl.gov> 

Subject: Resiliency Document 

Paul-

The resiliency document is attached. We are awaiting one more internal reviewer, then we can 

insert a PNNL document number. 

Thank you, 

Chris Vogt 
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DOE-19-1271-O-000886

Rodriguez, Susan (CONTR) 

From: 
Sent: 
To: 

Tumminia, Paul 

Friday, June 21, 2019 5:59 AM 
Buchan, Samuel 

Cc: 
Subject: 

Noel, Emily E; Sandoli, Robert; Lockwood, Andrea; McKearin, Josh 
Agenda for ACE meeting with some background points 

Attachments: Project Proposal Ukraine Upstream Development Pilot Program.lA.Final.docx; 
TripReport_TiranaAlbanai_Junel0-12_2019.docx 

Categories: Responsive 

Sam: 

Here is the agenda for the meeting. Emily will print the attached documents and carry with her. 

• Introduction/Opening Remarks (10 minutes) 

• Implementing Partner Updates on Programming Developments, Priorities, and Upcoming Engagements 

throughout the Region (30 minutes) 

• Three Seas Summit Readout (10 minutes) 

• Ukraine Update (15 minutes) 

• Baltic Energy Ministerial (10 minutes) 

• Balkan Update (10 minutes) 

• Conclusion (5 minutes) 
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4. Ukraine 

Paul Tumminia 
Senior Advisor 
Office of Europe and Eurasian Affairs 
U.S. Department of Energy 
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Document 5

DOE-19-1271-O-000906

Rodriguez, Susan (CONTR) 

From: 

Sent: 
To: 
Subject: 

CONFID 

IED HANDLING 

Tumminia, Paul 

Tuesday, June 25, 2019 4:53 AM 

Sherman, Nicholas (USEU) 

RE: Bootleg of Resiliency Report 

Attachments: Improving Energy Resilience in the Republic of Ukraine PNNL FINAL.May 2019.docx 

Categories: Responsive 

Nick: This is the Lab draft. We are now in the process of cleaning this up (grammar, punctuation, taking technical terms 

and putting them into English). We should have this ready in a week and will take to print a booklet... 

From: Sherman, Nicholas (USEU) [mailto:ShermanN@state.gov] 

Sent: Tuesday, June 25, 2019 4:15 AM 

To: Tumminia, Paul <paul.tummlnla@hq.doe.gov> 

Subject: [EXTERNAL) RE: Bootleg of Resiliency Report 

Sorry. Yes the PNNL resiliency. 

From: Tumminia, Paul <paul.tumminia@hg.doe.gov> 

Sent: Monday, June 24, 2019 5:08 PM 

To: Sherman, Nicholas (USEU) <ShermanN@state.gov> 

Subject: RE: Bootleg of Resiliency Report 

Nick: Which do you mean? PNNL resiliency (current drafty) or something from Argonne? 

From: Sherman, Nicholas (USEUI [mallto:ShermanN@state.gov! 

Sent: Monday, June 24, 2019 11:07 AM 

To: Tumminia, Paul <paul.tummlnla@hg.doe.gov> 

Subject: [EXTERNAL] Bootleg of Resiliency Report 

Can you shoot me a copy of the DRAFT ANL report? 

Thanks! 

Best wishes, 

Nick 
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PVERSI" GIFGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-000965

C~F61-MOD 

Deleted 

G}FGI MOD 

DOE 
b(1) 



DOE-19-1271-O-000966

CIFGI MOD 

Deleted 

CIFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-000967
f f ICAI\J 

pVERSIGHT 

OJFGI-MOD 

Deleted 

CIFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-000968

GfFGI-MOD 

Deleted 

GfFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-000969
A f HICAN 
pVERSIGHT 

Deleted 

CrFGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-000970
Arv ·· ) 1~' "-~ • 

pVERSIGHT 
.:.........._ ___________ ._ -

CfFGlwMOD 

Deleted 

CYFGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-000971

,.. .. 
\I ' 

VERSIGHT 

GfFGI MOD 

Deleted 

CfFGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-000972

G,'FGI-MOD 

Deleted 

GIFGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-000973
A'vit Hll ;/\N 
pVERSIGHT 

CJFGl•MOD 

Deleted 

C.'FGI MOD 

DOE 
b(1) 



DOE-19-1271-O-000974
A f HICAN 
OVERSIGHT 

C/FGl 11MOD 

Deleted 

C/FGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-000975

CfFGI-MOD 

Deleted 

G/FGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-000976

Deleted 

DOE 
b(1) 

rL....~----------------------
PVERSIGHT 6/FGI MOD 



DOE-19-1271-O-000977
A ff ICAN 
pVERSIGHT 

CfFGI-MOD 

Deleted 

G#FGI MOD 

DOE 
b(1) 



DOE-19-1271-O-000978
A f ICAN 
OVERSIGHT 

CJFGI-MOD 

Deleted 

GJFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-000979
1ll.1/\I\J 

OVERSIGHT 

C/FGI .. MOD 

Deleted 

CIFGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-000980
A -HICAN 
OVERSIGHT 

Deleted 

GJFGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-000981

C/FGI-MOD 

Deleted 

DOE 
b(1) 

PVERSIGHT _____ --=c:.:..:..;r-=s1:...:.:-t.:.:.::~o:-=.o _________ _ 



DOE-19-1271-O-000982

Deleted 

CrFGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-000983

C/FGl•MOD 

Deleted 

DOE 
b(1) 

PVER~JG_H_T ______ C!_FG_I_M_OD _________ _ 



DOE-19-1271-O-000984
A fill ;AN nv RSIGHT 

C!FGI MOD 

Deleted 

GJFGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-000985

CfFGl•MOD 

Deleted 

C!FGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-000986

CIFGI MOD 

Deleted 

DOE 
b(1) 

A f HI '-.,, .... "11----------------------
OV RSIGHT CfFGI-MOD 



DOE-19-1271-O-000987
A fHCI\N 
pVERSIGHT 

CfFGI-MOD 

Deleted 

C/FGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-000988
A f II..,, \J 

OVERSIGHT 

GIFGI-MOD 

Deleted 

GIFGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-000989
,, \I" 

PVERSIGHT 

C/FGl•MOD 

Deleted 

C/FGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-000990
- •r~• 'II 

OVERSIGHT 
I( A • 

CfFGlwMOD 

Deleted 

CfFGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-000991
; 11.1\I 

OVERSIGHT 

G1FGI-MOD 

Deleted 

G1FGI MOD 

DOE 
b(1) 



DOE-19-1271-O-000992
IC1 "' 

OVERSiGHT 

C~FGI-MOD 

Deleted 

CfF61-MOD 

DOE 
b(1) 



DOE-19-1271-O-000993
.;/\1\J 

,OVERSIGHT 

C§FGl•MOD 

Deleted 

C§FGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-000994
fo ... ,f-\1\J 

PVERSIGHT 

C/FGI MOE> 

Deleted 

G/FGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-000995
- \1\1 

1PVERSIGHT 
I 

CtfGI-MOD 

Deleted 

C/FGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-000996

GIFGI-MOD 

Deleted 

C}FGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-000997
- CAN 

,OVERSIGHT 

C}FGl•MOD 

Deleted 

G1FGI MOD 

DOE 
b(1) 



DOE-19-1271-O-000998
ICAN 

PVER IGHT 

C§FGluMOD 

Deleted 

CrF61-MOD 

DOE 
b(1) 



DOE-19-1271-O-000999
ll.,-r-,," 

OVERSIGHT 

C/FGl•MOD 

Deleted 

CtFGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-001000

CfFGl•MOD 

Deleted 

OVERSIGHT C/FGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001001

Crf61-MOD 

Deleted 

- \l'\J 

DOE 
b(1) 

,OVERSIGHT C~FGI-MOD 
---------=..:.....=..::....:.::.:..::...=... ___________ _ 



DOE-19-1271-O-001002

C!FGI MOD 

Deleted 

PVt:H~IGHT CIFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001003
- ~\I\J 

PVERSIGH 

CfFGI-MOD 

Deleted 

GIFGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-001004
.11 ,I 

)VERSIGHT 

C~FGI MOD 

Deleted 

G;<fGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001005

CfFGI-MOD 

Deleted 

CfFGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-001006

GJF61 MOD 

Deleted 

PVERSIGHT CJFGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-001007
:-1~AN 

,OVERSIGHT 

CIFGI MOD 

Deleted 

CIFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001008
' 'II 

PVERSIGHT 

Deleted 

GJFGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-001009
I .,_ '\I 

VERSIGHT 

G~FGl•MOD 

Deleted 

DOE 
b(1) 



DOE-19-1271-O-001010

CYFGl•MOD 

Deleted 

DOE 
b(1) 

L ICL.r~"'..;..•· -------------------------
,OVERSIGHT CYFGl•MOD 



DOE-19-1271-O-001011
Cl.., 

PVERSIGHT 

C#FGI MOC 

Deleted 

C/FGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-001012

C,<fGI MOD 

Deleted 

DOE 
b(1) 

:A~IJ_....~------------------
PVERSll:iH I 

CJFGI MOD 



DOE-19-1271-O-001013

C/FGI MOD 

Deleted 

c,~FGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-001014

GIFGI MOD 

Deleted 

DOE 
b(1) 

I ~L~----------------------
.-JVERSIGHT -----~C~tF'.::::::G~I .=MO::=.:D=------------



DOE-19-1271-O-001015I ' '\I 

>VERSIGHT 

C/FGI-MOD 

Deleted 

C!FGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001016

·- .. ···-··-----, 

DOE 

G,<fGI-MOD b(1) 

Deleted 

'------------------\ 
PVERSIGHT CtFGI MOD 



DOE-19-1271-O-001017
IC '\ "' 

PVERSIGHT 

C/FGluMOD 

Deleted 

G{FGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-001018

CfFGI-MOD 

Deleted 

CfF61-MOD 

DOE 
b(1) 



DOE-19-1271-O-001019

GIFGI-M09-

Deleted 

PVERSIGHT C/FGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-001020

G}FGI-MOD 

Deleted 

DOE 
b(1) 

I ·~1 ___________________ 
_. 

PVERSIGHT C}FGl•MOD 



DOE-19-1271-O-001021

C~FGI-MOD 

Deleted 

DOE 
b(1) 

,l ''" ________________________ __. 

PVERSIGHT 
CIFGI MOD 



DOE-19-1271-O-001022

C/FGI .. MOD 

Deleted 

OVERSIGHT G/FGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-001023

C,'FGl•MOD 

Deleted 

DOE 
b(1} 

.,L__ ______________________ _ 

\I 'J 

OVERSIGHT C/FGI MOD 



DOE-19-1271-O-001024
I I 

JVERSll:.iH I 

CIFGl•MOD 

Deleted 

GJFGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-001025
-\1\J 

pVERSIGHT 

CJFGl•MOD 

Deleted 

CJFGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-001026

C/FGI-MOD 

Deleted 

DOE 
b(1) 

~A'l.!..'--------------------
PVERSIGHT 

C/f'GI-MOD 



DOE-19-1271-O-001027
\I \I 

OVERSIGHT 

CfF61-MOD 

Deleted 

CtFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001028

CIFGl•MOD 

Deleted 

DOE 
b(1) 

.~ JVERS~u~n~,.._, ______________ _ 
G~FGI-MOD 



DOE-19-1271-O-001029

C§FGl•MOD 

Deleted 

C§FGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-001030

GIFGI-MOD 

Deleted 

DOE 
b(1) 

·~.l11,~'----------------------
PVERSIGHT 

G~FGI-MOD 



DOE-19-1271-O-001031

. 
.. iGHT 

CIFGI MOD 

Deleted 

ClfC.I MOD 

DOE 
b(1) 



DOE-19-1271-O-001032

Deleted 

DOE 
b(1) 

CP.ll'"--------------------
OVERSIGHT 

CIFGI MOD 



DOE-19-1271-O-001033
ii :\J 

VERSIGHT 

CIFGI MOD 

Deleted 

C}FGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-001034
'II 

OVERSll:.iH I 

CfFGI-MOD 

Deleted 

GJFGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-001035

Cff61-MOD 

Deleted 

CA1\J 

DOE 
b(1) 

PVERSIGHT G}FGI MOD 
______ _::_:_.:......=.::.......:..:..:=--=----------



DOE-19-1271-O-001036

CfFGI-MOD 

Deleted 

PVERSIGHT CJFGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-001037

C}FGI-MOD 

Deleted 

PVERSiGHT 
GIFGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-001038

CfFGI-MOD 

Deleted 

DOE 
b(1) 

CAJL.~-----------------
:)VERSIGHT 

CIFGI MOD 



DOE-19-1271-O-001039

CJFGI MOD 

Deleted 

PVERSIGHT CtFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001040
I(,," II. I 

PVERSiGHT 

GfFGI-MOD 

Deleted 

GfFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001041

CIFGI MOD 

Deleted 

PVERSIGHT 
GJFGI-MOD 

DOE 
b{1) 



DOE-19-1271-O-001042

CtFGI-MOD 

Deleted 

DOE 
b(1) 

IG)~"~'-------------------
PVERSIGHT 

GfFGI MOD 



DOE-19-1271-O-001043
Ctl\l 

PVERSIGHT 

G§FGI-MOD 

Deleted 

CfFGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-001044

CJFGI MOD 

Deleted 

CJFGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-001045
IC A:\I 

PVERSIGHT 

CJFGl•MOD 

Deleted 

CtFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001046

CfFGl•MOD 

Deleted 

DOE 
b(1) 

1:;fa~I\I ____________________ _ 

VERSIGHT 
C§FGI MOD 



DOE-19-1271-O-001047

. 
' 'II 

OVERSIGHT 

GfFGI-MOD 

Deleted 

GIFGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-001048
., \I \l 

PVERSIGHT 

CYFGl•MOD 

Deleted 

CYFGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-001049
IC""'~ 

PVERSIGHT 

C,'FGlwMOD 

Deleted 

CJFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001050

GJFGI-MOD 

Deleted 

DOE 
b(1) 

~A,lL-'-~-----------------
PVERSIGHT _____ --=~C/~FG~l~M~OD~---------



DOE-19-1271-O-001051
\J 

PVERSIGHT 

C/FGI MOD 

Deleted 

C§FGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-001052
,AI\J 

PVERSIGHT 

CtfGI-MOD 

Deleted 

C,'FGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-001053

CIFGI MOD 

Deleted 

DOE 
b(1) 

ICAL'\1----------------------
PVERSIGHT 



DOE-19-1271-O-001054

G}FGI-MOD 

Deleted 

DOE 
b(1) 

C/'L.1,.:.__, ____________________ 
_ 

JVERSiGHT 
G}FGI-MOD 



DOE-19-1271-O-001055
J/-\1 \I 

PVERSIGHT 

C/FGI MOD 

Deleted 

C§FGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-001056

G,(FGI-MOD 

Deleted 

PVERSIGHT 
CffGI-MOD 

DOE 
b(1} 



DOE-19-1271-O-001057

C#FGI MOD 

Deleted 

-PVERSiGHT 
C#FGI MOD 

... ----------, 
DOE 
b(1) 



DOE-19-1271-O-001058

G}FGI-MOD 

Deleted 

DOE 
b(1) 

I ~"~·-----------------­\ " 

PVERSIGHT _____ =G~}F~G~l-.=,:MO~D::'_,_ ________ _ 



DOE-19-1271-O-001059

C§FGI .. MOD 

Deleted 

C§FGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-001060
IC "" ~ 

PVERSIGHT 

CIFGI MOD 

Deleted 

GJFGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-001061

CIFGl•MOD 

Deleted 

DOE 
b(1) 

ICA:[1...1 ---------------------
PVERSIGHT 

C/FGI-MOD 



DOE-19-1271-O-001062

C/FGI MOD 

Deleted 

DOE 
b(1) 

ilC1L:~~~-----------------­
PVERSIGH 

CfF61-MOD 



DOE-19-1271-O-001063
IC \:\I 

:)VERSIGHT 

CfFGI-MOD 

Deleted 

CrFGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-001064

C/FGl=MOD 

Deleted 

,OVERSIGHT 
G~FGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-001065
;AI\J 

PVERSIGHT 

c;rsl-MOD 

Deleted 

G/FGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-001066

GIFGI-MOD 

Deleted 

DOE 
b(1) 

CA~"l-~----------------....1 
PVERSIGHT 

CJFGl•MOD 



DOE-19-1271-O-001067

GIFGI-MOD 

Deleted 

CtFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001068

CSFGI MOD 

Deleted 

I illlf"\I\J 

DOE 
b(1) 

pVERSIGHT CSFGI-MOD --------=~:.:....:.::.:===~---------



DOE-19-1271-O-001069

GJFGI-MOD 

Deleted 

DOE 
b(1) 

CA,LL·'-------------------
PVERSIGHT C/FOI-MOD 



DOE-19-1271-O-001070- ~· ~ 

,OVERSIGHT 

C/FGl•MOD 

Deleted 

CJFGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-001071

GJFGI-MOD 

Deleted 

OVER~luH 1 GJFGI-MOD 

DOE 
b(1) 



DOE-19-1271-O-001072

I• 

. "\I 'I 

PVERSIGHT 

C/FGl•MOD 

Deleted 

C/FGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001073

C/FGI MOD 

Deleted 

,OVERSIGHT CfFGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-001074

Cff'GI-MOD 

Deleted 

J)VERSIGHT CJFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001075

CtF61-MOD 

Deleted 

DOE 
b(1) 

~;L---------------------
PVERSIGHT G~FGI-MOD 



DOE-19-1271-O-001076
- ,, \/ 

OVERSIGHT 

C/FGI MOD 

Deleted 

CfFGl•MOD 

DOE 
b(1) 



DOE-19-1271-O-001077
\I 

PVERSIGHT 

CtFGI MOD 

Deleted 

C/FGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001078
• I 

PVEASIGHT 

CJFGI MOD 

Deleted 

CJFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001079

C~FGI MOD 

Deleted 

DOE 
b(1) 

- ICI.Z.'".~~~----------------------
PVERSIGHT CIFGI MOD 



DOE-19-1271-O-001080

C!FGI MOD 

Deleted 

PVERSIG T C/FGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001081

C/FGI MOD 

Deleted 

PVER~1un I C!FGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001082

CSFGI MOD 

Deleted 

C#FGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001083
\I \J 

OVERSIGHT 

C#FGI MOD 

Deleted 

DOE 
b(1) 



DOE-19-1271-O-001084

I 

,OVERSIGHT 

CIFC,I MOO 

Deleted 

OF D.10 
FICIAL USE ONL V 

CIF~I MOD 

DOE 
b(1) 



DOE-19-1271-O-001085

CIFGI MOD 

Deleted 

DOE 
b(1) 

CAll.l.
11

---------------------

PVERSIGHT CtFGI MOD 



DOE-19-1271-O-001086

CJFGI MOD 

Deleted 

DOE 
b(1) 

- C/~ .. '''.!.-~--------------------
.,OVERSIGHT 

CJFGI MOD 



DOE-19-1271-O-001087

CIFGI MOD 

Deleted 

. .11'\N 
OVERSIGHT CIFGI MOD 

--

DOE 
b(1) 



DOE-19-1271-O-001088
II ,.1f\l" 

OVERSIGHT 

CtFGI MOD 

Deleted 

C~FGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001089

C/FGI MOD 

Deleted 

OVERSIGHT CJFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001090

C#FGI MOD 

Deleted 

DOE 
b(1) 

.~L..-------------------
\1\J 

PVERSIGHT C#FGI MOD 



DOE-19-1271-O-001091--✓/ " ' 

PVE9SIGH 

C#FGI MOD 

Deleted 

CJFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001092
,r -,., ,. 

PVERSIGHT 

C/FGI MOD 

Deleted 

C/FGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001093
\r\l 

PVERSIGHT 

CtFGI MOD 

Deleted 

C/FGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001094

C/FGI MOD 

Deleted 

DOE 
b(1) 

- ;)~-~~!-----------------------
,OVERSIGHT C/FGI MOD 



DOE-19-1271-O-001095

C#FGI MOD 

Deleted 

DOE 
b(1) 

- Cf.11L~----------------------
PVERSIGHT C~FGI MOD 



DOE-19-1271-O-001096

-----

C#FGI MOD 

Deleted 

DOE 
b(1) 

~Al!.~--------------------
PVERSIGHT C~FGI MOD 



DOE-19-1271-O-001097

C/FGI MOD 

Deleted 

DOE 
b(1) 

Cl~'•:.,__ ________________ _. 

PVERSiGHT CJFGI MOD 



DOE-19-1271-O-001098

CIFGI MOD 

Deleted 

DOE 
b(1) 

,L_ ______________ _ 

- \l'\J 

0VERSIGHT CJFGI MOD 



DOE-19-1271-O-001099
,~/\N 

PVERSIGHT 

C~FGI MOD 

Deleted 

CJFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001100

C/FGI MOD 

Deleted 

---------------, 
DOE 
b(1) 

CJ\NL------------------
PVERSIGHT CtFGI MOD 



DOE-19-1271-O-001101
"\I '.J 

PVERSIGHT 

C#FGI MOD 

Deleted 

CtFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001102
- C/\N 

OVERSIGHT 

C#FGI MOD 

Deleted 

CJFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001103

Deleted 

J}VERSIGHT 

DOE 
b(1) 



DOE-19-1271-O-001104
::;AN 

PVERSIGHT 

CJFGI MOD 

Deleted 

CJFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001105

-----·- --· 

;/\N 

PVERSIGHT 

C/FGI MOQ 

Deleted 

C/FGI MOQ 

DOE 
b(1) 



DOE-19-1271-O-001106
C/,1'\J 

OVERSIGHT 

CJFGI MOD 

Deleted 

C/FGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001107

C/FGI MOD 

Deleted 

,OVERSIGHT C/FGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001108

C/fGI MOD 

Deleted 

PVERSIGHT CtfGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001109

---- -

PVERSIGHT 

CJFGI MOD 

Deleted 

CJFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001110

CJFGI MOD 

Deleted 

,OVERSIGHT CJFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001111

CJFGI MOD 

Deleted 

,OVERSIGHT CJFGI MOD 

DOE 
b(1) 



DOE-19-1271-O-001112

C#FGI MOD 

Deleted 
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Isabel: I wanted to forward to you the template for the winter action plan which Nick sherman 
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Poul Tumm,mo 
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Office of Europe and furosion Affo,rs 

U.S. Deportment of Energy 
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EXECUTIVE SUMMARY 

1. Overview 

Ukraine's "Winter Energy Security Preparedness and Response Plan" (The Plan) outlines a 

series of measures to ensure sufficient energy supplies for residential, industrial and commercial 

energy consumers for the 2019-2020 heating season. This includes measures to minimize threats 

to the oil and gas sector, maximize natural gas storage and expand natural gas reverse flow 

capacity from the European Union (EU). Additional findings of this planning effort include the 

need lo incorporate training on crisis response coordinating structures and procedures. Training 

for these recommendations should include comprehensive exercises at all levels to organize and 

prepare for a crisis response scenario. The Plan defines the following areas: 

• Key preparedness measures to help mitigate threat emergency situations in the 

energy sector; and 

• Key response actions to disruptions to power supply systems, district heating and 

heat generation facilities, and supply of energy resources. 
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Stakeholder engagement and coordination represents a key to success. Streamlined 

decision making in the event of a crisis greatly reduces response times and danger of 

gridlock. Tabletop exercises among stakeholders to define roles and responsibilities for 

executing the Plan can help identify key gaps and lines of communication in the event of a 

crisis. The Plan provides guidance, inter alia, for the following national authorities: 

• Ministry of Energy and Coal Industry 

• Ministry of Regional Development, Building and Housing 
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• Ministry of Internal Affairs 

• Ministry of Infrastructure 

• Ministry of Defense 

• Ministry of Health 
• Ministry of Social Policy 

• National Electricity Regulatory Commission 

• State Nuclear Regulatory Inspectorate 

• State Emergency Service 

• Naftogaz 
• Ukrenergo 
• Energoatom 
• State Energy Efficiency and Conservation Agencies 

• State Highway Agency 

• State Special Communication and Data Protection Service 

• Local self-government authorities 

3. Electricity Generation 
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Ukraine's electric energy sector relies primarily on thermal power plants (TPP), combined 

heat and power plants (CHP), hydroelectric power plants (HPP), pumped storage power 

plants (PSP), and nuclear power plants (NPP). The system ( excluding the Crimean energy 

system) generates approximately 55 gigawatt (GW) from fourteen thennal power plants, 

four nuclear power plants, seven hydroelectric power plants, three pumped storage power 

plants, and 94 combined heat and power systems. Approximately 23,000 km of main and 

interstate transmission lines of 35-800 kV voltage, and 996,000 km distribution lines of 
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0.4-150 kV voltage serve as the national transmission system with limited interconnection 
across regions. 

The Plan's electric generation recommendations section outlines a series of measures to 
ensure that Ukraine's residential, industrial and commercial electricity users have a 
sufficient supply for the 2019-2020 heating season. This includes increasing coal influx, 
reducing electric power consumption, increasing imports and reducing exports of 
electricity, and opening congested transmission pathways by completing interconnection 
lines (e.g. high voltage lines (HVL) to shift energy from Rivne to the Kyiv substation). 
Preparedness measures for emergencies in heat and power engineering sector include: 

Natural Gas 

._...,.,h\lifrllU' 
-!S/19J<J 

.......... ,.,., .,,. tit 

t.m/11/lllJ ....,,~ 

fl/1110 

/ 

,_ 
111/•soq;;, 

UlrrlMe G,Jll,SUM:1;)11. ff'Cffl __ Oft,19.0S.19 Ensuring Ukrain~'s replenishment 
of underground storage reservoirs 
by the start of the heating season 
on October 15, 2019 represents a 
core priority area for this planning 
effort. Ukraine will require 19-21 
bcm of storage supplies to 
mitigate the impact of a 
prolonged disruption of transit 
supplies, 3 hem more than 
average due to system 

•-- compression requirements in a ~/•rm 
'-----------------------' zero transit scenario. As of May 
19, according to Naftogaz statistics, Ukraine held 10.56 hem in storage. Naftogaz should 
maximize Ukraine's import capacity and storage injections as soon as possible but lacks 
funding to purchase gas. Natural gas prices may rise significantly in the fall 2019 if 
European consumers become concerned about a possible gas cutoff. Adequate volumes 
may also be unavailable since other European consumers may use the opportunity to fill 
their own storage facilities. At $140-180/mcm, Naftogaz will also need to borrow over $1 
billion to make these purchases. 

4. Coal 

Ensuring access to coal and heavy fuel oil represents a key part of the Plan. Ukraine needs 
to increase coal production and imports, and to reduce electricity consumption and export 
ifit is to have sufficient resources for the heating season. A conservative approach would 
be to prepare for a colder winter (-20°C) since several of the current influxes of coal are 
not certain to be maintained through the heating season. For the upcoming winter season, 
the Plan recommends securing the following amounts of coal to ensure an adequate 
supply of stocks exist to get through the heating season ending: 

A-type coal (assuming a baseline supply of 300 kTonslmonth): 
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5. District Heating 
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District heating provides a measure to provide space heating and water heating to the 
majority of Ukrainian residences. The Plan envision a temperature trigger for district 
heating systems at 16°C accompanied by public service broadcasts (e.g. billboards and 
posters, TV commercials, radio, press and text messages for mobile phones, messages 
through electronic payment systems and heating utility bills) about the importance of 
reducing heating fuel use and urge avoiding the use of electric heaters as substitutes. A 
crisis triggers additional actions: 

Deleted 

6. Crisis Response 

Stakeholders at the national, regional and local levels should prepare for emergency response 
scenarios in the event of a crisis. Scenarios where a major system accident becomes possible 
include when the Unified Energy Systems of Russia and Belarus are operated separately, or 
when there's a major shortage of generation capacity and the Unified Energy System (UES) of 
Ukraine is disconnected from the Unified Energy Systems of Russia and Belarus. On exceeding 
the maximum allowed power exchange, stability of the UES of Ukraine may be breached at 
connections with Russia and Belarus, and UES of Ukraine may be automatica1ly separated by 
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actuating devices counteracting asynchronous operation under generation capacity shortage. 
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Major tasks for all-level operating and dispatch personnel in the event of a major system accident 
should be put into place supported by training and tabletop exercises. 

A f HICAN 
pVERSIGHT 

Page 7 of 54 

GONFIDENTI/\L 

DOE 
b(l) 



DOE-19-1271-O-001137

CONFIDENTIAL 

PREPAREDNESS 

Page 8 of54 

GHT co~,FIDENTIAL 



DOE-19-1271-O-001138

GONFIDENTll\l 

Page intentionally left blank. 

Page 9 of 54 

PVERSIGHT GONFIDENTll\l 



DOE-19-1271-O-001139

CONFIDENTIAL 

STAKEHOLDERS 

1. Overview 

Stakeholder engagement and coordination represents a key to success. Streamlined decision 
making in the event of a crisis greatly reduces response times and danger of gridlock. Tabletop 
exercises among stakeholders to define roles and responsibilities for executing the Plan can help 
identify key gaps and lines of communication and help energy sector decision in the event of a 
crisis. Major tasks for all-level operating and dispatch personnel in the event of a major system 
accident should be put into place supported by training and tabletop exercises. 

2. Ministry of Energy and Coal Industry 

The Ministry of Energy and Coal Industry of Ukraine is the primary central government 
agency responsible for electricity sectors policies; the civil-nuclear complex, oil and gas , 
sector; and coal industry. The ministry operates under the authority of the Cabinet of 
Ministers. 

3. Ministry of Regional Development, Building and Housing 

The Ministry for Regional Development, Building and Housing of Ukraine is responsible for 
housing infrastructure development and the formation and implementation of state policy in 
order to create a comfo11able, high quality and safe living space for human development. The 
ministry advances energy planning and implementation efforts by increasing the competitiveness 
of regions (energy investment and reform) and promoting energy efficiency in the housing and 
utilities sector. 

4. Ministry of Internal Affairs 

The Ministry of Internal Affairs executes state policy for the protection of rights and 
liberties of citizens, investigates unlawful acts against the interest of society and state, 
fights crime, provides civil order, ensures civil security, and regulates traffic safety. The 
Ministry also protects energy infrastructure. 
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5. Ministry of Infrastructure 

The Ministry of Infrastructure formulates and implements state policy in the fields of air, 

road, rail, sea, river and urban electric transport, as well as on issues related to the use of 

subway systems, roads, transportation safety, merchant shipping and 

navigational/hydrograpbic support for vessels. The Ministry has programs for improving 

energy efficiency in the transportation and communications sectors. 

6. Ministry of Defense 

The Ministry of Defense is responsible for preventing hostility, structuring the military, 

and repelling all types of aggression (both in country and internationally). The Ministry 

has been integrating energy efficiency into its military programs across the country. Under 

the new Cyber Security Strategy, the Ministry will be responsible for implementing 

cybersecurity protection, as cyberattacks against energy infrastructure is common. 

7. Ministry of Health 

The Ministry of Health is the main healthcare body of the central government, responsible for 

managing the universal healthcare system and implementing state policy in the fields of 

medicine and healthcare. The Ministry has an interest in reducing illness linked to pollution and 

nuclear safety. · 

8. Ministry of Social Policy 

The Ministry of Social Policy is responsible for regulating labor relations, family and 

children, immigration and trafficking, women's rights, children's rights, and humanitarian 

aid. The Ministry is also involved in an inter-agency working group for assessing and 

managing regulatory reforms for energy performance contracts and supporting activities. 

9. National Electricity Regulatory Commission (NERC) 

The NERC is involved in the formation and enforcement of a unified state policy towards 

electricity markets, natural gas, petroleum and petroleum products in the areas of heating, 

centralized water supply and drainage, treatment and disposal of household waste. The NERC is 

responsible for the licensing of economic activities in the fields of electricity, heating, 

centralized water supply and drainage in the oil and gas sector. The NERC sets the prices 

(tariffs) for electricity, for the supply of natural gas and gas (methane) of coal deposits, and other 

tariffs. 

10. State Nuclear Regulatory Inspectorate (SNRI) 

SNRI is the central government executive authority responsible for formation and 

implementation of state policy in the field of nuclear and radiation safety. The SNRl sets criteria, 

requirements and conditions of safety in nuclear energy use (normative documents, standards), 

issues permits and licenses to carry out activities in this area (licensing), and exercises the state 

supervision for observance oflegislation, norms, rules and standards of nuclear and radiation 

safety (supervision). 
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11. State Emergency Service (SES) 

The SES implements state policies in the domain of civil protection, protection of 
population and territories from emergencies, prevention of emergencies, rectification of 
emergency consequences, rescue work, fire extinguishing, fire and technogenic safety, 
accident rescue service activities and hydrometeorologic activities. The former Ministry 
was created from the consequences of the Chernobyl catastrophe. The SES is a central 
body of executive power with activities directed and coordinated by the Cabinet of 
Ministers through the Ministry oflntemal Affairs. 

12. Naftogaz 

Naftogaz is the national oil and gas company of Ukraine; it is a state~owned company. 
The company is involved with extraction, transportation, and refinement of natural gas 
and crude oil. Naftogaz operates under the Ministry of Energy and Coal Mining. 

13. Ukrenergo 

UK.RENERGO is a national power company responsible for operational and technological 
control of the Integrated Power System (IPS) of Ukraine and electricity transmission via trunk 
power grids from generating plants to the distribution networks of the regional electricity 
suppliers (oblenergos). UKRENERGO is a state enterprise that covers the entire territory of 
Ukraine. 

14. Energoatom 

The National Nuclear Energy Generating Company of Ukraine (Energoatom) is a state 
enterprise operating all four active nuclear power stations in Ukraine. Energoatom 
operates under the Ministry of Fuel and Energy. 

15. State Agency on Energy Efficiency and Energy Saving of Ukraine 
(SAEE) 

The SAEE is a central executive authority governed and coordinated by the Cabinet of 
Ministers of Ukraine and is responsible for developing and implementing energy 
efficiency and renewable energy government policy. 

16. State Highway Agency 

Transport of fuel fossils (i.e. oil and gas) is under the Ministry on Energy and Fuel, while most 
of security responsibility matters are supervised by Ministry of Interior or other state agencies. 
The Ministry oflnfrastructure only implements government policies related to the transport and 
communication sectors as well as security related to transport. 

17. State Service of Special Communications and Information Protection 

The State Service of Special Communications and Information Protection of Ukraine is 
responsible for protecting state information within data networks, safeguarding the critical 
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information infrastructure, technical security, and intelligence services for the 

Administration. 

18. Local self-government authorities 

There are 24 regions in Ukraine and each one is divided into districts. The President of Ukraine 

and his Cabinet of Ministers appoint the heads of local governments. The city councils are tasked 

with disaster relief efforts and safety programs that protect population groups from natural 

disasters. 
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POWER SECTOR 

1. Overview 

Ukraine's electric energy sector relies primarily on thermal power plants (TPP), combined 
heat and power plants (CHP), hydroelectric power plants (HPP), pwnped storage power 
plants (PSP), and nuclear power plants (NPP). The system (excluding the Crimean energy 
system) generates approximately 55 gigawatt (GW) from fourteen thermal power plants, 
four nuclear power plants, seven hydroelectric power plants, three pwnped storage power 
plants, and 94 combined heat and power systems. Approximately 23,000 km of main and 
interstate transmission lines of 35-800 kV voltage, and 996,000 km distribution lines of 
0.4-150 kV voltage serve as the national transmission system with limited interconnection 
across regions. 
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2. Threats to the Power Sector 

• 

sa.:...-r. YEl'Xftfff<ll. IH$ 

The following constitute the primary threats to steady-state operation of Ukraine's 
electricity sector: 
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NATURAL GAS 

1. Overview 

This section outlines a series of measures to ensure that Ukraine's residential, industrial and 
commercial oil and natural gas users have sufficient supply for the 2019-2020 heating season. 
This includes measures to minimize threats to the oil and gas sector, maximizing domestic 
natural gas production, and expanding the natural gas reverse flow capacity from the 
European Union (EU). 
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2. Zero-Transit Scenario 
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Ukraine is actively preparing for the possibility of a cut-off of Russian natural gas transit to 
Europe and Turkey via the Ukrainian Gas Transit System (GTS) this winter. Since 2014, 
Gazprom has used Ukraine's GTS to ship between 60-90 billion cubic meters of gas per year 
(bcma) to Europe and Turkey (equivalent to 12-18 percent of European Union gas demand). 
Western European energy markets may be able to withstand a prolonged cutoff with purchases of 
liquefied natural gas (LNG). This is not the case for a number of relatively unintegrated countries 
in Central and Southeastern Europe (notably Bulgaria and Moldova) dependent on Russia as a 
dominant-and many times sole-supplier. The most vulnerable country could be Ukraine itself. 
If Ukraine has not preemptively imp011ed and stored adequate volumes of gas and Gazprom cuts 
off gas shipments to Europe via Ukraine, the country could face a serious energy crises. Key 
points include: 
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• A prolonged disruption of Russian natural gas supplies will put stress on European gas 

markets and potentially limit Ukraine's ability to contract for West-East supplies. 

• Adding additional reverse flow capacity from existing pipeline infrastructure with 

neighboring countries is technically feasible by reconfiguring compression stations. 

• Creative options such as viitual reverse flows and contracting with other countries to book 

capacity within Ukraine's large gas storage system present more ways to build resilience. 

• A coordinated push to find financing opportunities from international financial institutions or 

the Eurobond market Lo allow Naftogaz or independent traders to purchase gas supplies to 

build storage will be key. 

3. Storage 
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Ukraine Gas Storage, mcm 
Data provided on 19.05.19 

Ensuring Ukraine's replenishment of underground storage reservoirs by the start of the heating 

season on October 15, 2019 represents a core priority area for this planning effort. Ukraine will 

require 19-21 hem of storage supplies to mitigate the impact of a prolonged disruption of transit 

supplies, 3 hem more than average due to system compression requirements in a zero transit 

scenario. As of May 19, according to Naftogaz statistics, Ukraine held 10.56 bcm in storage. 

Naftogaz wants to maximize Ukraine's import capacity and storage injections as soon as possible 

but lacks funding to purchase gas. Natural gas prices may rise significantly in the fall 2019 if 

European consumers become concerned about a possible gas cutoff. Adequate volumes may also 

be unavailable since other European consumers may use the opportunity to fill their own storage 
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facilities. At $140-180/mcm, Naftogaz will also need to borrow over $1 billion to make these 

purchases. 

As Ukraine is currently using only about a third of its reverse flow capacity from the EU, 

the biggest obstacle in increasing natural gas storage injection levels to at least 60 

MMcm/d is financial, not technical. Inadequate finances are also an obstacle to the option 

of Ukraine restoring gas supplies from Russia's Gazprom. Naftogaz needs to secure 

adequate credit in order to increase natural gas purchases and is encouraged to pursue all 

avenues to do so. 

The Government of Ukraine should consider direct financing from the state budget to 

cover the shortfall in natural gas storage. Furthermore, Naftogaz needs to call for the 

reinstatement of natural gas curtailment measures. Curtailing domestic natural gas 

conswnption will free up additional volumes of domestic production to be injected into 

underground storage. 

4. Opening Greater Reverse Flow Capacity 

Ukraine currently consumes approximately 30 bcm of natural gas per year. Domestic production 

meets two-thirds of this demand. A reverse flow-pipeline from Slovakia that returns the Russian 

gas to Ukraine once it crosses into the European Union supplies the remaining 10 bcm. Ukraine, 

the most energy intensive economy in Europe, uses most of the gas for household conswnption 

and communal heating systems, as well as heavy industry. State-owned natural gas company 

Naftogaz is currently planning for a zero-transit scenario following the expiration of their long- · 

term transit contract with Russia's Gazprom on December 31, 2019. This includes the need to 

not only expand routes from neighboring countries but also build sufficient storage supplies to 

maintain enough compression within the system for West-East flows. Ukraine's options include: 

• Slovakia: Slovakia's system is the most capable of delivering additional supplies to Ukraine. 

Ukraine transit supplies enter the EU at the Vel'ke Kapusany compressor station in Eastern 

Slovakia. The station's total power of nearly 300 MW-the largest compressor station in 

Europe-allows technical entry flow of approximately 70 bcm per year. Most of these 

supplies transit onward to the Central European Gas Hub in Baumgarten. Of these transit 

supplies, an average of 8 bcm per year reverse flow back into Ukraine through the Bundice 

border point via the Vojany-Uzhorod pipeline. Absent East-West transit supplies, Slovakia's 

capacity would technically be free for sizeable flows of European gas to Ukraine. However, 

many EU Member States may themselves struggle to meet gas demand in the event of a 

prolonged cut-off. Moreover, Eustream believes that reversing the four lines at Vel'ke 

Kapu~any would violate the agreement under which Gazprom has booked most of the 

capacity of the lines entering from Ukraine until 2028. 

• Poland: Poland's current capacity to deliver reverse flow natural gas supplies to Ukraine 

stands at 1.5 bcma via the Drozdowice interconnector on the Poland-Ukraine border; the first 

reversed flows began in April 2014 in the wake of the Ukraine-Russia conflict under a 2012 

deal with Gennan utility RWE. The gas transits through Poland's Gaz-System with deliveries 

based on European wholesale price levels. Increasing the reverse flow capacity to the 

interconnector's 5 bcm capacity would probably require adding additional reverse 

compression. Technically, this would likely entail moving a mobile compression turbine 

from another station. Other discussions such as the Hennanowice interconnector, expanding 

Page 19 of 54 

PVERSIGHT GO~~FIDENTIAL 



DOE-19-1271-O-001149

GONFI DENTll\L 
the Swinoujscie LNG terminal and Baltic Pipe present future, medium-term opportunities to 
expand north-south flows. 

• Hungary: Three interconnector pipelines cross the_ Ukraine-Hungary border with one built 
with a reverse flow mode. The two others are sufficient to provide Hungary's full imports 
from Russia for domestic consumption, storage, and transit. This provides the potential to 
reverse flow 7 .1 bcm to Ukraine. In the event of a supply shutoff from Russia to Ukraine, 
Hungary would utilize stored gas and try to find new supplies elsewhere, some via LNG. 
This will have impacts on Hungary's gas system configuration-as well as available 
supply-to enter into Ukraine. 

• Romania: The Trans-Balkan pipeline through Ukraine transports about 20 hem of natural 
gas through Romania to Bulgaria, Greece, Macedonia, and Turkey. When and if those 
shipments are halted, Ukrtransgaz hopes to equip Transit 1 pipeline-one of the three 
connections that form the Trans-Balkan pipeline-with physical reverse-flow capabilities. 
The facility could allow up to 5 hem in additional supplies to be shipped to Ukraine. 
Romania's current upstream natural gas production could make this an attractive medium­
term option if Black Sea gas development goes forward .. 

• Virtual reverse flow: European customers sometimes trade gas through an accounting 
mechanism known as "virtual reverse flow" whereby less physical gas is delivered 
downstream and the upstream recipient pays the downstream customer. Virtual reserve flow 
would permit Naftogaz to decrease physical gas shipments to Slovakia or Poland to divert the 
gas into Ukrainian gas storage or sell into the mid-stream market. This would not require 
physical reverse flow capability from the transmission network. 
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Scenario No. 1: With gas supplies from Gazprom for the period of October 2019 - March 2020 (maximum offtake) 
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Scenario No 2: Without gas supply from Gazprom 

Calculated Ukrainian balance for the period of October 2019 - March 2020 (maximum offlake) 
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1. Overview 

While nuclear power plants are used for baseload power in Ukraine, coal-fired power plants 

operate in intermediate and peaking modes. Therefore, coal-fired units are most essential during 

the high power-consumption periods of winter and swnmer. Having adequate fuel supplies on 

hand during these seasons ( especially winter) is of crucial importance in terms of maintaining 

reliable electricity supply. The following section presents recommendations that address these 

factors. 

2. Coal Market 

Coal from non-government controlled Donbas, which previously provided all anthracite 

and a significant part of gas coal (G-coal), is no longer available. Ukraine is converting 

some plants to burn G-coal rather than anthracite, significantly reducing Ukraine's 

reliance on anthracite. More than 80 percent of coal is produced by private company 

DTEK, which operates the most productive mines. The remaining state-owned mines have 

been united in the new National Coal ~ompany. The main buyers of thermal coal are the 

private company DTEK and state-owned Centrenergo. Because of the method NKREKP 

uses to regulate electricity tariffs, coal prices in Ukraine are the highest in Europe. 

Ukraine is highly dependent on coal resources and it needs a more transparent system for 

maintaining and pricing supplies. 

3. Reliance on Anthracite 

Russian anthracite appears to be the Achilles heel of Ukraine's coal supply. Although some coal­

fired power plant units have already converted from burning anthracite to burning bituminous 

coal and more are planned, a number of power plant units still burn anthracite. Ukraine is forced 

to import roughly one fourth of the coal it consumes, approximately 80 percent of which is 

anthracite imported from Russia. If that supply is disrupted during severe winter cold or summer 

heat or when one of Ukraine's nuclear power plants goes offline, then Ukraine's electric supply 

could be negatively affected. The world markets for coal are dominated by bituminous and 

subbituminous coals, so the reliance on Russian anthracite necessarily constrains Ukraine's 

alternative fuel supply options. 

4. Ensuring Sufficient Supplies 

Ensuring access to coal and heavy fuel oil represents a key part of the Plan. Ukraine needs 

to increase production and imports, and to reduce electricity consumption and export if it 

is to have sufficient resources for the heating season. A conservative approach would be 

to prepare for a colder winter (-20°C) since several of the current influxes of coal are not 

certain to be maintained through the heating season. For the upcoming winter season, the 

Plan recommends securing the folJowing amounts of coal to ensure an adequate supply of 

stocks exist to get through the heating season ending: 
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5. Railway and port infrastructure for Coal transloading and transportation to 
National Thermal Power Plants 

Planning Factor 

Thermal Power Plants (TPP) and 
Coal Consumption 

Freight rail cars (of all types) 

Transportation of coal by rail 

Transportation of coal by sea throug 
the Odessa region sea ports 
(includes lllichivsk, Pivdenny, TIC) 

Transportation of coal through all 
ports 
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1. Overview 

District heating plays an important role in Ukraine serving almost 60 percent of the 
population with over 25. million customers (Eurostat). Municipalities and communal users 

account for over 40 percent of heat energy usage. Natural gas serves as the dominant fuel. 
The Plan envision a temperature trigger for district heating systems at l 6°C accompanied 

by public service broadcasts (e.g. billboards and posters, TV commercials, radio, press 
and text messages for mobile phones, messages through electronic payment systems and 
heating utility bills) about·th~ importance ofreducing heating fuel use and urge avoiding 

the use of electric heaters as substitutes. 

2. Threats to Combined Heat and Power (CHP) System 

For household heating the main threats to ensuring the established operating conditions 
for heat sources (boiler houses and CHP), which supply thermal energy to public 
institutions and to communities in Ukraine, and the reliable and safe operation of the 
heating energy sector production, transmission and delivery entities (heating and hot water 
supply) are: 

• Fuel shortfall (decrease of operational fuel stockpiles at boiler houses and CHP 

below levels I Deleted p; 
• Insufficient gas delivery volumes or gas pressure decrease in the main and 

distribution gas networks to the heating sector enterprises; 
• Complete cessation or emergency cut-off of the gas supply to the heating sector 

enterprises; 
• Cessation of power supply and water supply to the heating energy sector 

enterprises as a consequence of an emergency in the electric energy sector. 

3. Response Measures to Remove Threats to Communal Heating 
Enterprises 

The heat equipment of communal heating enterprises, according to the applicable 
Ukrainian legislation, falls into high-risk facilities category, and, consequently, has 
emergency response plans for all facilities (broken down by the categories of a boiler 
house, heating network area and central heat distribution station) approved according to a 
procedure established by legislation. There is an emergency stock of necessary materials 
and spare parts. 

Emergency response exercises help personnel understand procedures and respond in a 
prompt manner during crisis events. In every specific situation, preparedness allows for a 
calculation analysis to identify the stability of heating networks and of building heating 
systems. This calculation then triggers a sequence of actions to prevent negative effects of 
a potential blackout. 

4. Preparedness Measures for Emergencies in the Heat and Power Engineering 
Sector 
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The following measures should be taken in order to prevent possible threats to the heat 
and power energy sector: 

• Ensure fulfillment of proposals regarding purchase of fuel ( coal and mazut) and 
establish policies to implement a more transparent and cost reflccti ve tariff setting 
process. 

• A check of actual conditions and operability using backup fuel (in the case of 
natural gas as primary fuel and heavy oil as reserve fuel), etc. 

• Ensure heavy oil purchase in the volumes required for a sustainable fall-winter 
period. 

• Ensure the availability of backup sources of power and water supply. 
• The implementation of energy conservation measures for all types of properties for 

the fall-winter period. 
• Consideration of the possibility of shifting vacation periods at all education 

institutions and prolongation of vacations. Development of a mechanism for 
implementation of new tenns and duration, if necessary. 

• Development of prioritization lists of consumers' groups in the event of the 
possible shutoff of the heating system. 

• The development of messaging by the Ministry of Regional Development and 
Construction to limit consumption of heating and distribution using billboards and 
posters; TV commercials, radio press and text messages for mobile phones; 
electronic payment systems, heating utility bills; and letters by the Ministry of 
Regional Development and Construct.ion to industrial enterprises indicating the 
reasons for limitations in heating consumption and recommending measures to be 
taken; 

• Extension of the term of hot water supply shutoff for the population and public 
institutions. 

5. Fuel switching to Mazut 

The estimated consumption of natural gas at TPPs and CHPs during fall-winter 2019-20 amounts 
I Deleted l Taking into account the technical and process capacity on TPPs of generating companies 

and CHPs (current mazut equipment stock is in satisfactory technical condition or in out of use 
state and can start its operation after routine maintenance, proper condition of access roads or 
mazut pipelines} the following are suggested: 
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Transportation of heavy oil by rail 
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6. Planning 

A prolonged cut-off in natural gas supplies during the winter heating season carries the 
potential to trigger a crisis for household heating, particularly in the event of below­
average temperatures. Preparedness entails establishing a system of public outreach to 
ensure reduction in consumption by both households and industry. The following actions 
should be taken for district heating systems in the event of a cut-off in natural gas 
supplies: 
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EMERGENCY RESPONSE 

This section details Ukraine's emergency response procedure in the event of a major system 

accident. A major system accident is an accident leading to power loss at a greater part of 

Ukraine's territory and loss of own needs generation at combined heat power and nuclear power 

plants followed I Deleted I A major system accident may be 

preceded with: 

• Gradual increase in generation capacity shortage; 

• Sudden loss of major generation capacity; 
• Emergency shut-down of several system-forming transmission lines of the main grid. 

Scenarios where a major system accident become possible include conclitions where the Unified 

Energy Systems of Russia and Belarus are operated separately, or when there is a major shortage 

of generation capacity and the Unified Energy System of Ukraine is disconnected from the 

Unified Energy Systems of Russia and Belarus. 

2. Major Tasks for All-level Operating and Dispatch Personnel 

Major tasks for all-level operating and dispatch personnel in the event of a major system accident 

include: 

1. 

-
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3. Prevention of accident evolving into a special system wide collapse 

Personnel should undertake the following procedures in the case of separate operation of the 
UES of Ukraine from the Unified Enernv Svstems of Russia and Belarus consistent with 
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3. Recovery after a special (extreme) system wide collapse and restoration of a 
greater part of the Unified Energy System of Ukraine «from O». 
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EXECUTIVE SUMMARY 

1. Overview 

Ukraine's "Winter Energy Security Preparedness and Response Plan" (The Plan) outlines a 
series of measures to ensure sufficient energy supplies for residential, industrial and commercial 
energy consumers for the 2019-2020 heating season. This includes measures to minimize threats 
to the oil and gas sector, maximize natural gas storage and expand natural gas reverse flow 
capacity from the European Union (EU). Additional findings of this planning effort include the 
need to incorporate training on crisis respo11se coordinating structures and procedures. Training 
for these recommendations should include comprehensive exercises at all levels to organize and 
prepare for a crisis response scenario. The Plan defines the following areas: 

• Key preparedness measures to help mitigate 1hreat emergency situations in the 
energy sector; and 

• Key response actions to disruptions to power supply systems, district heating and 
heat generation facilities, and supply of energy resources. 
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2. Stakeholder Engagement 

•• 
• 

Stakeholder engagement and coordination represents a key to success. Streamlined 
decision making in the event of a crisis greatly reduces response times and danger of 
gridlock. Tabletop exercises among stakeholders to define roles and responsibilities for 
executing the Plan can help identify key gaps and lines of communication in the event of a 
crisis. The Plan provides guidance, inter aUa, for the following national authorities: 

• Ministry of Energy and Coal Industry 
• Ministry of Regional Development, Building and Housing 
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• Ministry of Internal Affairs 
• Ministry of Infrastructure 
• Ministry of Defense 
• Ministry of Health 
• Ministry of Social Policy 
• National Electricity Regulatory Commission 
• State Nuclear Regulatory Inspectorate 
• State Emergency Service 
• Naftogaz 
• Ukrenergo 
• Energoatom 
• State Energy Efficiency and Conservation Agencies 
• State Highway Agency 
• State Special Conmmnication and Data Protection Service 
• Local self-government authorities 

3. Electricity Generation 
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• 

• 

Ukraine's electric energy sector relies primarily on thermal power plants (TPP), combined 
heat and power plants (CHP), hydroelectric power plants (HPP), pumped storage power 
plants (PSP), and nuclear power plants (NPP). The system ( excluding the Crimean energy 
system) generates approximately 55 gigawatt (GW) from fourteen thermal power plants, 
four nuclear power plants, seven hydroelectric power plants, three pumped storage power 
plants, and 94 combined heat and power systems. Approximately 23,000 km of main and 
interstate transmission lines of 35-800 kV voltage, and 996,000 km distribution lines of 
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0.4-150 kV voltage serve as the national transmission system with limited interconnection 
across regions. 

The Plan's electric generation recommendations section outlines a series of measures to 
ensure that Ula-aine's teside11tial, industrial and commercial electricity users have a 
sufficient supply for the 2019-2020 heating season. This includes increasing coal influx, 
reducing electric power consumption, increasing imports and reducing exports of 
electricity, and opening congested transmission pathways by completing interconnection 
lines (e.g. high voltage lines (HVL) to shift energy from Rivne to the Kyiv substation). 
Preparedness measures for emergencies in heat and power engineering sector include: 

Natural Gas 
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:::'"'....:...":::: Ensuring Ukraine's replenishment 
of underground storage reservoirs 
by the start of the heating season 
on October 15, 2019 represents a 

- core priority area for this planning 
effort. Ukraine will require 19-21 
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mitigate the impact of a 
prolonged disruption of transit 
supplies, 3 hem more than 
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19, according to Naflogaz statistics, Ukraine held 10.56 hem in storage. Naftogaz should 
maximize Ukraine's import capacity and storage injections as soon as possible but lacks 
funding to purchase gas. Natural gas prices may rise significantly in the fall 2019 if 
European consumers become concerned about a possible gas cutoff Adequate volumes 
may also be unavai !able since other European consumers may use the opportunity to fill 
their own storage facilities. At $140-180/mcm, Naftogaz will also need to borrow over $1 
billion to make these purchases. 

4. Coal 

Ensuring access to coal and heavy fuel oil represents a key part of the Plan. Ukraine needs 
to increase coal production and imports, and to reduce electricity consumption and export 
if it is to have sufficient resources for the heating season. A conservative approach would 
be to prepare for a colder winter (-20°C) since several of the current influxes of coal are 
not certain to be maintained through the heating season. For the upcoming winter season, 
the Plan recommends securing the following amounts of coal to ensure an adequate 
supply of stocks exist to get through the beating season ending: 

A-type coal (assuming a baseline supply of 300 kTons/month): 
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5. District Heating 
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District heating provides a measure to provide space heating and water heating to the 
majority of Ukrainian residences. The Plan envision a temperature trigger for district 
heating systems at 16°C accompanied by public service broadcasts (e.g. billboards and 
posters, TV commercials, radio, press and text messages for mobile phones, messages 
lhrough electronic payment systems and heating utility bills) about the importance of 
reducing heating fuel use and urge avoiding the use of electric heaters as substitutes. A 
crisis triggers additional actions: 

Deleted 

6. Crisis Response 

Stakeholders at the national. regional and local levels should prepare for emergency response 
scenarios in the event of a crisis. Scenarios where a major system accident becomes possible 
include when the Unified Energy Systems of Russia and Belarus are operated separately, or 
when there's a major shortage of generation capacity and the Unified Energy System (UES) of 
Ukraine is disconnected from the Unified Energy Systems of Russia aud Belarus. On exceeding 
the maximum allowed power exchange, stability of the UES of Ukraine may be breached at 
connections with Russia and Belarus, and UES of Ukraine may be automatically separated by 
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actuating devices counteracting asynchronous operation under generation capacity sh011age. 
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Major tasks for all-level operating and dispatch personnel in the event of a major system accident 
should be put into place supported by training and tabletop exercises. 
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STAKEHOLDERS 

1. Overview 

Stakeholder engagement and coordination represents a key to success. Streamlined decision 
making in the event of a crisis greatly reduces response times and danger of gridlock. Tabletop 
exercises among stakeholders to define roles and responsibilities for executing the Plan can help 
identify key gaps and lines of communication and help energy sector decision in the event of a 
crisis. Major tasks for all-level operating and dispatch personnel in the event of a major system 
accident should be put into pJace suppo11ed by training and tabJetop exercises. 

2. Ministry of Energy and Coal Industry 

The Ministry of Energy and Coal Industry of Ukraine is the primary central government 
agency responsible for electricity sectors policies; the civil"nuclear complex, oil and gas . 
sector; and coal industry. The ministry operates under the authority of the Cabinet of 
Ministers. 

3. Ministry of Regional Development, Building and Housing 

The Ministry for Regional Development, Building and Housing of Ukraine is responsible for 
housing infrastructure development and the formation and imp1ementation of state policy in 
order to create a comfortable, high quality and safe living space for human development. The 
ministry advances energy planning and implementation efforts by increasing the competitiveness 
of regions (energy investment and reform) and promoting energy efficiency in the housing and 
utilities sector. 

4. Ministry of Internal Affairs 

The Ministry of Internal Affairs executes state policy for the protection of rights and 
liberties of citizens, investigates unlawful acts against the interest of society and state, 
fights crime. provides civil order, ensures civil security, and regulates traffic safety. The 
Ministry also protects energy infrastructure. 
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5. Ministry of Infrastructure 

The Ministry of Infrastructure formulates and implements state policy in the fields of air, 
road, rail, sea, river and urban electric transport, as well as on issues related to the use of 
subway systems, roads, transportation safety, merchant shipping and 
navigational/hydrographic support for vessels. The Ministry has programs for improving 
energy efficiency in the transportation and communications sectors. 

6. Ministry of Defense 

The Ministry of Defense is responsible for preventing hostility, structuring the military, 
and repelling all types of aggression (both in country and internationally). The Ministry 
has been integrating energy efficiency into its military programs across the country. Under 
the new Cyber Security Strategy, the Ministry will be responsible for implementing 
cybersecurity protection, as cyberattacks against energy infrastructure is common. 

7. Ministry of Health 

The Ministry of Health is the main healthcare body of the central government, responsible for 
managing the universal healthcare system and implementing state policy in the fields of 
medicine and healthcare. The Ministry has an interest in reducing illness linked to pollution and 
nuclear safety. 

8. Ministry of Social Policy 

The Ministry of Social Policy is responsible for regulating labor relations, family and 
children, immigration and trafficking, women's rights, children's rights, and humanitarian 
aid. The Ministry is also involved in an inter-agency working group for assessing and 
managing regulatory reforms for energy performance contracts and supporting activities. 

9. National Electricity Regulatory Commission {NERC) 

The NERC is involved in the formation and enforcement of a unified state policy towards 
electricity markets, natural gas, petroleum and petroleum products in the areas of heating, 
centralized water supply and drainage, treatment and disposal of household waste. The NERC is 
responsible for the licensing of economic activities in the fields of electricity, heating, 
centralized water supply and drainage in the oil and gas sector. The NERC sets the prices 
(tariffs) for electricity, for the supply of natural gas and gas (methane) of coal deposits, and other 
tariffs. 

10. State Nuclear Regulatory Inspectorate (SNRI) 

SNRI is the central government executive authority responsible for formation and 
implementation of state policy in the field of nuclear and radiation safety. The SNRI sets criteria, 
requirements and conditions of safety in nuclear energy use (normative documents, standards), 
issues permits and licenses to carry out activities in this area (licensing), and exercises the state 
supervision for observance of legislation, norms, rules and standards of nuclear and radiation 
safety (supervision). 
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11. State Emergency Service (SES) 

The SES implements state policies in the domain of civil protection, protection of 

population and territories from emergencies, prevention of emergencies, rectification of 

emergency consequences, rescue work, fire extinguishing, fire and technogenic safety, 

accident rescue service activities and hydrometeorologic activities. The former Ministry 

was created from the consequences of the Chernobyl catastrophe. The SES is a central 

body of executive power with activities directed and coordinated by the Cabinet of 

Ministers through the Ministry oflntemal Affairs. 

12. Naftogaz 

Naftogaz is the national oil and gas company of Ukraine; it is a state-owned company. 

The company is involved with extraction, transportation, and refinement of natural gas 

and crude oil. Naftogaz operates W1der the Ministry of Energy and Coal Mining. 

13. Ukrenergo 

UKRENERGO is a national power company responsible for operational and technological 

control of the Integrated Power System (IPS) of Ukraine and electricity transmission via trunk 

power grids from generating plants to the distribution networks of the regional electricity 

suppliers (oblenergos). UKRENERGO is a state enterprise that covers the entire territory of 

Ukraine. 

14. Energoatom 

The National Nuclear Energy Generating Company of Ukraine (Energoatom) is a state 

enterprise operating all four active nuclear power stations in Ukraine. Energoatom 

operates W1der the Ministry of Fuel and Energy. 

15. State Agency on Energy Efficiency and Energy Saving of Ukraine 
(SAEE) 

The SAEE is a central executive authority governed and coordinated by the Cabinet of 

Ministers of Ukraine and is responsible for developing and implementing energy 

efficiency and renewable energy government policy. 

16. State Highway Agency 

Transport of fuel fossils (i.e. oil and gas) is under the Ministry on Energy and Fuel, while most 

of security responsibility matters are supervised by Ministry of Interior or other state agencies. 

The Ministry of Infrastructure only implements government policies related to the transport and 

communication sectors as well as security related to transport. 

17. State Service of Special Communications and Information Protection 

The State Service of Special Communications and Information Protection of Ukraine is 

responsible for protecting state information within data networks, safeguarding the critical 
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information infraslructure, technical security, and intelligence services for the 
Administration. 

18. Local self-government authorities 

There are 24 regions in Ukraine and each one is divided into districts. The President of Ukraine 
and his Cabinet of Ministers appoint the heads of local governments. The city councils are tasked 
with disaster relief efforts and safety programs that protect population groups from natural 
disasters. 
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POWER SECTOR 

1. Overview 

Ukraine's electric energy sector relies primarily on thermal power plants (TPP), combined 
heat and power plants (CHP), hydroelectric power plants (HPP), pumped storage power 
plants (PSP), and nuclear power plants (NPP). The system (excluding the Crimean energy 
system) generates approximately 55 gigawatt (GW) from fourteen thermal power plants, 
four nuclear power plants, seven hydroelectric power plants, three pumped storage power 
plants, and 94 combined heat and power systems. Approximately 23,000 km of main and 
interstate transmission lines of 35-800 kV voltage, and 996,000 km distribution lines of 
0.4-150 kV voltage serve as the national trarrsmission system with limited interconnection 
across regions. 
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2. Threats to the Power Sector 

• 

The followfog constitute the primary threats to steady-state operation of Ukraine's 
electricity sector: 
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1. Overview 
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NATURAL GAS 

This section out I ines a series of measures to ensure that Ukraine's l'esidential, industrial and 
commercial oil and natural gas users have sufficient supply for the 2019-2020 heating season. 
This includes measures to minimize threats to the oil and gas sector, maximizing domestic 
natural gas production, and expanding the natural gas reverse flow capacity from the 
European Union (EU). 
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Ukraine is actively preparing for the possibility of a cut-off of Russian natural gas transit to 
Europe and Turkey via the Ukrainian Gas Transit System (GTS) this winter. Since 2014, 
Gazprom has used Ukraine's GTS to ship between 60-90 billion cubic meters of gas per year 
(bcma) to Europe and Turkey (equivalent to 12-18 percent of European Union gas demand). 
Western European energy markets may be able to withstand a prolonged cutoff with purchases of 
liquefied natural gas (LNG). Thls is not the case for a number of relatively unintegrated countries 
in Central and Southeastern Europe (notably Bulgaria and Moldova) dependent on Russia as a 
dominant-and many times sole-supplier. The most vulnerable country cou1d be Ukraine itself. 
If Ukraine bas not preemptively imported and stored adequate volumes of gas and Gazprom cuts 
off gas shipments to Europe via Ukraine, the country cou1d face a serious energy crises. Key 
points include: 
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• A prolonged disruption of Russian natural gas supplies will put stress on European gas 

markets and potentially limit Ukraine's ability to contract for West-East supplies. 

• Adding additional reverse flow capacity from existing pipeline infrastructure with 
neighboring countries is technically feasible by reconfiguring compression stations. 

• Creative options such as vittual reverse flows and contracting with other countries to book 
capacity within Ukraine's large gas storage system present more ways to build resilience. 

• A coordinated push to find financing opportunities from international financial institutions or 
the Eurobond market to allow Naftogaz or independent traders to pw-chase gas supplies to 
build storage will be key. 

3. Storage 
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Ensuring Ukraine's replenishment of underground storage reservoirs by the start of the beating 
season on October 15, 2019 represents a core priority area for this planning effort. Ukraine will 
require 19-21 bcm of storage supplies to mitigate the impact of a prolonged disruption of transit 
suppljes, 3 hem more than average due to system compression requirements in a zero transit 
scenario. As of May 19, according to Naftogaz statistics, Ukraine held 10.56 bcm in storage. 
Naftogaz wants to maximize Ukraine's import capacity and storage injections as soon as possible 
but lacks funding to purchase gas. Natural gas prices may rise significantly in the fall 2019 if 
European consumers become concerned about a possible gas cutoff. Adequate volumes may also 
be unavailable since other European consumers may use the opportunity to fill their own storage 
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facilities. At $140~180/mcm, Naftogaz will also need to borrow over $1 bil1ion to make these 

purchases. 

As Ukraine is currently using only about a third of its reverse flow capacity from the EU, 

the biggest obstacle in increasing natural gas storage injection levels to at least 60 

MMcm/d is financial, not technical. Inadequate finances are also an obstacle to the option 

of Ukraine restoring gas supplies from Russia's Gazprom. Naftogaz needs to secure 

adequate credit in order to increase natural gas purchases and is encouraged to pursue all 

avenues to do so. 

The Government of Ukraine should consider direct financing from the state budget to 

cover the shortfall in natural gas storage. Furthermore, Naftogaz needs to call for the 

reinstatement of natural gas curtailment measures. Curtailing domestic natural gas 

consumption will free up additional volwnes of domestic production to be injected into 

underground storage. 

4. Opening Greater Reverse Flow Capacity 

Ukraine currently consumes approximately 30 bcm of natural gas per year. Domestic production 

meets two-thirds ofthis demand. A reverse flow-pipeline from Slovakia that returns the Russian 

gas to Ukraine once it crosses into the European Union supplies tbe remaining 10 bcm. Ukraine, 

the most energy intensive economy in Europe, uses most of the gas for household consumption 

and communal heating systems, as well as heavy industry. State-owned natural gas company 

Naftogaz is currently planning for a zero-transit scenario following the expiration of their long- · 

term transit contract with Russia's Gazprom on December 31, 2019. This includes the need to 

not only expand routes from neighboring countries but also build sufficient storage supplies to 

maintain enough compression within the system for West-East flows. Ukraine's options include: 

• Slovakia: Slovakia's system is the most capable of delivering adcUtional supplies to Ukraine. 

Ukraine transit supplies enter the EU at the Vel'ke Kapusany compressor station in Eastern 

Slovakia. The station's total power of nearly 300 MW-the largest compressor station in 

Europe-allows technical entry flow of approximately 70 hem per year. Most of these 

supplies transit onward to the Central European Gas Hub in Baumgarten. Of these transit 

supplies, an average of 8 bcm per year reverse flow back into Ukraine through the Bundice 

border point via the Vojany-Uzhorod pipeline, Absent East-West transit supplies, Slovakia's 

capacity would technically be free for sizeable flows of European gas to Ukraine. However, 

many EU Member States may themselves struggle to meet gas demand in the event of a 

prolonged cut-off. Moreover, Eustream believes that reversing the four lines at Vel'ke 

Kapusany would violate the agreement under which Gazprom has booked most of the 

capacity of the lines entering from Ukraine until 2028. 

• Poland: Poland's current capacity to deliver reverse flow natural gas supplies to Ukraine 

stands at 1.5 bcma via the Drozdowice interconnector on the Poland-Ukraine border; the first 

reversed flows began in April 2014 in the wake of the Ukraine-Russia conflict under a 2012 

deal with German utility RWE. The gas transits through Poland's Gaz-System with deliveries 

based on European wholesale price levels. Increasing the reverse flow capacity to the 

interconnector's 5 bcm capacity would probably require adding additional reverse 

compression. Technically, this would likely entail moving a mobile compression turbine 

from another station. Other discussions such as the Hennanowice interconnector, expanding 
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the Swinoujscie LNG tenninal and Baltic Pipe present future, medium-term opportunities to 
expand north-south flows. 

• Hungary: Three interconnector pipelines cross the_ Ukraine-Hungary border with one built 
with a reverse flow mode. The two others are sufficient to provide Hungary's full imp011s 
from Russia for domestic consumption, storage, and transit. This provides the potential to 
reverse flow 7 .1 bcm to Ukraine. In the event of a supply shutoff from Russia to Ukraine, 
Hungary would utilize stored gas and try to find new supplies elsewhere, some via LNG. 
This will have impacts on Hungary's gas system configuration-as well as available 
supply-to enter into Ukraine. 

• Romania: The Trans-Balkan pipeline through Ukraine transports about 20 hem of natural 
gas through Romania to Bulgaria, Greece, Macedonia, and Turkey. When and if those 
shipments are halted, Ukrtransgaz hopes to equip Transit 1 pipeline-one of the three 
connections that form the Trans-Balkan pipeline-with physical reverse-flow capabilities. 
The facility could allow up to 5 hem in additional supplies to be shipped to Ukraine. 
Romania's current upstream natural gas production could make this an attractive medium­
term option if Black Sea gas development goes forward .. 

• Virtual reverse flow: European customers sometimes trade gas through an accounting 
mechanism known as "virtual reverse flow" whereby less physical gas is delivered 
downstream and the upstream recipient pays the downstream customer. Vhtual reserve flow 
would permit Naftogaz to decrease physical gas shipments to Slovakia or Poland to divert the 
gas into Ukrainian gas storage or sell into the mid-stream market. This would not require 
physical reverse flow capability from the transmission network. 
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Scenario No. 1: With gas supplies from Gazprom for the period of October 2019 - March 2020 (maximum offtake) 
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Scenario No 2: Without gas supply from Gazprom 
Calculated Ukrainian balance for the period of October 2019 - March 2020 (maximum offtake) 
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While nuclear power plants are used for baseload power in Ukraine, coal-fired power plants 

operate in intermediate and peaking modes. Therefore, coal-fired units are most essential during 

the high power-consumption periods of winter and summer. Having adequate fuel supplies on 

hand during these seasons (especially winter) is of crucial importance in terms of maintaining 

reliable electricity supply. The following section presents recommendations that address these 

factors. 

2. Coal Market 

Coal from non-government controlled Donbas, which previously provided all anthracite 

and a significant part of gas coal (G-coal), is no longer available. Ukraine is converting 

some plants to burn G-coal rather than anthracite, significantly reducing Ukraine's 

reliance on anthracite. More than 80 percent of coal is produced by private company 

DTEK, which operates the most productive mines. The remaining state-owned mines have 

been united in the new National Coal ~ompany. The main buyers of thermal coal are the 

private company DTEK and state-owned Centrenergo. Because of the method NKREKP 

uses to regulate electricity tariffs, coal prices in Ukraine are the highest in Europe. 

Ukraine is highly dependent on coal resources and it needs a more transparent system for 

maintaining and pricing supplies. 

3. Reliance on Anthracite 

Russian anthracite appears to be the Achilles heel of Ukraine's coal supply. Although some coal­

fired power plant units have already converted from burning an~acite to burning bituminous 

coal and more are planned, a nwnber of power plant units still bum anthracite. Ukraine is forced 

to import roughly one fourth of the coal it consumes, approximately 80 percent of which is 

anthracite imported from Russia. If that supply is disrupted during severe winter cold or summer 

heat or when one of Ukraine's nuclear power plants goes offline, Lhen Ukraine's electric supply 

could be negatively affected. The world markets for coal are dominated by bituminous and 

subbituminous coals, so the reJiance on Russian anthracite necessarily constrains Ukraine's 

alternative fuel supply options. 

4. Ensuring Sufficient Supplies 

Ensuring access to coal and heavy fuel oil represents a key part of the Plan. Ukraine needs 

to increase production and imports, and to reduce electricity consumption and export if it 

is to have sufficient resources for the heating season. A conservative approach would be 

to prepare for a colder winter (-20°C) since several of the cWTent influxes of coal are not 

certain to be maintained through the heating season. For the upcoming winter season, the 

Plan recommends securing the following amounts of coal to ensure an adequate supply of 

stocks exist to get through the heating season ending: 
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5. Railway and port infrastructure for Coal transloading and transportation to 

National Thermal Power Plants 

Planning Factor 

Thermal Power Plants (TPP) and 
Coal Consumption 

Freight rail cars ( of all types) 

Transpo11ation of coal by rail 

Transportation of coal by sea through 
the Odessa region sea ports 
(includes Illichivsk, Pivdenny, TIC) 

Transportation of coal thrnugh all 
ports 

AtvER CAN 
PVERSIGHT 

Capacity 

Deleted 

Page 24 of 54 

C/FGI-MOD 

DOE 
b(l) 



DOE-19-1271-O-001209

DOE 
b(l) 

CtF6l.:cMeE>-
Dist1ict Heating 

1. Overview 

District heating plays an imp01tant role in Ukraine serving almost 60 pe1·cent of the 
population with over 25 million customers (Eurostat). Municipalities and communal users 
account for over 40 percent of heat energy usage. Natural gas serves as the dominant fuel. 
The Plan envision a temperature trigger for district heating systems at 16°C accompanied 
by public service broadcasts ( e.g. billboards and posters, TV commercials, radio, press 
and text messages for mobile phones, messages lhrough electronic payment systems and 
heating utility bills) abouttl\e importance ofreducing heating fuel use and urge avoiding 
the use of electric heatel's as substitutes. 

2. Threats to Combined Heat and Power (CHP) System 

For household heating the main threats to enswing the established operating conditions 
for heal sources (boiler houses and CHP), which supply thermal energy to public 
institutions and to communities in Ukraine, and the .reliable and safe operation of the 
heating energy sector production, transmission and delivery entities (healing and hot water 
supply) are: 

• Fuel shortfall ( decrease of operational fuel stockpiles at boiler houses and CHP 
below levels! Dclet;d Di 

• Insufficienl gas delivery vo ~umes or gas pressure decrease in the main attd 
distdbution gas networks to the heating sector enterprises; 

• Complete cessation or emergency cul•oIT of U1e gas supply to the heating sector 
enterprises; 

• Cessation of power supply and water supply to the heating energy sector 
enterprises as a consequence of an emergency in the electric energy sector. 

3. Response Measures to Remove Threats to Communal Heating 
Enterprises 

The heat equipment of communal heating enterprises, according to the applicable 
Ukrainian legislation, falls into hig1Misk facilities category, and, consequently, has 
emergency response plans for all facilities (broken down by the categories of a boiler 
house, heating network area and central heat disttibution station) approved according to a 
pl'ocedw.'e established by legislation. There is an emergency stock of necessary materials 
and spare parts. 

Emergency response exercises help personnel understand procedures and respond in a 
prompt manner during cdsis events. In every specific situation, preparedness allows for a 
calculation analysis to identify the stability of heatiJJg networks and of building heating 
systems. This calculation then triggers a sequence of actio11s to prevent negative effects of 
a potenthd blackout. 

4. Preparedness Measures for Emergencies in the Heat and Power Engineering 
Sector 
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The following measures should be taken in order to prevent possible threats to the heat 

and power energy sector: 

• Ensure fulfillment of proposals regarding purchase of fuel ( coal and mazut) and 

establish policies to implement a more transparent and cost reflective tariff setting 

process. 
• A check of actual conditions and operability using backup fuel (in the case of 

natural gas as primary fuel and heavy oil as reserve fuel), etc. 

• Ensure heavy oil purchase in the volumes required for a sustainable fall-winter 

period. 
• Ensure the availability of backup sources of power and water supply. 

• The implementation of energy conservation measures for all types of prope11ies for 

the fall-winter period. 
• Consideration of the possibility of shifting vacation periods at all education 

institutions and prolongation of vacations. Development of a mechanism for 

implementation of new tenns and duration, if necessary. 

• Development of prioritization lists of consumers' groups in the event of the 

possible shutoff of the heating system. 

• The development of messaging by the Ministry of Regional Development and 

Construction to limit consumption of heating and distribution using billboards and 

posters; TV commercials, radio, press and text messages for mobile phones; 

electronic payment systems, heating utility bills; and letters by the Ministry of 

Regional Development and Construction to industrial enterprises indicating the 

reasons for limitations in heating consumption and recommending measures to be 

taken; 
• Extension of the tenn of hot water supply shutoff for the population and public 

institutions. 

5. Fuel switching to Mazut 

The estimated consumption of natural gas at TPPs and CHPs during fall-winter 2019-20 amounts 

I Deleted J Taking into account the technical and process capacity on TPPs of generating companies 

and CHPs (current mazut equipment stock is in satisfactory technical condition or in out of use 

state and can start its operation after routine maintenance, proper condition of access roads or 

mazut pipelines} the following are suggested: 
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Transportation of heavy oil by rail 
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6. Planning 

A prolonged cut-off in natural gas supplies during the winter heating season carries the 
potential to trigger a crisis for household heating, particularly in the event of below­
average temperatures. Preparedness entails establishing a system of public outreach to 
ensure reduction in consumption by both households and industry. The following actions 
should be taken for district heating systems in the event of a cut-off in natural gas 
supplies: 
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EMERGENCY RESPONSE 

This section details Ukraine's emergency response procedure in the event of a major system 
accident. A major system accident is an accident leading to power loss at a greater part of 
Ukraine's territory and loss of own needs generation at combined heat power and nuclear power 
plants followed I Deleted ! A major system accident may be 
preceded with: 

• Gradual increase in generation capacity shortage; 
• Sudden loss of major generation capacity; 
• Emergency shut-down of several system-fonning transmission lines of the main grid. 

Scenarios where a major system accident become possible include conditions where the Unified 
Energy Systems of Russia and Belarus are operated separately, or when there is a major shortage 
of generation capacity and the Unified Energy System of Ukraine is disconnected from the 
Unified Energy Systems of Russia and Belarus. 

2. Major Tasks for All-level Operating and Dispatch Personnel 

Major tasks for all-level operating and dispatch personnel in the event of a major system accident 
include: 

-
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3. Prevention of accident evolving into a special system wide collapse 

Personnel should undertake the following procedures in the case of separate operation of the 

UES of Ukraine from the Unified Energy Systems of Russia and Belarus consistent with 

Deleted 

3. Recovery after a special (extreme} system wide collapse and restoration of a 
greater part of the Unified Energy System of Ukraine «from O». 
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From: 
To: 
Cc: 
Subject: 
Date: 
Attachments: 

Connie: 

LING AUTHO 

Tumm1n1a Paul 
McAolodJ Constance I IKvjv\: Noel Emily E: Buchan, Samu,:) 
Vogt Qldstooher J: Javant!. sm:tva c CKYivl 
RE: Champion for WAP? 
Monday, August 051 2019 9:56:00 AM 
Ukraine W/o\ec ActJoa flan 2019-2020 Short,docx 

I did speak with Nick, and AMB Sondland did not raise. 

(b)(S) 

Document 8 

As for objectives/agenda. The visit by the team does not have one meeting? It's many meetings with 

stakeholders over the course of several days. I will look for a work plan from 2015 to see if I can 

share. As for objectives, I don't have a specific objectives paper, but we have shared the template 
that Nick prepared and it describes all of the meetings we wish to t1ave. Thanks, -p 

From: McAninch, Constance I (Kyiv) [mailto:McAninchCl@state.gov] 

Sent: Monday, August 05, 2019 9:20AM 
To: Tumminia, Paul <paul.tumminia@hq.doe.gov>; Noel, Emily E <emily.noel@hq.doe.goV> 

Cc: Vogt, Christopher J <christopher.vogt@pnnl.gov>; Jayanti, Suriya C {Kyiv) <JayantiSC@state.gov> 
Subject: [EXTERNAL] Champion for WAP? 

Hi Paul, 

(b) (5) 

I think it would help a lot if we had meeting objectives and/or a sample agenda for the meeting we 
are planning in September. Is there an agenda from a previous meeting I can use as an example? 

Can I see it by tomorrow? 

Thanks, 

Constance McAnlnch 
OOE Office 
U.S. Embassy- Kyiv 

mcaninchcj@state gov 
(office) 011-380-521-5702 

(cell) t(b) (6) 
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EXECUTIVE SUMMARY 

1. Overview 

Ukraine's "Wint~r Energy Security Preparedness and Response Plan" (The Plan) outlines a 
series of measures to ensure sufficient energy supplies for residential, industrial and commercial 
energy consumers for the 2019-2020 heating season. This includes measures to tn.inimize threats 
to the oil and gas sector, maximize natural gas storage and expand natural gas reverse flow 
capacity from the European Union (EU). Additional findings of this planning effort include the 
need to incorporate training on crisis response coordinating structures and procedures. Training 
for these recommendations should include comprehensive exercises at all levels to organize and 
prepare for a crisis response scenario. The Plan defines the following areas: 

• Key preparedness rneasw·es to help mitigate threat emergency situations in the 
energy sector; and 

• Key response actions to disruptions to power supply systems, district heating and 
heat generation facilities, and supply of energy resources. 

Delete<l 

2. Stakeholder Engagement 

Stakeholder engagement and coordination represents a key to success. Streamlined 
decision making in the event of a crisis greatly reduces response times and danger of 
gridlock. Tabletop exercises among stakeholders to define roles and responsibilities for 
executing the Plan can help identify key gaps and lines of communication in the event of a 
crisis. The Plan provides guidance, inter alia, for the following national authorities: 

• Ministry of Energy and Coal Industry 
• Ministry of Regional Development, Building and Housing 
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• Ministry of Internal Affairs 
• Ministry of Infrastructure 
• Minjstry of Defense 
• Ministry of Health 
• Ministry of Social Policy 
• National Electricity Regulatory Commission 
• State Nuclear Regulatory Inspectorate 
• State Emergency Service 
• Naftogaz 
• Ukrenergo 
• Energoatom 
• State Energy Efficiency and Conservation Agencies 
• State Highway Agency 
• State Special Communication and Data Protection Service 
• Local self-government authorities 

3. Electricity Generation 
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Ukraine's electric energy sector relies primarily on thermal power plants (TPP), combined 
heat and power plants (CHP), hydroelectric power plants (HPP), pumped storage power 
plants (PSP), and nuclear power plants (NPP). The system (excluding the Crimean energy 
system) generates approximately 55 gigawatt (OW) from fourteen thermal power plants, 
four nuclear power plants, seven hydroelectric power plants, three pumped storage power 
plants, and 94 combined heat and power systems. Approximately 23,000 km of main and 
interstate transmission lines of 3 5-800 kV voltage, and 996,000 km distribution lines of 
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0.4-150 kV voltage serve as the national transmission system with limited interconnection 
across regions. 

The Plan's electric generation recommendations section outlines a series of measures to 
ensure that Ukraine's residential, industrial and commercial electricity users have a 
sufficient supply for the 2019-2020 heating season. This includes increasing coal influx, 
reducing electric power consumption, increasing imports and reducing ex.ports of 
electricity, and opening congested transmission pathways by completing interconnection 
lines (e.g. high voltage lines (HVL) to shift energy from Rivne to the Kyiv substation). 
Preparedness measures for emergencies in heat and power engineering sector include: 

Natural Gas 

-tll/nttJ 

1-;, .. 
.. I 

=-~~7i: Ensuring Ukraine's replenishment 
of underground storage reservoirs 
by the start of the heating season 
on October 15, 2019 represents a 
core priority area for this planning 
effort. Ukraine will require 19-21 
bcm of storage supplies to 
mitigate the impact of a 
prolonged disruption of transit 
suppJies, 3 hem more than 
average due to system 
compression requirements in a 
zero transit scenario. As of May 

19, according to Naftogaz statistics, Ukraine held 10.56 bcm in storage. Naftogaz should 
maximize Ukraine's import capacity and storage injections as soon as possible but lacks 
funding to purchase gas. Natural gas prices may rise significantly in the fall 20 J 9 if 
European consumers become concerned about a possible gas culoff. Adequate volumes 
may also be unavailable since other European consumers may use the opportunity to fill 
their own storage facilities. At $140-180/mcm, Naftogaz will also need to borrow over $1 
billion to make these purchases. 

4. Coal 

Ensuring access to coal and heavy fuel oil represents a key pru.1 of the Plan. Ukraine needs 
to increase coal production and imports, and to reduce electricity consumplion and export 
if it is to have sufficient resources for the heating season. A conservative approach would 
be to prepare for a colder winter (-20°C) since several of the current influxes of coal are 
not certain to be maintained through the heating season. For the upcoming winter season, 
the Plan recommends securing t.be following amounts of coal to ensure an adequate 
supply of stocks exist to get through the heating season ending: 

A-type coal (assuming a baseline supply of 300 kTonslmonth): 
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District heating provides a measure to provide space heating and water heating to the 
majority of Ukrainian residences. The Plan envision a temperature trigger for district 
heating systems at 16°C accompanied by public service broadcasts ( e.g. billboards and 
posters, TV commercials, radio, press and text messages for mobile phones, messages 
through electronic payment systems and heating utility bills) about the importance of 
reducing heating fuel use and urge avoiding the use of electric heaters as substitutes. A 
crisis triggers adctitional actions: 
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6. Crisis Response 

Stakeholders at the national, regional and local levels should prepare for emergency response 
scenarios in tbe event of a crisis. Scenarios where a major system accident becomes possible 
include when the Unified Energy Systems of Russia and Belarus are operated separately, or 
when there's a major shortage of generation capacity and the Unified Energy System (UES) of 
Ukraine is disconnected from the Unified Energy Systems of Russia and Belruus. On exceeding 
the maximum allowed power exchange, stability of the UES of Ukraine may be breached at 
connections with Russia and Belarus, and UES of Ukraine may be automatically separated by 
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actuating devices counteracting asynchronous operation under generation capacity shortage. 
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Major tasks for all-level operating and dispatch personnel in the event of a major system accident 
should be put into place supported by training and tabletop exercises. 

AM {I AN 
PVERSIGHT 

Page 7 of54 

C/FGI-MOD 

DOE 
b(l) 



DOE-19-1271-O-001247
A\11LHICAN 
PVERSIGHT 

C/FGI-MOD 

PREPAREDNESS 

Page 8 of 54 

C/FGI-MOD -----------



DOE-19-1271-O-001248
AMERICAN 
pVERSIGHT 

C/FGI .. MOD 

Page intentionally left blank. 

Page 9 of54 

CiFOI-MOD 



DOE-19-1271-O-001249

etFGI-MQt) 

STAKEHOLDERS 

1. Overview 

Stakeholder engagement and coordination represents a key to success. Streamlined decision 
making in the event of a crisis greatly reduces response times and danger of gridlock. Tabletop 
exercises among stakeholders to define roles and responsibilities for executing the Plan can help 
identify key gaps and lines of communication and help energy sector decision in the evenl of a 
crisis. Major tasks for all-level operating and dispatch personnel in the event of a major system 
accident should be put into place supported by training and tabletop exercises. 

2. Ministry of Energy and Coal Industry 

The Ministry of Energy and Coal industry of Ukraine is the primary central governmenl 
agency responsible for electricity sectors policies; the civil-nuclear complex, oil and gas . 
sector~ and coal industry. The ministry operates under the authority of the Cabinet of 
Ministers. 

3. Ministry of Regional Development, Building and Housing 

The Ministry for Regional Development, Building and Housing of Ukraine is responsible for 
housing infrastructure development and the formation and implementation of state policy in 
order to create a comfortable, high quality and safe living space for human development. The 
ministry advances energy planning and implementation efforts by increasing the competitiveness 
of regions (energy investment and refoun) and promoting energy efficiency in the housing and 
utilities sector. 

4. Ministry of Internal Affairs 

The Ministry of Internal Affairs executes state poUcy for the protection of rights and 
liberties of citizens, investigates w1lawful acts against the interest of society and state, 
fights crime, provides civil order, ensures civil sec11rity, and regulates traffic safety. The 
Ministry also protects energy infrastructure. 
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5. Ministry of Infrastructure 

The Ministry of Infrastructure formulates and implements state policy in the fields of air, 
road, rail, sea, river and urban electric transport, as well as on issues related to the use of 
subway systems, roads, transportation safety, merchant shipping and 
navigational/hydrographic support for vessels. The Ministry has programs for improving 
energy efficiency in the transportation and communications sectors. 

6. Ministry of Defense 

The Ministry of Defense is responsible for preventing hostility, structuring the military, 
and repelling all types of aggression (both in country and internationally). The Ministry 
has been integrating energy efficiency into its military programs across the country. Under 
the new Cyber Security Strategy, the Ministry will be responsible for implementing 
cybersecurity protection, as cyberattacks against energy infrastructure is common. 

7. Ministry of Health 

The Ministry of Health is the main healthcare body of the central government, responsible for 
managing the universal healthcare system and implementing state policy in the fields of 
medicine and healthcare. The Ministry has an interest in reducing illness linked to pollution and 
nuclear safety. · 

8. Ministry of Social Policy 

The Ministry of Social Policy is responsible for regulating labor relations, family and 
children, immigration and trafficking, women's rights, children's rights, and humanitarian 
aid. The Ministry is also involved in an inter-agency working group for assessing and 
managing regulatory reforms for energy performance contracts and supporting activities. 

9. National Electricity Regulatory Commission (NERC) 

The NERC is involved in the formation and enforcement of a unified state policy towards 
electricity markets, natural gas, petroleum and petroleum products in the areas of heating, 
centralized water supply and drainage, treatment and disposal of household waste. The NERC is 
responsible for the licensing of economic activities in the fields of electricity, 11eating, 
centralized water supply and drainage in the oil and gas sector. The NERC sets the prices 
(tariffs) for electricity, for the supply of natural gas and gas (methane) of coal deposits, and other 
tariffs. 

1 O. State Nuclear Regulatory Inspectorate (SNRI) 

SNRI is the central government executive authority responsible for formation and 
implementation of state policy in the field of nuclear and radiation safety. The SNRI sets criteria, 
requirements and conditions of safety in nuclear energy use (normative documents, standards), 
issues pennits and licenses to carry out activities in this area (licensing), and exercises the state 
supervision for observance of legislation, norms, rules and standards of nuclear and radiation 
safety (supervision). 
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11. State Emergency Service (SES) 

The SES implements state policies in the domain of civil protection, protection of 
population and territories from emergencies, prevention of emergencies, rectification of 
emergency consequences, rescue work, fire extinguishing, frre and technogenic safety, 
accident rescue service activities and hydrometeorologic activities. The former Ministry 
was created from the consequences of the Chernobyl catastrophe. The SES is a central 
body of executive power with activities directed and coordinated by the Cabinet of 
Ministers through the Ministry of Internal Affairs. 

12. Naftogaz 

Naftogaz is the national oil and gas company of Ukraine; it is a state•owned company. 
The company is involved with extraction, transportation, and refinement of natural gas 
and crude oil. Naftogaz operates under the Ministry of Energy and Coal Mining. 

13. Ukrenergo 

UKRENERGO is a national power company responsible for operational and technological 
control of the Integrated Power System (JPS) of Ukraine and electricity transmission via trunk 
power grids from generating plants to the distribution networks of the regional electricity 
suppliers (oblenergos). UKRENERGO is a state enterprise that covers the entire territory of 
Ukraine. 

14. Energoatom 

The National Nuclear Energy Generating Company of Ukraine (Energoatom) is a state 
enterprise operating all four active nuclear power stations in Ukraine. Energoatom 
operates wider the Ministry of Fuel and Energy. 

15. State Agency on Energy Efficiency and Energy Saving of Ukraine 
(SAEE) 

The SAEE is a central executive authority governed and coordinated by the Cabinet of 
Ministers of Ukraine and is responsible for developing and implementing energy 
efficiency and renewable energy government policy. 

16. State Highway Agency 

Transport of fuel fossils (i.e. oil and gas) is wider the Ministry on Energy and Fuel, while most 
' of security responsibility matters are supervised by Ministry of Interior or other state agencies. 

The Ministry of Infrastructure only implements government policies related to the transport and 
communkation sectors as well as security related to transport. 

17. State Service of Special Communications and Information Protection 

The State Service of Special Communications and Information Protection of Ukraine is 
responsible for protecting state information within data networks, safeguarding the critical 
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information infrastructure. technical security, and intelligence services for the 
Administration. 

18. Local self-government authorities 

There are 24 regions in Ukraine and each one is divided into districts. The President of Ukraine 
and his Cabinet of Ministers appoint the heads of local governments. The city councils are tasked 
with disaster relief efforts and safety programs that protect population groups from natural 
disasters. 
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POWER SECTOR 

1. Overview 

Ukraine's electric energy sector relies primarily on the1mal power plants (TPP), combined 
heat and power plants (CHP), hydroelectric power plants (HPP), pumped storage power 
plants (PSP), and nuclear power plants (NPP). The system (excluding the Crimean energy 
system) generates approximately 55 gigawatt (GW) from fourteen thermal power plants, 
four nuclear power plants, seven hydroelectric power plants, three pumped storage power 
plants, and 94 combined heat and power systems. Approximately 23,000 km of main and 
interstate transmission lines of 35-800 kV voltage, and 996,000 km distribution lines of 
0.4-150 kV voltage serve as the national transmission system with limited interconnection 
across regions. 

V' A 

'il, 
6 

c.,.,,,uh• ., ... , 
Ulrir,J•••• .. ., .. , ...... 

• 
Northern 

T.ui~"4WW •• ·· c..11 a 
III • ~ 

,OQ- 4'. 
11h• .A Donb•• 

!:!,'~4i!t•• 

ce,1chr ,,.,. ·-­Aa-hd 
... 00--,, _ 
't ...._, ..... , 
0.._ 

,, -­· ---Ttlll •nn1Utd •••• ,,., •n 
Ullftlft•: tt.•Jt •w 

2. Threats to the Power Sector 
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The following constitute the primary threats to steady-state operation of Ukraine's 
electricity sector: 
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NATURAL GAS 

This section outlines a series of measures to ensure that Ukraine's residential, industrial and 
commercial oil and natural gas users have sufficient supply for the 2019-2020 heating season. 
This includes measures to minimize threats to the oil and gas sector, maximizing domestic 
natural gas production, and expanding the natural gas reverse flow capacity from the 
European Union (EU). 
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2. Zero-Transit Scenario 
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Ukraine is actively preparing for the possibility of a cut-off of Russian natural gas transit to 
Europe and Turkey via the Ukrainian Gas Transit System (GTS) this winter. Since 2014, 
Gazprom has used Ukraine's GTS to ship between 60-90 billion cubic meters of gas per year 
(bcma) to Europe and Turkey (equivalent to 12-18 percent of European Union gas demand). 
Western European energy markets may be able to withstand a prolonged cutoff with purchases of 
liquefied natural gas (LNG). This is not the case for a number of relatively unintegrated countries 
in Central and Southeastern Europe (notably Bulgaria and Moldova) dependent on Russia as a 
dominant-and many times sole-supplier. The most vulnerable country could be Ukraine itself. 
If Ukraine has not preemptively imp01ied and stored adequate volumes of gas and Gazprom cuts 
off gas shipments to Europe via Ukraine, the country could face a serious energy crises. Key 
points include: 

AM RICAN 
PVERSIGHT 

Page 17 of 54 

G/FGI MOD 



DOE-19-1271-O-001257

G/FGI MQD 
• A prolonged disruption of Russian natural gas supplies will put stress on European gas 

markets and potentially limit Ukraine's ability to contract for West-East supplies. 

• Adding additional reverse flow capacity from existing pipt:Line infrastructure with 
neighboring countries is technkally feasible by reconfiguring compression stations. 

• Creative options such as vi1tual reverse flows and contracting with other countries to book 
capacity withfo Ukraine's large gas storage system present more ways to build resilience. 

• A coordinated push to find financing opportunities from international financial institutions or 
the Eurobond market to allow Naftogaz or independent traders to purchase gas supplies to 
build storage will be key. 

3. Storage 
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Ensuring Ukraine's replenishment of underground storage reservoirs by the start of the heating 
season on October 15, 2019 represents a core priority area fo1· this planning effort. Ukraine wilJ 
require 19-21 bcm of storage supplies to mitigate the impact of a prolonged disruption of transit 
supplies, 3 bcm more than average due to system compression requirements in a zero transit 
scenatio. As of May 19, according to Naftogaz statistics, Ukraine held 10.56 bcm in storage. 
Naftogaz wants to maximize Ukraine's import capacity and storage injections as soon as possible 
but lacks ftmding to purchase gas. Natural gas prices may rise siguificantJy in the fall 2019 if 
European consumers become concerned about a possible gas cutoff. Adequate volumes may also 
be unavailable since other European consumers may use the opportunity to fill their own storage 
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facilities. At $140-180/mcm, Naftogaz will also need to borrow over $1 billion to make these 
purchases. 

As Ukraine is currently using only about a third of its reverse flow capacity from the EU, 
the biggest obstacle in increasing natural gas storage injection levels to at least 60 
MMcm/d is financial, not technical. Inadequate finances are also an obstacle to the option 
of Ukraine restoring gas supplies from Russia's Gazprom. Naftogaz needs to secure 
adequate credit in order to increase natural gas purchases and is encouraged to pursue all 
avenues to do so. 

The Government of Ukraine should consider direct financing from the state budget to 
cover the shortfall in natmal gas storage. Furthermore, Naftogaz needs to call for the 
reinstatement of natural gas curtailment measures. Curtailing domestic natural gas 
consumption wilJ free up additional volumes of domestic production to be injected into 
underground storage. 

4. Opening Greater Reverse Flow Capacity 

Ukraine currently consumes approximately 30 hem of natural gas per year. Domestic production 
meets two-thirds of this demand. A reverse flow-pipeline from Slovakia that returns the Russian 
gas to Ukraine once it crosses into the European Union supplies the remaining 10 bcm. Ukraine, 
the most energy intensive economy in Europe, uses most of the gas for household consumption 
and communal heating systems, as well as heavy industry. State-owned natural gas company 
Naftogaz is currently planning for a zero-transit scenario following the expiration of their long- · 
term transit contract with Russia's Gazprom on December 31, 2019. This includes the need to 
not only expand routes from neighboring countries but also bui1d sufficient storage suppHes to 
maintain enough compression within the system for West-East flows. Ukraine's options include: 

• Slovakia: Slovakia's system is the most capable of delivering additional supplies to Ukraine. 
Ukraine transit supplies enter the EU at the V el'ke Kapu~any compressor station in Eastern 
Slovakia. The station's total power of nearly 300 MW-the largest compressor station in 
E\1rope-allows technical entry flow of approximately 70 born per year. Most of these 
supplies transit onward to the Central Ew-opean Gas Hub in Baumgarten. Of these transit 
supplies, an average of 8 bcm per year reverse flow back into Ukraine through the Bundice 
border point via the Vojany-Uzhorod pipeline. Absent East-West transit supplies, Slovakia's 
capacity would technically be free for sizeable flows of European gas to Ukraine. However, 
many EU Member States may themselves struggle to meet gas demand in the event of a 
prolonged cul-off. Moreover, Eustream believes that reversing the four lines at Vel'ke 
Kapusany would violate the agreement under which Gazprom has booked most of the 
capacity of the lines entering from Ukraine until 2028. 

• Poland: Poland's current capacity to deliver reverse flow natural gas supplies to Ukraine 
stands at 1.5 bcma via the Drozdowice interconnector on the Poland-Ukraine border; the first 
reversed flows began in April 2014 in the wake of the Ukraine-Russia conflict under a 2012 
deal with German utility RWE. The gas transits through Poland's Gaz-System with deliveries 
based on European wholesale price levels. Increasing the reverse flow capacity to the 
interconnector's 5 hem capacity would probably require adding additional reverse 
compression. Technically, this would likely entail moving a mobile compression turbine 
from another station. Other discussions such as the Hennanowice interconnector, expanding 
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the Swinoujscie LNG terminal and Baltic Pipe present future, medium-term opportunities to 
expand north-south flows. 

• Hungary: Three interconnector pipelines cross the Ukraine-Hungary border with one built 
with a reverse flow mode. The two others are sufficient to provide Hungary's full imports 
from Russia for domestic consumption, storage, and transit. This provides the potential to 
reverse flow 7 .1 bcm to Ukraine. In the event of a supply shutoff from Russia to Ukraine, 
Hungary wouJd utilize stored gas and try to find new supplies elsewhere, some via LNG. 
This will have impacts on Hungary's gas system configuration-as well as available 
supply-to enter into Ukraine. 

• Romania: The Trans-Balkan pipeline through Ukraine transports about 20 hem of natural 
gas through Romania to Bulgaria, Greece, Macedonia, and Turkey. When and if those 
shipments are halted, Ukrtransgaz hopes to equip Transit 1 pipeline-one of the three 
connections that form the Trans-Balkan pipeline-with physical reverse-flow capabilities. 
The facility could allow up to 5 bcm in additional supplies to be shipped to Ukraine. 
Romania's current upstream natural gas production could make this an attractive mediwn­
tenn option if Black Sea gas development goes forward .. 

• Virtual reverse flow: European customers sometimes trade gas through an accounting 
mechanism known as "virtual reverse flow" whereby less physical gas is delivered 
downstream and the upstream recipient pays the downstream customer. Virtual reserve flow 
would pennit Naftogaz to decrease physical gas shipments to Slovakia or Poland to divert the 
gas into Ukrainian gas storage or sell into the mid-stream market. This would not require 
physical reverse flow capability from the transmission network. 
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Scenario No. 1: With gas supplies from Gazprom for the period of October 2019 - March 2020 (maximum offtake) 
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Scenario No 2: Without gas supply from Gazprom 
Calculated Ukrainian balance for the period of October 2019 - March 2020 (maximum offlake) 
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1. Overview 

While nuclear power plants are used for baseload power in Ukraine, coal-fired power plants 
operate in intermediate and peaking modes. Therefore, coal-fired units are most essential during 
the high power-consumption periods of winter and summer. Having adequate fuel supplies on 
hand during these seasons ( especial I y winter) is of crucial importance in terms of maintaining 
reliable electricity supply. The following section presents recommendations that address these 
factors. 

2. Coal Market 

Coal from non-government controlled Donbas, which previously provided all anthracite 
and a significant part of gas coal (G-coal), is no longer available. Ukraine is converting 
some plants to bum G-coal rather than anthracite, significantly reducing Ukraine's 
reliance on anthracite. More than 80 percent of coal is produced by private company 
DTEK, which operates the most productive mines. The remaining state-owned mines have 
been united in the new National Coal ~ompany. The main buyers of thermal coal are the 
private company DTEK and state-owned Centrenergo. Because of the method NKREKP 
uses to regulate electricity tariffs, coal prices in Ukraine are the highest in Europe. 
Ukraine is highly dependent on coal resources and it needs a more transparent system for 
maintaining and pricing supplies. 

3. Reliance on Anthracite 

Russian anthracite appears to be the Achilles heel of Ukraine's coal supply. Although some coal­
fired power plant units have already converted from burning anthracite to burning bituminous 
coal and more are planned, a number of power plant units still bum anthracite. Ukraine is forced 
to import roughly one fourth of the coal it consumes, approximately 80 percent of which is 
anthracite imported from Russia. If that supply is disrupted during severe winter cold or summer 
heat or when one of Ukraine's nuclear power plants goes offline, then Ukraine's electric supply 
could be negatively affected. The world markets for coal are dominated by bituminous and 
subbituminous coals, so the reliance on Russian anthracite necessarily constrains Ukraine's 
alternative fuel supply options. 

4. Ensuring Sufficient Supplies 

Ensuring access to coal and heavy fuel oil represents a key part of the Plan. Ukraine needs 
to increase production and imports, and to reduce electricity consumption and export if it 
is to have sufficient resources for the heating season. A conservative approach would be 
to prepare for a colder winter (-20°C) since several of the current influxes of coal are not 
certain to be maintained through the heating season. For the upcoming winter season, the 
Plan recommends securing the following amounts of coal to ensure an adequate supply of 
stocks exist to get through the heating season ending: 
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5. Railway and port infrastructure for Coal transloading and transportation to 
National Thermal Power Plants 

Planning Factor 

Thermal Power Plants (TPP) and 
Coal Consumption 

Freight rail cars ( of all types) 

Transportation of coal by rail 

Transportation of coal by sea through 
the Odessa region sea ports 
(includes lllichivsk, Pivdenny, TIC) 

Transportation of coal through all 
ports 
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District Heating 

1. Overview 

District heating plays an important role in Ukraine serving almost 60 percent of the 
population with over 25 million customers (Eurostat). Municipalities and communal users 
account for over 40 percent of heat energy usage. Natural gas serves as the dominant fuel. 
The Plan envision a temperature trigger for district heating systems at 16°C accompanied 
by public service broadcasts (e.g. billboards and posters, TV commercials, radio, press 
and text messages for mobile phones, messages through electronic payment systems and 
heating utility bills) about.tf\e importance ofreducing heating fuel use and urge avoicling 
the use of electric heaters as substitutes. 

2. Threats to Combined Heat and Power (CHP) System 

For household heating the maiu threats to enswfog the established operating conditions 
for heat sources (boiler houses and CHP), which supply thermal energy to public 
institutions and to communities in Ukraine, and the reliable and safe operation of the 
heating energy sector production. transmission and delivery entities (heating and hot water 
supply) are: 

• Fuel shortfall (decrease of o erational fuel stockpiles at boiler houses and CHP 
below levels Deleted 

• Insufficient gas delivery vo umes or gas pressure decrease in the main and 
distribution gas networks to the heating sector enterprises; 

• Complete cessation or emergency cut-off of the gas supply to the heating sectot' 
enterprises; 

• Cessation of power supply and water supply to the heating energy sector 
enterprises as a consequence of an emergency in the electric energy sector. 

3. Response Measures to Remove Threats to Communal Heating 
Enterprises 

The heat equipment of communal heating enterprises, according to the applicable 
Ukrainian legislation, falls into higlt-risk facilities category, and. consequently, has 
emergency response plans for all facilities (broken down by the categories of a boiler: 
house, heating network area and central heat distribution station) approved according to a 
procedure established by legislation. There is an emergency stock of necessary materials 
and spare parts. 

Emergency response exercises help personnel understand procedures and respond in a 
prompt manner during crisis events. In every specific situation, preparedness allows for a 
calculation analysis to identify the stability of heating networks and of building heating 
systems. This calculation then triggers a sequence of actions to prevent negative effects of 
a potential blackoul. 

4. Preparedness Measures for Emergencies in the Heat and Power Engineering 
Sector 
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The following measures should be taken in order to prevent possible threats to the heat 
and power energy sector: 

• Ensure fulfillment of proposals regarding purchase of fuel (coal and mazut) and 
establish policies to implement a more transparent and cost reflective tariff setting 
process. 

• A check of actual conditions and operability using backup fuel (in the case of 
natural gas as primary fuel and heavy oil as reserve fuel), etc. 

• Ensure heavy oil purcl1ase in the volumes required for a sustainable fall-winter 
period. 

• Ensure the availability of backup sources of power and water supply. 
• The implementation of energy conservation measures for all types of properties for 

the fall-winter period. 
• Consideration of the possibility of shifting vacation periods at all education 

institutions and prolongation of vacations. Development of a mechanism for 
implementation of new terms and duration, if necessary. 

• Development of prioritization lists of consumers' groups in the event of the 
possible shutoff of the heating system. 

• The development of messaging by the Ministry of Regional Development and 
Construction to limit consumption of heating and distribution using billboards and 
posters; TV commercials, radio, press and text messages for mobile phones; 
electronic payment systems, heating utility bills; and letters by the Ministry of 
Regional Development and Construction to industrial enterprises indicating the 
reasons for limitations in heating consumption and recommending measures to be 
taken; 

• Extension of the term of hot water supply shutoff for the population and public 
institutions. 

5. Fuel switching to Mazut 

The estimated consumption of natural gas at TPPs and CHPs during fall-winter 2019-20 amounts 
DOE ! Deleted l Taking into account the technical and process capacity on TPPs of generating companies 
b(l) and CHPs (cun-ent mazut equipment stock is in satisfactory technical condition or in out of use 

state and can start its operation after routine maintenance, proper condition of access roads or 
mazut pipelines} the following are suggested: 
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Transportation of heavy oil by rail 
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6. Planning 

A prolonged cut-off in natural gas supplies during the winter heating season carries the 
potential to trigger a crisis for household heating, particularly in the event of below­
average temperatures. Preparedness entails establishing a system of public outreach to 
ensure reduction in consumption by both households and industry. The following actions 
should be taken for district heating systems in the event of a cut-off in natural gas 
supplies: 
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EMERGENCY RESPONSE 

This section details Ukraine's emergency response procedure in the event of a major system 
accident. A major system accident is an accident leading to power loss at a greater part of 
Ukraine's territory and loss of own needs generation at combined heat power and nuclear power 
plants followed! Deleted l A major system accident may be 
preceded with: 

• Gradual increase in generation capacity shortage; 
• Sudden loss of major generation capacity; 
• Emergency shut-down of several sys1em-fonning transmission lines of the main grid. 

Scenarios where a major system accident become possible include conditions where the Unified 
Energy Systems of Russia and Belarus are operated separately, or when there is a major shortage 
of generation capacity and the Unified Energy System of Ukraine is disconnected from the 
Unified Energy Systems of Russia and Belarus. 

2. Major Tasks for All-level Operating and Dispatch Personnel 

Major tasks for all-level operating and dispatch personnel in the event of a major system accident 
include: 

1. 

----
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3. Prevention of accident evolving into a special system wide collapse 

Personnel should undertake the following procedures in the case of separate operation of the 
UES of Ukraine from the Unified Enern.v Svstems of Russia and Belarus consistent with 

Deleted 

3. Recovery after a special (extreme) system wide collapse and restoration of a 
greater part of the Unified Energy System of Ukraine «from O». 
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MrAninc;h. constance 1 {Kv(y): Noel Emily E: I/opt, Christopher J 
Kova!enko Anna /DOE Kyiy): Parieaiuk Uudmila /DOE Kviv): een Heather; Bell Heather /Embassy KYM: 
smilev, Laura 
RE: [EXTERNAL] RE: RE: DOE-ENR Mis.-;ion to Poland Ukraine (September 8-12) AND Winter Action Planning 
Monday, August 12, 2019 8:11:00 AM 
Ukraine Winter Actjon Pfao 2012-2020 Short,docx 

I am not quite sure what you are looking for, to be honest. 
Here are some TP'5 from Sl's meeting paper with President Z. with some additions. Is this what you 
are looking for? 
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EXECUTIVE SUMMARY 

1. Overview 

Ukraine's ''Winter Energy Security Preparedness and Response Plan'' (The Plan) outlines a 
series of measures to ensure sufficient energy supplies for residential, industrial and commercial 
energy consumers for the 2019-2020 heating season. This includes measures to minimize threats 
to the oil and gas sector, maximize natural gas storage and expand natural gas reverse flow 
capacity from the European Union (EU). Additional findings of this planning effort include the 
need lo incorporate training on crisis response coordinating structures and procedures. Training 
for these recommendations should include comprehensive exer:cises at all levels to organize and 
prepare for a crisis response scenario. The Plan defines the following areas; 

• Key preparedness measures to help mitigate threat emergency situations in the 
energy sector; and 

• Key response actions to disruptions to power supply systems, district heating and 
heat generation facilities, and supply of energy resources. 

Deleted 

2. Stakeholder Engagement 

• 
• • 

• 
Stakeholder engagement and coordination represents a key to success. Streamlined 
decision making in the event of a crisis greatly reduces response times and danger of 
gridlock. Tabletop exercises among stakeholders to define roles and responsibilities for 
executing the Plan can help identify key gaps and lines of communication in the event of a 
crisis. Tlle Plan provides guidance, inter alia, for the following national authorities: 

• Ministry of Energy and Coal Industry 
• Ministry of Regional Development, Building and Housing 
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• Ministry of Internal Affairs 
• Ministry of Infrastructure 
• Ministry of Defense 
• Ministry of Health 
• Ministry of Social Policy 
• National Electricity Regulatory Commission 
• State Nuclear Regulatory Inspectorate 
• State Emergency Service 
• Naftogaz 
• Ukrenergo 
• Energoatom 
• State Energy Efficiency and Conservation Agencies 
• State Highway Agency 
• State Special Conuuunication and Data Protection Service 
• Local self-government authorities 

3. Electricity Generation 
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Ukraine's electric energy sector relies primarily on thennal power p]ants (TPP), combined 
heat and power plants (CHP), hydroelectric power plants (HPP), pumped storage power 
plants (PSP), and nuclear power plants (NPP). The system ( excluding the Crimean energy 
system) generates approximately 55 gigawatt (GW) from fourteen thermal power plants, 
four nuclear power plants, seven hydroelectric power plants, three pumped storage power 
plants, and 94 combined heat and power systems. Approxitnately 23,000 km of main and 
interstate transmission lines of 35-800 kV voltage, and 996,000 km distribution lines of 
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0.4-150 kV voltage serve as the national transmission system with limited interco1mection 
across regions. 

The Plan's electric generation recommendations section outlines a series of measures to 
ensure that Ukraine1s residential, industrial and commercial electricity users have a 
sufficient supply for the 2019-2020 heating season. This includes increasing coal influx, 
reducing electric power consumption, increasing impotts and reducing exports of 
electricity, and opening congested transmission pathways by completing interconnection 
lines (e.g. high voltage lines (HVL) to shift energy from Rivne to the Kyiv substation). 
Preparedness measures for emergencies in heat and power enginee1'ing sector incJude: 

Natural Gas 

1. ....... <,W\t 

)1• 9'\I . .........._ 
..... 
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::"'"~":;;:: Ensuring Ukraine's replenishment 
of underground storage reservoirs 
by the start of the heating season 
on October 15, 2019 represents a 

- core priority area for this planning 
effott. Ukraine will require 19-21 
bcm of storage supplies to 
mitigate the impact of a 
prolonged disruption of transit 
supplies, 3 bcm more than 
average due to system 
compression requirements in a 
zero transit scenario. As of May 

19, according to Naftogaz statistics, Ukraine held 10.56 bcm in storage. Naftogaz should 
maximize Ukraine's import capacity and storage injections as soon as possible but lacks 
funding to purchase gas. Natural gas prices may rise significantly in the fall 2019 if 
European consumers become concerned about a possible gas cutoff. Adequate volumes 
may also be unavailable since other European consumers may use the opportunity to fil] 
their own storage facilities. At $140-180/mcrn, N aftogaz will also need to borrow over $1 
billion to make these purchases. 

4. Coal 

Ensuring access to coal and heavy fuel oil represents a key part of the Plan. Ukraine needs 
to increase coal production and imports, and to reduce electricity consumption and export 
,fit is to have sufficient resources for the heating season. A conservative approach would 
be to prepare for a colder winter (-20°C) since severaJ of the current influxes of coal are 
not certain to be maintained through the heating season. For the upcoming winter season, 
the Plan recommends securing the following amounts of coal to ensure an adequate 
supply of stocks exist to get through the heating season ending: 

A-type coal (assuming a baseline supply of 300 kTonslmonlh): 
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5. District Heating 
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District heating provides a measure to provide space heating and water heating to the 
majority of Ukrainian residences. The Plan envision a temperature trigger for district 
heating systems at l6°C accompanied by public service broadcasts (e.g. billboards and 
posters, TV commercials, radio, press and text messages for mobile phones, messages 
through electronic payment systems and heating utility bills) about the importance of 
reducing heating fuel use and urge avoiding the use of electric heaters as substitutes. A 
crisis triggers additional actions: 
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6. Crisis Response 

Stakeholders at the national, regional and local levels shouJd prepare for emergency response 
scenarios in the event of a crisis. Scenarios where a major system accident becomes possible 
include when the Unified Energy Systems of Russia and Belarus are operated separately, or 
when there's a major shortage of generation capacity and the Unified Energy System (UES) of 
Ukraine is disconnected from the Unified Energy Systems of Russia and Bela.ms. On exceeding 
the maximum allowed power exchange, stability of the UES of Ukraine may be breached at 
connections with Russia and Belarus, and UES of Ukraine may be automatically separated by 
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actuating devices counteracting asynchronous operation under generation capacity shortage. 
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Major tasks for all-Jevel operating and dispatch personnel in the event of a major system accident 
should be put into place supported by training and tabletop exercises. 
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STAKEHOLDERS 

1. Overview 

Stakeholder engagement and coordination represents a key to success. Streamlined decision 
making in the event of a crisis greatly reduces response times and danger of gridlock. Tabletop 
exercises among stakeholders to define roles and responsibilities for executing the Plan can help 
identify key gaps and lines of communication and help energy sector decision in the event of a 
crisis. Major tasks for all-level operating and dispatch personnel in the event of a major system 
accident should be put into place supported by training and tabletop exercises. 

2. Ministry of Energy and Coal Industry 

The Ministry of Energy and Coal Industry of Ukraine is the primary central government 
agency responsible for electricity sectors policies; the civil-nuclear complex, oil and gas , 
sector~ and coal industry. The ministry operates under the authority of the Cabinet of 
Ministers. 

3. Ministry of Regional Development, Building and Housing 

The Ministry for Regional Development, Building and Housing of Ukraine is responsible for 
housing infrastructure development and the formation and implementation of state policy in 
order to create a comfortable, high quality and safe living space for human development. The 
ministry advances energy plannfog and implementation efforts by increasing the competitiveness 
of regions (energy fovestment and reform) and promoting energy efficiency in the housing and 
utilities sector. 

4. Ministry of Internal Affairs 

The Ministry of Internal Affairs executes state policy for the protection of rights and 
liberties of citizens, investigates unlawful acts against the interest of society and state, 
fights crime, provides civil order, ensures civil security, and regulates traffic safety. The 
Ministry also protects energy infrastructure. 
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5. Ministry of Infrastructure 

The Ministry of Infrastructure formulates and implements state policy in the fields of air, 
road, rail, sea, river and urban electric transport, as well as on issues related to the use of 
subway systems, roads, transportation safety, merchant shipping and 
navigational/hydrographic support for vessels. The Ministry has programs for improving 
energy efficiency in the transportation and communications sectors. 

6. Ministry of Defense 

The Ministry of Defense is responsible for preventing hostility, structuring the military, 
and repelling all types of aggression (both in country ·and internationally). The Ministry 
has been integrating energy efficiency into its military programs across the country. Under 
the new Cyber Security Strategy, the Ministry will be responsible for implementing 
cybersecurity protection, as cyberattacks against energy infrastructure is common. 

7. Ministry of Health 

The Ministry of Health is the main healthcare body of the central government, responsible for 
managing the universal healthcare system and implementing state policy in the fields of 
medicine and healthcare. The Ministry has an interest in reducing illness linked to pollution and 
nuclear safety. 

8. Ministry of Social Policy 

The Ministry of Social Policy is responsible for regulating labor relations, family and 
children, immigration and trafficking, women's rights, children's rights, and humanitarian 
aid. The Ministry is also involved in an inter-agency working group for assessing and 
managing regulatory reforms for energy performance contracts and supporting activities. 

9. National Electricity Regulatory Commission (NERC) 

The NERC is involved in the formation and enforcement of a unified state policy towards 
electricity markets, natural gas, petroleum and petroleum products in the areas of heating, 
centralized water supply and drainage, treatment and disposal of household waste. The NERC is 
responsible for the licensing of economic activities in the fields of electricity, heating, 
centralized water supply and drainage in the oil and gas sector. The NERC sets the prices 
(tariffs) for electricity, for the supply of natural gas and gas (methane) of coal deposits, and other 
tariffs. 

10. State Nuclear Regulatory Inspectorate (SNRI) 

SNRI is the central government executive authority responsible for formation and 
implementation of state policy in the field of nuclear and radiation safety. The SNRI sets criteria, 
requirements and conditions of safety in nuclear energy use (nonnative documents, standards), 
issues permits and licenses to carry out activities in this area (licensing), and exercises the state 
supervision for observance of legislation, norms, rules and standards of nuclear and radiation 
safety (supervision). 
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11. State Emergency Service (SES) 

The SES implements state policies in the domain of civil protection, protection of 
population and territories from emergencies, prevention of emergencies, rectification of 
emergency consequences, rescue work, fire extinguishing, fire and technogenic safety, 
accident rescue service activities and hydrometeorologic activities. The former Ministry 
was created from the consequences of the Chernobyl catastrophe. The SES is a central 
body of executive power with activities directed and coordinated by the Cabinet of 
Ministers through the Ministry of Internal Affairs. 

12. Naftogaz 

Naftogaz is the national oil and gas company of Ukraine; it is a state-owned company. 
The company is involved with extraction, transportation, and refinement of natural gas 
and crude oil. Naftogaz operates under the Ministry of Energy and Coal Mining. 

13. Ukrenergo 

UK.REN ERGO is a national power company responsible for operational and technological 
control of the Integrated Power System (IPS) of Ukraine and electricity transmission via trunk 

power grids from generating plants to the distribution networks of the regional electricity 
suppliers (oblenergos). UKRENERGO is a state enterprise that covers the entire territory of 
Ukraine. 

14. Energoatom 

The National Nuclear Energy Generating Company of Ukraine (Energoatom) is a state 
enterprise operating all four active nuclear power stations in Ukraine. Energoatom 
operates under the Ministry of Fuel and Energy. 

15. State Agency on Energy Efficiency and Energy Saving of Ukraine 
(SAEE) 

The SAEE is a central executive authority governed and coordinated by the Cabinet of 
Ministers of Ukraine and is responsible for developing and implementing energy 
efficiency and renewable energy government policy. 

16. State Highway Agency 

Transport of fuel fossils (i.e. oil and gas) is under the Mini shy on Energy and Fuel, while most 
of security responsibility matters are supervised by Ministry of Interior or other state agencies. 
Th.e Ministry of Infrastructure only implements government policies related to the transport and 
communication sectors as well as security related to transport. 

17. State Service of Special Communications and Information Protection 

The State Service of Special Communications and Information Protection of Ukraine is 
responsible for protecting state information within data networks, safeguarding the critical 

' 
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information infrastructure, technical security, and intelligence services for the 
Administration. 

18. Local self-government authorities 

There are 24 regions in Ukraine and each one is divided into districts. The President of Ukraine 
and his Cabinet of Ministers appoint the heads of local governments. The city councils are tasked 
with disaster relief efforts and safety programs that protect population groups from natural 
disasters. 
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POWER SECTOR 

1. Overview 

Ukraine's electric energy sector relies primarily on thermal power plants (TPP), combined 
heat and power plants (CHP), hydroelectric power plants (HPP), pwnped storage power 
plants (PSP), and nuclear power plants (NPP). The system (excluding the Crimean energy 
system) generates approximately 55 gigawatt (GW) from fourteen thermal power plants, 
four nuclear power plants, seven hydroelectric power plants, three pumped storage power 
plants, and 94 combined heat and power systems. Approximately 23,000 km of main and 
interstate transmission lines of 35-800 kV voltage, and 996,000 km distribution lines of 
0.4-150 kV voltage serve as the national transmission system with limited interconnection 
across regions. 
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2. Threats to the Power Sector 
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The followjng constitute the primary threats to steady-state operation of Ukraine's 
electricity sector: 
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NATURAL GAS 

This section outlines a series of measures to ensure that Ukraine's residential, industrial and 
commercial oil and natural gas users have sufficient supply for the 2019-2020 heating season. 
This includes measures to minimize threats to the oil and gas sector, maximizing domestic 
natural gas production, and expanding the natural gas reverse flow capacity from the 
European Union (EU). 
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2. Zero-Transit Scenario 
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Ukraine is actively preparing for the possibility of a cut-off of Russian natural gas transit to 
Europe and Turkey via the Ukrainian Gas Transit System (GTS) this winter. Since 2014, 
Gazprom has used Ukraine's GTS to ship between 60-90 billion cubic meters of gas per year 
(bcma) to Europe and Turkey (equivalent to 12-18 percent of European Union gas demand). 
Western European energy markets may be able to withstand a prolonged cutoff with purchases of 
liquefied natural gas (LNG). This is not the case for a number of relatively unintegrated countries 
in Central and Southeastern Europe (notably Bulgaria and Moldova) dependent on Russia as a 
dominant-and many times sole-supplier. The most vulnerable country could be Ukraine itself. 
If Ukraine has not preemptively imported and stored adequate volumes of gas and Gazprom cuts 
off gas shipments to Elll'ope via Ukraine, tbe country could face a serious energy crises. Key 
points include: 
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• A prolonged disruption of Russian natural gas supplies will put stress on European gas 

markets and potentially limit Ukraine's ability to contract for West-East supplies. 

• Adding additional reverse flow capacity from existing pipeline infrastructure with 
neighboring countries is technically feasible by reconfiguring compression stations. 

• Creative options such as virtual reverse flows and contracting with other countries to book 
capacity within Ukraine's large gas storage system present more ways to build resilience. 

• A coordinated push to find financing opportunities from international financial institutions or 
the Eurobond market to allow Naftogaz or independent traders to purchase gas supplies to 
build storage will be key. 

3. Storage 
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Ensuring Ukraine's replenishment of underground storage reservoirs by the start of the heating 
season on October 15, 2019 represents a core priority area for this planning effort. Ukraine will 
require 19-21 bcm of storage supplies to mitigate the impact of a prolonged disruption of transit 
supplies, 3 hem more than average due to system compression requirements in a zero transit 
scenario. As of May 19, according to Naftogaz statistics, Ukraine held 10.56 bcm in storage. 
Naftogaz wants to maximize Ukraine's import capacity. and storage injections as soon as possible 
but lacks funding to purchase gas. Natural gas prices may rise significantly in the fall 2019 if 
European consumers become concerned about a possible gas cutoff. Adequate volumes may also 
be unavailable since other European consumers may use the opportunity to fill their own storage 
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facilities. At $140-180/mcm, Naftogaz will also need to borrow over $1 bilJion to make these 

purchases. 

As Ukraine is currently using only about a third of its reverse flow capacity from the EU, 
the biggest obstacle in increasing natural gas storage injection levels to at least 60 
MMcm/d is financial, not technical. Inadequate finances are also an obstacle to the option 
of Ukraine restoring gas supplies from Russia's Gazprom. Naftogaz needs to secure 
adequate credit in order to increase natural gas purchases and is encouraged to pursue a11 
avenues to do so. 

The Government of Ukraine should consider direct financing from the state budget to 
cover the shortfall in natural gas storage. Furthermore, Naftogaz needs to call for the 
reinstatement of natural gas curtailment measures. Curtailing domestic natural gas 
consumption will free up additional volumes of domestic production to be injected into 
underground storage. 

4. Opening Greater Reverse Flow Capacity 

Ukraine currently consumes approximately 30 bcm of natural gas per year. Domestic production 
meets two-thirds of this demand. A reverse flow-pipeline from Slovakia that returns the Russian 
gas to Ukraine once it crosses into the European Union supplies the remaining 10 bcm. Ukraine, 
the most energy intensive economy in Europe, uses most of the gas for household consumption 
and communal heating systems, as well as heavy industry. State-owned natural gas company 
Naftogaz is currently planning for a zero-transit scenario following the expiration of their long- · 
term transit contract with Russia's Gazprom on December 31, 2019. This includes the need to 
not only expand routes from neighboring countries but a]so build sufficient storage supplies to 
maintain enough compression within the system for West-East flows. Ukraine's options include: 

• Slovakia: Slovakia's system is the most capable of delivering additional supplies to Ukraine. 
Ukraine transit supplies enter the EU at the Vel'ke Kapusany compressor station in Eastern 
Slovakia. The station's total power of nearly 300 MW-the largest compressor station in 
Europe-allows technical entry flow of approximately 70 hem per year. Most of lhese 
supplies transit onward to the Central Ew-opean Gas Hub in Baumgai1en. Of these transit 
supplies, an average of 8 bcm per year reverse flow back into Ukraine through the Bundice _ 
border point via the Vojany-Uzhorod pipeline. Absent East-West transit supplies, Slovakia's 
capacity would technically be free for sizeable flows of Ew-opean gas to Ukraine. However, 
many EU Member States may themselves struggle to meet gas demand in the event of a 
prolonged cut-off. Moreover, Eustream believes that reversing the four lines at Vel'ke 
Kapusany would violate the agreement under which Gazprom has booked most of the 
capacity of the lines entering from Ukraine until 2028. 

• Poland: Poland's current capacity to deliver reverse flow natural gas supplies to Ukraine 
stands at 1.5 bcma via the Drozdowice interconnector on the Poland-Ukraine border; the first 
reversed flows began in April 2014 in the wake of the Ukraine-Russia conflict under a 20 I 2 
deal with German utility RWE. The gas transits through Poland's Gaz-System with deliveries 
based on European wholesale price levels. Increasing the reverse flow capacity to the 
interconnector's 5 bcm capacity would probably require adding additional reverse 
compression. Technically, this would likely entail moving a mobile compression turbine 
from another station. Other discussions such as the Hennanowice interconnector, expanding 
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the Swinoujscie LNG terminal and Baltic Pipe present future, medium-term opp011unities to 
expand north-south flows. 

• Hungary: Three interconnector pipelines cross the Ukraine-Hungary border with one built 
with a reverse flow mode. The two others are sufficient to provide Hungary's full imports 
from Russia for domestic consumption, storage, and transit. This provides the potential to 
reverse flow 7 .1 bcm to Ukraine. In the event of a supply shutoff from Russia to Ukraine, 
Hungary would utilize stored gas and try to find new supplies elsewhere, some via LNG. 
This will have impacts on Hungary's gas system configuration-as well as available 
supply-to enter into Ukraine. 

• Romania: The Trans-Balkan pipeline through Ukraine transports about 20 hem of natural 
gas through Romania to Bulgaria, Greece, Macedonia, and Turkey. When and if those 
shipments are halted, Ukrtransgaz hopes to equip Transit 1 pipelin(r-----One of the three 
connections that form the Trans-Balkan pipeline-with physical reverse-flow capabilities. 
The facility could allow up to 5 hem in additional supplies to be shipped to Ukraine. 
Romania's current upstream natural gas production could make this an attractive medium­
term option if Black Sea gas development goes forward .. 

• Virtual reverse flow: European customers sometimes trade gas through an accounting 
mechanism known as "virtual reverse flow" whereby less physical gas is delivered 
downstream and the upstream recipient pays the downstream customer. Virtual reserve flow 
would pennit Naftogaz to decrease physical gas shipments to Slovakia or Poland to divert the 
gas into Ukrainian gas storage or sell into the mid-stream market. This would not require 
physical reverse flow capability from the transmission network. 
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Scenario No. 1: With gas supplies from Gazprom for the period of October 2019 - March 2020 (maximum offtake) 
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Scenario No 2: Without gas supply from Gazprom 
calculated Ukrainian ba.lance for the period of October 2019 - March 2020 (maximum offtake) 
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Coal 

1. Overview 

While nuclear power plants are used for baseload power in Ukraine, coal-fired power plants 

operate in intermediate and peaking modes. Therefore, coal-fired units are most essential during 

the high power-conswnption periods of winter and summer. Having adequate fuel supplies on 

hand druing these seasons ( especially winter) is of crucial importance in terms of maintaining 

reliable electricity supply. The following section presents recommendations that address these 

factors. 

2. Coal Market 

Coal from non-government controlled Donbas, which previously provided all anthracite 

and a significant part of gas coal (G-coal), is no longer available. Ukraine is converting 

some plants to burn G-coal rather than anthracite, significantly reducing Ukraine's 

reliance on anthracite. More than 80 percent of coal is produced by private company 

DTEK, which operates the most productive mines. The remaining state-owned mines have 

been united in the new National Coal ~ompany. The main buyers of thermal coal are the 

private company DTEK and state-owned Centrenergo. Because of the method NKREKP 

uses to regulate electricity tariffs, coal prices in Ukraine are the highest in Europe. 

Ukraine is highly dependent on coal resources and it needs a more transparent system for 

maintaining and pricing supplies. 

3. Reliance on Anthracite 

Russian anthracite appears to be the Achilles heel of Ukraine's coal supply. Although some coal~ 

fired power plant units have already converted from bwning anthracite to bwning bituminous 

coal and more are planned, a number of power plant units still bum anthracite. Ukraine is forced 

to import roughly one fourth of the coal it consumes, approximately 80 percent of which is 

anthracite imported from Russia. If that supply is disrupted during severe winter cold or summer 

heat or when one of Ukraine's nuclear power plants goes offline, then Ukraine's electric supply 

could be negatively affected. The world markets for coal are dominated by bituminous and 

subbituminous coals, so the reJiance on Russian anthracite necessarily constrains Ukraine's 

alternative fuel supply options. 

4. Ensuring Sufficient Supplies 

Ensuring access to coal and heavy fuel oil represents a key part of the Plan. Ukraine needs 

to increase production and imports, and to reduce electricity consumption and export ifit 
is to have sufficient resources for the heating season. A conservative approach would be 

to prepare for a colder winter (-20°C) since several of the current influxes of coal are not 

certain to be maintained through the heating season. For the upcoming winter season, the 

Plan recommends securing the following amounts of coal to ensure an adequate supply of 

stocks exist to get through the heating season ending: 
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5. Railway and port infrastructure for Coal transloading and transportation to 
National Thermal Power Plants 

Planning Factor , 

Thermal Power Plants (TPP) and 
Coal Consumption 

Freight rail cars (ofall types) 

Transportation of coal by rail 

Transportation of coal by sea through 
the Odessa region sea ports 
(includes Hlicllivsk, Pivdenny, TIC) 

Transportation of coal through all 
ports 
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District Heating 

1. Overview 

District heating plays an important role in Ukraine serving almost 60 percent of the 
population with over 25 million customers (Eurostat). Municipalities and communal users 
account for over 40 percent of heat energy usage. Natural gas serves as the dominant fuel. 
The Plan envision a temperature trigger fox district heating systems at I6°C accompanied 
by public service broadcasts ( e.g. billboards and posters, TV commercials~ radio, press 
and text messages for mobjle phones, messages through electronic payment systems and 
heating utility bills) about'tl\e importance of reducing heating fuel use and urge avoiding 
the use of electric hcatel's as substitutes. 

2. Threats to Combined Heat and Power (CHP) System 

For household heating the main threats to ensuring the established operating conditions 
fo1• heat sources (boiler houses and CHP), which supply thenrtal enel'gy to public 
institutions and to communities in Ukraine, and the reliable and safe operation of the 
heating energy sector production, transmission and delivery entities (heating and hot water 
supply) are: 

• Fuel shortfall ( decrease of operational fuel stockpiles at boiler houses and CHP 
below levels! u,1.1o<1 p; 

• Insufficient gas delivery volwnes or gas pressure decrease in the main and 
distribution gas networks to the heating sector enterprises; 

• Complete cessation or emergency cut-off of the gas supply to the heating sector 
enterprises; 

• Cessation of power supply and water supply to the heating energy sector 
enterprises as a consequence of an emergency in the electric energy sector. 

3. Response Measures to Remove Threats to Communal Heating 
Enterprises 

The heat equipment of communal heating enterprises, according to the applicable 
Ukrainian legislation, falls into high-risk facilities category, and, consequently, has 
emergency response plans for all facilities (broken down by the categories of a boiler 
house. heating netwol'k area and central heat distlibution station) approved according to a 
procedure established by legislation. Thet·e is an emergency stock of necessary materials 
and spare parts. 

Emergency response exercises help personnel understand pmcedures and respond in a 
prompt manner during crisis events. In every specific situation, preparedness allows for a 
calculation analysis to identify the stability of heating networks and of building heating 
systems. This calculatjon then triggers a sequence of actions to prevent negative effects of 
a potential blackout. 

4. Preparedness Measures for Emergencies in the Heat and Power Engineering 
Sector 
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The following measures should be taken in order to prevent possible threats to the beat 
and power energy sector: 

• Ensure fulfillment of proposals regarding purchase of fuel (coal and mazut) and 
establish policies to implement a more transparent and cost reflective tariff setting 
process. 

• A check of actual conditions and operability using backup fuel (in the case of 
natural gas as primary fuel and heavy oil as reserve fuel), etc. 

• Ensure heavy oil purchase in the volwnes required for a sustainable fall-winter 
period. 

• Ensure the availability of backup sources of power and water supply. 
• The implementation of energy conservation measures for all types of properties for 

the fall-winler period. 
• Consideration of the possibility of shifting vacation periods at all education 

institutions and prolongation of vacations. Development of a mechanism for 
implementation of new terms and duration, if necessary. 

• Development of prioritization lists of consumers' groups in the event of the 
possible shutoff of the heating system. 

• The development of messaging by the Ministry of Regional Development and 
Construction to limit consumption of heating and distribution using billboards and 
posters; TV commercials, radio, press and text messages for mobile phones; 
electronic payment systems, heating utility bills; and letters by the Ministry of 
Regional Development and Construction to industrial enterprises indicating the 
reasons for limitations in heating conswnption and recommending measures to be 
taken; 

• Extension of the term of hot water supply shutoff for the population and public 
institutions. 

5. Fuel switching to Mazut 

The estimated consumption of natural gas at TPPs and CHPs during fall-winter 2019-20 amounts 
I Deleted l Taking into account the technical and process capacity on TPPs of generating companies 

and CHPs (current mazut equipment stock is in satisfactory technical condition or in out of use 
state and can start its operation after routine maintenance, proper condition of access roads or 
mazut pipelines} the following are suggested: 
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Transportation of heavy oil by rail 
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6. Planning 

A prolonged cut-off in natural gas supplies during the winter heating season carries the 
potential to trigger a crisis for household heating, particularly in the event of below­
average temperatures. Preparedness entails establishing a system of public outreach to 
ensure reduction in consumption by both households and it1dustry. The following actions 
should be taken for di.strict heating systems in the event of a cut-off in natural gas 

supplies: 
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EMERGENCY RESPONSE 

This section details Ukraine's emergency response procedure in the event of a major system 
accident A major system accident is an accident leading to power loss at a greater part of 
Ukraine's territory and loss of own needs generation at combined heat power and nuclear power 
plants followed I Deleted I A major system accident may be 
preceded with: 

• Gradual increase in generation capacity shortage; 
• Sudden loss of major generation capacity; 
• Emergency shut-down of several system-forming transmission lines of the main grid. 

Scenarios where a major system accident become possible include conditions where the Unified 
Energy Systems of Russia and Belarus are operated separately, or when there is a major shortage 
of generation capacity and the Unified Energy System of Ukraine is disconnected from the 
Unified Energy Systems of Russia and Belarus. 

2. Major Tasks for All-level Operating and Dispatch Personnel 

Major tasks for all-level operating and dispatch personnel in the event of a major system accident 
include: 

-
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3. Prevention of accident evolving into a special system wide collapse 

Personnel should undertake the following procedures in the case of separate operation of the 
UES of Ukraine from the Unified EnerQ"v Svstems of Russia and Belarus consistent with 

Deleted 

3. Recovery after a special (extreme) system wide collapse and restoration of a 
greater part of the Unified Energy System of Ukraine «from O». 
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CON FIDE:NTI/\L 

From: Tumminia. Paul 
To: 
Cc: 
Subject: 

Greenberg. Raymond E Jr: Lyon. Jennifer; Lockecble, summer 
Reld)hardt. Mark: Dl-NA-20 DNN Action Officers; Sando!j. Robert 
RE: trip objectives for Germany 

Date: Friday, January 25, 20t9 3: 11:00 PM 
Attachments: u s -Ukraine strategk: Plalooue Proposal summarv.docx 

Ray: 
1 believe that the concept was sent around for department wide review and comment This sets the 

framework for the SEO. 
52 would meet with the Minister of Foreign Affairs, who has been named as counterpart for this. 

I will be working on the memo and a draft action plan next week. Thanks! -p 

From: Greenberg, Raymond F Jr 

Sent: Friday, January 25, 2019 3:09 PM 
To: Lyon, Jennifer <Jennifer.Lyon@Hq.Doe.Gov>; Lockerbie, Summer 
<Summer.Lockerbie@NNSA.DOE.Gov> 

Cc: Reichhardt, Mark <Mark.Reichhardt@hq.doe.gov>; DL-NA-20 DNN Action Officers <DL-NA-

20DNNActionOfficers@NNSA.doe.gov>; Tumminia, Paul <Paul.Tumminia@Hq.Doe.Gov>; Sandoli, 
Robert <robert.sandoli@hq.doe.gov> 

Subject: RE: trip objectives for Germany 

Well, I don't want to spoil all his bilat fun on a Saturday afternoon. 

I will send out the call for input so we can plug our stuff into the Germany bilat quickly. 

I think we should be able to pull Ukraine together fairly quickly so I'll give our offices a heads-up. Is 
there any info on who 52 will meeting for the US-Ukraine SEO? 

From: Lyon, Jennifer 

Sent: Friday, January 25, 2019 2:54 PM 

To: Greenberg, Raymond F Jr <Raymond Greenbernlr@oosa doe gov>; Lockerbie, Summer 

<Summer Lockerbie@NNSA DOE.Goy> 
Cc: Reichhardt, Mark <Mark.Rejchhardt@hg.doe.gov>; DL-NA-20 DNN Action Officers <D.l.:.ti& 

20DNNActjon0ffjcers@NNSA.doe.gov>; Tumminia, Paul <Paul,Tummioia@Hg.Doe.Gov>; Sandoli, 
Robert <robert.sandoli@hq.doe.gov> 
Subject: RE: trip objectives for Germany 

He didn't choose that one but if you recommend he go to that one we can suggest to his staff. 

There will several bilats bwith Germany (minister and Bundestag) and yes we can run those 
by you. If you have input to send us now please draft and send ASAP and we can send the 
final draft to you once it is ready- otherwise we can put a placeholder. 

Yes in Ukraine as well. Paul will send you the memo to review. 

These will be pretty quick turns so appreciate your getting input back to us quickly. 
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Thanks! 

From: Greenberg, Raymond F Jr <Raymond,GreenberjlJr@nnsa,doc jlov> 
Date: Friday, Jan 25, 2019, 2:50 PM 
To: Lyon, Jennifer <Jennj(er.l,yon@HQ Doe Gov>, Lockerbie, Summer 
<Swnmer.Lockerbjc@NNSA DOE.Gov> 
Cc: Reichhardt, Mark <Mark Rejchhardt@hq doe,2ov>, DL-NA-20 DNN Action Officers <DL-NA-
20DNNActjonOfficers@NNSA,doe,lloY> 
Subject: RE: trip objectives for Gennany 

Jennifer, 

In looking through the I ist of speakers, the only tie to tis is the panel on arms control. However, S2 
is not participating jn that panel, correct? 

As part of the normal process, we (NNSA) should have a chance to review the biJat paper with 
Germany. 

Also, T would think we would be given a chance to see the papers for the US-Ukraine SEO'? 

Ray 

-----Original Message---­
From: Lyon, Jennifer 
Sent: Friday, January 25, 2019 2: 16 PM 
To: Greenberg, Raymond F Jr <Ra)'mond Greenbecglr@onsa,doe gov>; Lockerbie, Summer 
<Summer.Locketbie@NNSA DOE.Gov> 
Cc: Reichhardt, Mark <Mark,Reichhardt@bQ,doe,2ov> 
Subject: trip objectives for Germany 
[mportance: High 

Ray and Summer: 

Sorry to pepper you with so many emails, but we thought you might want to add an objective to this 
(if you have any for MSC in particular). You may wantto do a similar paper for your Vienna day. 

lfwe could have back by early next week if you wish to add anything, we need to move this piece 
forward pretty quickly. 

Thanks! 

Jennifer Lyon 
Deputy Director 
Office of European and Eurasian Affairs 
US Department of Energy 
Office: 202-586-2579 
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