
 

 

 
 

 April 29, 2022 

 

Case No. FL-2020-00019 

 

Daniel McGrath 

American Oversight 

1030 15th Street NW, Suite B255 

Washington, DC 20005 

 

Dear Mr. McGrath: 

 

As we noted in our letter dated March 15, 2022, we are processing your request for material 

under the Freedom of Information Act (“FOIA”), 5 U.S.C. § 552.  The Department of State has 

identified an additional 65 responsive records subject to the FOIA.  We have determined that 37 

records may be released in full and 28 records may be released in part.  The processing of your 

request is ongoing.   

 

An enclosure explains the FOIA exemptions and other grounds for withholding material.  Where 

we have made redactions, the applicable FOIA exemptions are marked on each document.  All 

non-exempt material that is reasonably segregable from the exempt material has been released 

and is enclosed. 

 

We will keep you informed as your case progresses.  If you have any questions, your attorney 

may contact Trial Attorney Johnny H. Walker at Johnny.h.walker@usdoj.gov or at (202) 514-

3183.  Please refer to the case number, FL-2020-00019, and the civil action number, 19-cv-

03387, in all correspondence about this request. 

 

Sincerely, 

 
Jeanne Miller 

Chief, Programs and Policies Division 

Office of Information Programs and Services 

 

Enclosures:  As stated. 

VERSIGHT 

United States Department of State 

Washington, D. C. 20520 
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The Freedom of Information Act (5 USC 552) 

FOIA Exemptions 

(b )(I) Information specifically authqrized by an executive order to be kept secret in the interest of 
national defense or foreign policy. Executive Order 13526 includes the following 
classification categories: 

l.4(a) Military plans, systems, or operations 
l .4(b) Foreign government infomiation 
l.4(c) Intelligence activities, sources or methods, or cryptology 
1.4(d) Foreign relations or foreign activities of the US, including confidential sources 
l.4(e) Scientific, technological, or economic matters relating to national security, 

including defense against transnational terronsm 
l .4(f) U.S. Government programs for safeguarding nuclear materials or facilities 
l .4(g) Vulnerabilities or capabilities of systems, installations, infrastructures, projects, 

plans, or protection services relating to US national security, including defense 
against transnational terrorism 

l.4(h) _Weapons of mass destruction 

(b )(2) Related solely to the internal personnel rules and practices of an agency 

(b)(3) Specifically exempted from disclosure by statute (other than 5 USC 552), for example: 

ARMSEXP 
CIA PERS/ORG 
EXPORT CONTROL 
FSACT 
INA 
IRAN 

Arms Export Control Act, 50a USC 241 l(c) 
Central Intelligence Agency Act of 1949, 50 USC 403(g) 
Export Administration Act of 1979, 50 USC App. Sec. 241 l(c) 
Foreign Service Act of 1980, 22 USC 4004 • 
Immigration and Nationality Act, 8 USC 1202(£), Sec. 222(£) 
Iran Claims Settlement Act, Public Law 99-99, Sec. 505 

(bX4) Trade secrets and confidential commercial or financial information • 

(b X 5) Interagency or in~agency communications forming part of the deliberative process, 
attorney-client privilege, or attorney work product 

(b X 6) • Personal privacy information 

(bX7) Law enforcement information whose disclosure would: 
(A) interfere with enforcement proceedings 
(B) deprive a person of a fair trial .. 
(C). constitute an unwarranted invasion of personal privacy 
(D) disclose confidential sources 
(E) disclose investigation techniques 
(F) endanger life or physical safety of an individual 

(bX8) Prepared by or for a government agency regulating or supervising financial institutions 

(bX9) Geological and geophysical information and data, including maps, concerning wells 

Other Grounds for Withholding 

NR Material not responsive to a FOIA request excised with the agreement of the requester 

AMlfHCAr--.. 
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Sent: 
To: 
Subject: 
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CHRISTINA TOMLINSON 
Fri, 10 Jan 2020 14:45:47 +0100 
Tomlinson, Christina (USEU) 
Text with Amb & Lucy Sandland 
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From: 
Sent: 
To: 
Subject: 
Attachments: 
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Mark Libby 
Fri, 4 Oct 2019 11:38:17 +0000 
Libby, Mark W (USEU) 
Screenshot 2019-10-04 at 13.38.07 
lmage-1.jpg, ATT0000l.txt 
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,, Orange B 4G 13:38 72% t• 11 

< 2 People> 

P2= Petro Poroshenko 

l(b)(6) I 
Great - tomorrow is set 
(for now). Safe flight! 

Gordon Sandland 

Why would I not go to 

• P2 mtg? 

Kb)(6) 

Nope - all set - the 
times were overlapping 

l(b)(6) I but now are not so all 
set for both. l(b)(6) 

Also was not 100 
percent confirmed and 

~ now it is. So great! 

Sun, Jun 2, 17:31 

• • ·Message 0 
GI • 
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P2= Petro Poroshenko 

Great - tomorrow is set 
1(bJ(

5
JI (for now). Safe flight! 

Gordon Sandland 

Why would I not go to 
• P2 mtg? 

l(b )(6) 

Nope - all set - the 
times were overlapping 
but now are not so all 

l(bJ(6JI set for both. ~bJ(6J I 

Also was not 100 
percent confirmed and 

rb)(5) I now it is. So great! 

Sun, Jun 2, 17:31 

·Message 

72%(-) 1 

4/28/2022 
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Mark W Libby 

l(b )(6) 
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From: 
Sent: 
To: 
Subject: 
Attachments: 
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Mark Libby 
Fri, 4 Oct 2019 11:37:53 +0000 
Libby, Mark W (USEU) 
Screenshot 2019-10-04 at 13.37.43 
lmage-1.jpg, ATT0000l.txt 
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,, Orange B 4G 13:37 74% t• 11 

< 2 People> 

Gordon Sandland 

Yes to Maidan and Poro 
• mtg. P2? 

Kb)(6) 

P2= Petro Poroshenko 

Great - tomorrow is set LJ (for now). Safe flight! 

Gordon Sandland 

Why would I not go to 
• P2 mtg? 

l(b )(6) 

Nope - all set - the 
times were overlapping 
but now are not so all 

~ set for both. rb)(5) I 

'Message 0 
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Gordon Sandland 

Yes to Maidan and Poro 
• mtg. P2? 

l(b )(6) 

P2= Petro Poroshenko 

Great - tomorrow is set 
rb)(5) I (for now). Safe flight! 

Gordon Sandland 

Why would I not go to 
• P2 mtg? 

Henry Haggard 

Nope - all set - the 
times were overlapping 
but now are not so all 

rb)(6) I set for both.1(b)(6) I 

·Message 

GIC9 

74%(-) 1 

4/28/2022 

0 
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Mark W Libby 

j(b )(6) 
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From: 
Sent: 
To: 
Subject: 
Attachments: 
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Mark Libby 
Fri, 4 Oct 2019 11:37:31 +0000 
Libby, Mark W (USEU) 
Screenshot 2019-10-04 at 13.37.09 
lmage-1.jpg, ATT0000l.txt 
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,1 Orange B 4G 13:37 75% t• 11 

< 2 People> 

against. 

3. Anything you want to 
do or have cooking w 

l(b)(G)I other attendees? 

rb)(6)1 

Sir - poro mtg now 
works as Sefcovic-Perry 
moved to 2030 so great 
schedule set for 
tomorrow ( esp if you 
say yes to maidan). 

Sat, May 18, 19:09 

Gordon Sandland 

Yes to Maidan and Poro 
• mtg. P2? 

~b)(6) 

P2= Petro Poroshenko 

·Message 0 
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aga1ns!. 

3. Anything you want to 
do or have cooking w 

rb)(G) I other attendees? 

Sir - poro mtg now 
works as Sefcovic-Perry 
moved to 2030 so great 
schedule set for 
tomorrow ( esp if you LJ say yes to maidan). 

Sat, May 18, 19:09 

Gordon Sandland 

Yes to Maidan and Poro 
• mtg. P2? 

l(b )(6) 

P2= Petro Poroshenko 

·Message 
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75%(-) 1 
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Mark W Libby 
l(b )(6) 
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From: 
Sent: 
To: 
Subject: 
Attachments: 

l(b )(6) rondland-Libby 
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Mark Libby 
Fri, 4 Oct 2019 11:36:46 +0000 
Libby, Mark W (USEU) 
Screenshot 2019-10-04 at 13.36.18 
lmage-1.jpg, ATT0000l.txt 
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,, Orange B 4G 13:36 77% I 11 

< 

l(b)(6) I 

2 People> 

Sat, May 18, 17:44 

Three qs for you: 1. Do 
you want to do maidan 
tour and lay flowers to 
those killed in 2014 on 
maidan square? (b)(5) 

b)(5) 

b)(5) 

2. To join volker-poro 
Meeting Sunday night, 
would mean going late 
to Sefcovic-Perry 
dinner. Would you like 
to go to P2 meetin w 
KV? (b)(5) 

(b)(5) 

'Message 0 
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Sat, May 18, 17:44 

Three qs for you: 1. Do 
you want to do maidan 
tour and lay flowers to 
those killed in 2014 on 
maidan square? ~b)(5) 

l(b)(5) 

2. To join volker-poro 
Meeting Sunday night, 
would mean going late 
to Sefcovic-Perry 
dinner. Would you like 
to go to P2 meeting w 
KV? ~b)(5) I 
~b)(5) I 

·Message 

I 

I 

77%1 )1 

4/28/2022 
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Mark W Libby 

l(b )(6) 
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STATE-19-1207-Q-000018

USEU Press Team 
Christina, !( h) ff;) !You 

Just finished VVIP dinner pies - to be clear, we want to upload as wide a 

FL-2020-00019 A-000004~ion as P~:!JSfj!i<e{!)•tonight lfrnV~OO!~itlftb!!!J'.l!O£UOOli;~28/2022 18 

Yep, I think that sounds right! 

Christina Tomlinson 

They are serving coffee 

Christina Tomlinson 

Breaking up 22,43 

21,37 

!th\(~\ I 
Just sent you the remarks.K§RJis working on the Euronews interview 

Christina Tomlinson 

I have a recording of the politico interview 

Can I send her tomorrow? 
23c11j 

Thanks!! 23,11 

!th \IC\ 

Sure 23c11 

~l'is\j\l~omlinson pv EBSL.3oo4JL..l-'--P-i_c_s._u_k_r=a-in_e_, ~tr~a-n~s~at-la_n~t-ic_r=e-la~t-io_n_s=~~~ ...... 

Jcj meeting 23,13 

21c36 // 

Perfect, processing now 21,37 ✓/ 

On my way 22,42 ,// 

23,09 
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USEU Press Team 

Christina, l(b )(6) 

FL-2020-00019 A-00000445304 

5/19/2019 

"UNCLASSIFIED" 
Christina Tomlinson 

-----·-----

Kurt Volker on Twitter 
"Returning to Kyiv tomorrow as part of delegation headed by 

@SecretaryPerry to represent the U.S. at the ~ inauguration. I look 

twitter.com 

!rb )(6) tan you pis propose something similar today to the Amb? Thanks 

https://twitter.com/specrepukraine/status/1129863664884961282?s=12 

11:39 

Sure. 11:43 

4/28/2022 FL-2020-00019 04/28/2022 19 

Just flagging that I don't think there's two ys in Zelensky - just the twitter 
handle 13:21 

lrh \/~\ 
It's super confusing b/c it's also sometime "iy" but the Dept used "yy" in the 
official congrats. 13:23 

Ah ok, guess it's flexible then Q 
13:24 .,// 

I'm about to send the Amb a Maidan tweet suggestion. Just a photo of him 
laying the wreath. 19:27 
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USEU Press Team 
Christina, l._(,..h..,_)'-"( R..,__,_) _____ _.! You 

FL-2020-00019 A-00000445303 

2/25/2019 

"UNCLASSIFIED" 4/28/2022 FL-2020-00019 04/28/2022 20 

Poland in the EU on Twitter 
"Perm Rep of PL to the EU Andrzej Sades with Amb. Gordon Sondland 

@USAmbEU, Amb. Phil Reeker and RO Deputy PM @AnaBirchall on 

twitter.com 

Just flagging -
https://twitte r.com/plperm repe u/ sta tus/110011462017 238 2 208?s= 12 

20c33 ,// 

Ana Birchall on Twitter 
"#US and #EU joint visit to Odessa. With @gordondsondland, U.S. Ambi!Jssador to the 

European Union, and Ambassador Philip T.Reeker, a good friend of #Romania,. 

twitter.com 

And this one: 
https:/ /twitter.com/an abirc hall/statu s/1100115663 262 281728?s=12 

Yeah. There are a couple. I am being way to cautious, but I would still prefer 
to wait before we "like" anything. Per !fh )(r,) jmessage, I think we should 
wait until morning for likes and retweet s. 20,35 

2/26/2019 

-

U.S. Embassy Kyiv on Twitter 
"Ambassador Yovanovitch welcomes @USAmbEU and EU officials who 

ar~ived together in Odesa as one team in transatlantic sol1darity with 

twitter.com 

Good morning - kyiv's tweet is out - pis retweet with the cleated topper. 
Thank you!!! 

https://twitter.com/usembassykyiv/status/1100272554588192768?s=12 

Ok, perfect! Have a good night! 

06c54 

I can do it in a moment. 07c03 

Done and retweeted from the Mission. 07c06 

20,34 I/ 

2Qc36 -h 

pV1iRSIG1MT 
Thank you 

07c11 
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2/26/2019 

Messages you send to this chat and calls are secured with end-to-end encryption. 

With president poroshenko aboard the ship 12,16 

Vlf RICAN 

@PV~fl§!~J-IT 

Great, thanks! I think we're following embassy Kyiv's lead on anything with 
Poroshenko 
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Ambassador Sondland 
last seen today at 13:33 

FL-2020-00019 A-00000445300 

A~ HI ,A'~ 
,,OVERSIGHT 

2/28/2019 

"UNCLASSIFIED" 
Hi Ambassador, 

4/28/2022 FL-2020-00019 04/28/2022 22 

Sharing some photos Embassy Kyiv captured while you were in Odesa. 

Best, 

!fh \f! 14:32 ,I/ 



STATE-19-1207-Q-000023

' 

,111 Prox,imus 4G • 15:58 @ 39% 

Amb.assador > 

•• 

=-, 1: 

. J - _,, 
~ E. =- -
I= =='J' 

< =- E'E:.. 

./\,,•' = ' I• • 

= 
•' ... ),, 

.. . . :, , . . . 
, ~ . ,. . 

•.;; 1 ·.• ;;:\~$?•' , r /,· - . 
= 

• = 
" 

II 

= 

~ I&±, •• ,,,, 



STATE-19-1207-Q-000024



STATE-19-1207-Q-000025



STATE-19-1207-Q-000026



STATE-19-1207-Q-000027



STATE-19-1207-Q-000028



STATE-19-1207-Q-000029



STATE-19-1207-Q-000030



STATE-19-1207-Q-000031



STATE-19-1207-Q-000032



STATE-19-1207-Q-000033



STATE-19-1207-Q-000034



STATE-19-1207-Q-000035



STATE-19-1207-Q-000036



STATE-19-1207-Q-000037

••• 



STATE-19-1207-Q-000038



STATE-19-1207-Q-000039



STATE-19-1207-Q-000040



STATE-19-1207-Q-000041



STATE-19-1207-Q-000042



STATE-19-1207-Q-000043



STATE-19-1207-Q-000044



STATE-19-1207-Q-000045



STATE-19-1207-Q-000046



STATE-19-1207-Q-000047

(b)(5) 
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irhe team 
stuff out of ou~ offices 
irhurs/F.ri 

tnis weel<. 
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[30/08/2019, 12: 30: 35] l(b)(6) I Messages to this chat and calls 
are now secured with end-to-end encryption. 
[30/08/2019, 12: 30: 35] irhVn) I Hello kb)(6)P May I ask you if your 
Ambassador is in Bru? Our Ambassador is asking. 
[30/08/2019, 12:44:46] b 6 He's not at the movement 
[30/08/2019, 12: 44: 54] (b)(6) *at the moment 
[30/08/2019, 12:45:03] We are ex ecting him next week 
[30/08/2019, 12:46:01] (b)(6) Ok many thanks. Our Ambassador 
will travel to Poland on 2-4 Sept, after that would like to have a short 
meeting. 
[30/08/2019, 12:46:46] l(b)(6) I Let me pass the request and I'll come back to 
you - can you let me know the topic? 
[30/08/2019, 12:47:27] ~(h~)~(h~)-'-r--------' 
[ 3 0/08/2019, 12 : 5 5 : 2 6 J b 6 Got it 

I think about Normandy format. 

[03/09/2019, 16:15:49] (b)(6) hi - coming back to this meeting 
request. I'm sorry but our Ambassador won't be able to meet this week. 
He is involved in the Secretary Pompeo visit all day today and he will be 
travelling outside of Brussels for the rest of the week. 
[03/09/2019, 16:16:29] fo)(6) I FYI i(h)(n) lalso reached out to me regarding a 
request for your Defense Minister to have a phone call with our Ambassador 
- we also had to decline that request for the same reason. 
[03/09/2019, 16:25:29] i(h)(n) I Dearfo)(6)1, many thanks for 
response. Ok, let's planning this meetin on later stage. 
[13/09/2019, 09:34:42] i(b)(6) Hello! How are you? I am here. 
What do you think - it might be possible to organize meeting between our 
Ambassadors in the nearest future? 
[13/09/2019, 09:35:47] Kb)(6) And sorry I missed important 
meeting on September l0~M morning flight from Kyiv delayed till midnight 
[13/09/2019, 10:02:39] b)(6) Oh I'm sorry to hear that! We missed you, but 
I hope you enjoyed your ime at hope. How was your thesis defense? I am 
sure you passed with flying colors! 
[13/09/2019, 10: 03: 28] Kb)(6) I I understand my Ambassador just spoke with 
Mr. Yermak yesterday. I wonder if I could propose for my DCM to meet your 
Ambassador instead? 
[13/09/2019, 10:05:50] i(b)(6) Thanks a lot, ""'i(b"""')_,_(6"-') _____ _, 

l(b )(6) I And I am happy to come back. 
[13/09/2019, 10:06:16] fb)(6) I Ok I will ask my Ambassador about 
this option and timing 
[13/09/2019, 14:03:04] l~(h_)_(n-)--------.1 May be let's planning our 
exchange of views (next week) on some recent developments? Will find 
another opportunities for our Ambassadors. 
[13/09/2019, 18:24:50] i(b)(6) I Sounds good - I will be out of the office 
( travelling to the us for my l(b)(6) I!) 
[13/09/2019, 18:27:05] (b)(6) -l'~o~u-c~a~n-r=e=a~c=n-out to my colleagues b)(6) 

(b)(6) and b)(6) if you 
need anything next week 
[13/09/2019, 18:27:26] l~(b-)-(6-)~I Let's plan to catch up the week of September 
30 
[13/09/2019, 18:27:37] Ir=-'"'-="'-,-----__, Have a nice l(b)(6) 
[13/09/2019, 18:27:44] Thank ou! 

ltrip to home 

[13/09/2019, 18:27:58] ~=~-----~Ok let's do it like this 
[13/09/2019, 18:33:52] "'-=-"-'"-"--'------__,After September 30 we might have 
some interesting details regarding Normandy and UNGA 
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