United States Department of State

Washington, D.C. 20520

April 29, 2022
Case No. FL-2020-00019

Daniel McGrath

American Oversight

1030 15th Street NW, Suite B255
Washington, DC 20005

Dear Mr. McGrath:

As we noted in our letter dated March 15, 2022, we are processing your request for material
under the Freedom of Information Act (“FOIA”), 5 U.S.C. § 552. The Department of State has
identified an additional 65 responsive records subject to the FOIA. We have determined that 37
records may be released in full and 28 records may be released in part. The processing of your
request is ongoing.

An enclosure explains the FOIA exemptions and other grounds for withholding material. Where
we have made redactions, the applicable FOIA exemptions are marked on each document. All
non-exempt material that is reasonably segregable from the exempt material has been released
and is enclosed.

We will keep you informed as your case progresses. If you have any questions, your attorney
may contact Trial Attorney Johnny H. Walker at Johnny.h.walker@usdoj.gov or at (202) 514-
3183. Please refer to the case number, FL-2020-00019, and the civil action number, 19-cv-
03387, in all correspondence about this request.

Sincerely,
//
Jeanne Miller

Chief, Programs and Policies Division
Office of Information Programs and Services

Enclosures: As stated.


mailto:Johnny.h.walker@usdoj.gov

(bX1)

(bX2)
(®X3)

(6X4)
(bX5)

(®X6) '

X7

®X®)
®X9)

The Freedom of Information Act (5 USC 552)

FOIA Exemptions

Information specifically authorized by an executive order to be kept secret in the interest of
national defense or foreign policy. Executive Order 13526 includes the following
classification categories:

1.4(a) Military plans, systems, or operations

1.4(b) Foreign government information

1.4(c) Intelligence activities, sources or methods, or cryptology

1.4(d) Foreign relations or foreign activities of the US,; including confidential sources

1.4(e) Scientific, technological, or economic matters relating to national security,
including defense against transnational terrorism

1.4(f) U.S. Government programs for safeguarding nuclear materials or facilities

1.4(g) Vulnerabilities or capabilities of systems, installations, infrastructures, projects,
plans, or protection services relating to US national security, including defense
against transnational terrorism

1.4(h) Weapons of mass destruction

Related solely to the internal personnel rules and practices of an agency

Specifically exenipted from disclosure by statute‘_(other than 5 USC 552), for example:

ARMSEXP - Arms Export Control Act, 50a USC 2411(c)

CIA PERS/ORG Central Intelligence Agency Act of 1949, 50 USC 403(g)
EXPORT CONTROL Export Administration Act of 1979, 50 USC App. Sec. 2411(c)
FS ACT Foreign Service Act of 1980, 22 USC 4004

INA : Immigration and Nationality Act, 8 USC 1202(f), Sec. 222(f)
IRAN ' Iran Claims Settlement Act, Public Law 99-99, Sec. 505 '

Trade secrets and confi dential commercial or financial information

Interagency or intra-agency communications forming part of the deliberative process,
attorney-client privilege, or attorney work product

Personal privacy information

Law enforcement information whose disclosure would:
(A) interfere with enforcement proceedings
(B) deprive a person of a fair trial
(C) constitufe an unwarranted invasion of personal privacy
(D) disclose confidential sources
(E) disclose investigation techniques
(F) endanger life or physical safety of an individual

Prepared by or for a government agency regulating or supervising financial institutions

Geological and geophysical information and data, including maps, conceming wells
Other Grounds for Withholding

Material not responsive to a FOIA request excised with the agreement of the requester
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From: Mark Libby

Sent: Fri, 4 Oct 2019 11:38:17 +0000

To: Libby, Mark W (USEU)

Subject: Screenshot 2019-10-04 at 13.38.07
Attachments: Image-1.jpg, ATTO0001.txt

STATE-19-1207-Q-000002
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s’ Orange B 4G 13:38 72% @l )

2 People >

P2= Petro Poroshenko

Great - tomorrow is set
(for now). Safe flight!

Gordon Sondland

Why would | not go to

(b)(6) |

Nope - all set - the
times were overlapping
but now are not so all

set for both. (b))

Also was not 100
percent confirmed and
now it is. So great!

Sun, Jun 2, 17:31

O M A) O
+t OO O -

STATE-19-1207-Q-000003
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P2= Petro Poroshenko

Great - tomorrow is set
P)X®)1 (for now). Safe flight!

Gordon Sondland

Why would | not go to
P2 mtg?

(b)(6) |

Nope - all set - the

times were overlapping

but now are not so all
(0)6)|  set for both. [b)6)

Also was not 100
percent confirmed and
()€ | now it is. So great!

Sun, Jun 2, 17:31
O ) O
# O DOV -
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Mark W Libby

(b)(6)

STATE-19-1207-Q-000005
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From: Mark Libby

Sent: Fri, 4 Oct 2019 11:37:53 +0000

To: Libby, Mark W (USEU)

Subject: Screenshot 2019-10-04 at 13.37.43
Attachments: Image-1.jpg, ATTO0001.txt

STATE-19-1207-Q-000006
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4 2 People >

aL; rvlc:y T, T F

Gordon Sondland

Yes to Maidan and Poro
@ mtg. P2?

[(0)(6) |
P2= Petro Poroshenko

Great - tomorrow is set
(for now). Safe flight!

Gordon Sondland

Why would | not go to

@ P2 mtg?
[(b)(6) |
Nope - all set - the

times were overlapping
but now are not so all

(b)(6) set for both. (P)©)

oA o
+t OO O -

STATE-19-1207-Q-000007
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TaLaviay Tw; T

Gordon Sondland

Yes to Maidan and Poro
mtg. P2?

[(b)(6) |
P2= Petro Poroshenko

Great - tomorrow is set
()O) | (for now). Safe flight!

Gordon Sondland

Why would | not go to
P2 mtg?

Henry Haggara

Nope - all set - the

times were overlapping

but now are not so all
(b)6)| set for both. [P)6)

O A O
# O DOO -
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Mark W Libby

(b)(6)

STATE-19-1207-Q-000009



FL-2020-00019 A-00000445313 "UNCLASSIFIED" 4/28/2022 FL-2020-00019 04/28/2022 10

From: Mark Libby

Sent: Fri, 4 Oct 2019 11:37:31 +0000

To: Libby, Mark W (USEU)

Subject: Screenshot 2019-10-04 at 13.37.09
Attachments: Image-1.jpg, ATTO0001.txt

STATE-19-1207-Q-000010
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Mark W Libby

(b)(6)

STATE-19-1207-Q-000013
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From: Mark Libby

Sent: Fri, 4 Oct 2019 11:36:46 +0000

To: Libby, Mark W (USEU)

Subject: Screenshot 2019-10-04 at 13.36.18
Attachments: Image-1.jpg, ATTO0001.txt

(b)(6) Pondland-Libby

STATE-19-1207-Q-000014
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w Orange B 4G 13:36 77% @)

£ 2 People >
-

Sat, May 18, 17:44

(b)(6)

Three gs for you: 1. Do
you want to do maidan
tour and lay flowers to
those killed in 2014 on
maidan square? [®®)
(b)(5)

(b)(6) 1([3)(5)

2. To join volker-poro
Meeting Sunday night,
would mean going late
to Sefcovic-Perry
dinner. Would you like
to go to P2 meeting w
KV? [(P)O)

oM~ o
*+ OO O -

STATE-19-1207-Q-000015
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Sat, May 18, 1/:44
(b)) |

Three gs for you: 1. Do
you want to do maidan
tour and lay flowers to
those killed in 2014 on
maidan square? (b)®)
(b)(5)

2. To join volker-poro
Meeting Sunday night,
would mean going late
to Sefcovic-Perry
dinner. Would you like
to go to P2 meeting w
KVv? 05
(b)(5)

O A) 0O

%
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Mark W Libby

[b)(6)

STATE-19-1207-Q-000017



USEU Press Team a »
Christina, |(h\(ﬁ\ You N

Just finished VVIP dinner pics - to be clear, we want to upload as wide a

FL-2020-00019  A-0000044550dion as popsthl assifien tonight ipashape witrthegabayorfisei2s/2022 18

ey |
Yep, | think that sounds right!

Perfect, processing now

They are serving coffee

On my way

Breaking up

|{h‘.i’R‘. |

Just sent you the remarks. (b)( is working on the Euronews interview

| have a recording of the politico interview
Can | send her tomorrow?

Thanks!!

PSR YA =AY

Sure

Key topics: dinner, topics, Ukraine, transatlantic relations STATE-19-1207-Q-000018

Jej meeting



USEU Press Team

Q (&
Christina, (b](s] IYcu )
5/19/2019
FL-2020-00019 A-00000445304 "UNCLASSIFIED" 4/28/2022 FL-2020-00019 04/28/2022 19
= Kurt Volker on Twitter

“Returning to Kyiv tomorrow as part of delegation headed by

> it the U.S. at the ™ inauguration. | look

twitter.com

. - ”
(b](ﬁ] an you pls propose something similar today to the Amb? Thanks

ntt

pecrepukraine/status/11298

[evey |
Sure.
Just flagging that | don't think there's two ys in Zelensky - just the twitter
handle 13:21
T |

It's super confusing b/c it's also sometime “iy" but the Dept used "yy" in the
official congrats.

Ah ok, guess it's flexible then &3

[y |

I'm about to send the Amb a Maidan tweet suggestion. Just a photo of him
laying the wreath.

STATE-19-1207-Q-000019

Great idea
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Christing, [ H (&) You “ G

2/25/2019
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Poland in the EU on Twitter
“Perm Rep of PL to the EU Andrze| Sados with Amb: Gordon Sondland
@USAmMmbEU, Amb. Phil Reeker and RO Deputy PM @AnaBirchall on

FL-2020-00019  A-00000445303

twitter.com

Just flagging -

tps:/ ftwitter.c

Ana Birchall on Twitter
“#US and #EU joint visit to Odessa. With @gordondsondland, U.S. Ambassador to the
European Union, and Ambassador Philip T.Reeker, a good friend of #Romania™

twitter.com

And this one:

ps:{{twitter.com/anabirchall/stat

[(hY /) |

Yeah. There are a couple. | am being way to cautious, but | would still prefer

to wait before we "like” anything. Per (h\(R) |nessage, | think we should

wait until morning for likes and retweeTs.

Ok, perfect! Have a good night!

2{26{2018

[ -] : U.S. Embassy Kyiv on Twitter

ch welcomes @USAmbEU and EU off

“ATT ador Yov.

| arrived together in Odesa as one team in transatlantic

twitter.com

Good morning - kyiv's tweet is out - pls retweet with the cleated topper.
Thank you!!!

[(hY(R)

I candoitin a moment.

Done and retweeted from the Mission.

STATE-19-1207-Q-000020

Thank you &5

es



last seen today at 12119
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2{26/2018

Messages you send to this chat and calls are secured with end-to-end encryption.

Great, thanks! | think we're following embassy Kyiv's lead on anything with
Poroshenko

STATE-19-1207-Q-000021



Ambassador Sondland
last seen today at 13:33
2/28/2019
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Hi Ambassador,
Sharing some photos Embassy Kyiv captured while you were in Odesa.

Best,
=AY 14:32




atll Proximus 4G

<

Ambassador >

and added the handles

Great bilateral meeting

between President

@ZelenskyyUa and @VP Pence

yesterday. With

@SecretaryPerry and the

outstandlng Ukraine team. We
Ukraine

Happy to post if this works for
you

Delivered



al Orange B 9

{®

Great news! Thanks

Fri, Oct 4, 18:56

Sun, Oct 13, 11:02

Hi, pls call me. Thx

Mon, Oct 28, 18:57




al Orange B

{@

21:22

Yes please keep me
posted and let me know

anytime what i can do to
help

Great news! Thanks

o [ A)
e @ S‘Pay




wl Orange B 9 21:22

1 Gordon >

Will let you know
how things develop
overnight.




«al Orange B &

THE UNITED STATES

DEPARTMENT
o JUSTICE

Attorney General
William P. Barr Invites
Romanian Minister...

justice.gov

Text Message
Mon, Aug 26, 19:06

Missed call:

This person/number
called at 18:31 on 26
Aug but left no
message.

iMessage
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{®

21:22

Gordon >

Sun, Aug 25, 18:45

Viorica wants Luminita
involved in my details.

Mon, Aug 26, 16:16

THE UNITED STATES

DEPARTMENT
o TUSTICE
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{@ Gordon >

All good

m @) (iMessage @
O ~» @ =




21:22

«al Orange B &

(. Gordon >

Thu, Aug 22, 20:32

I’'m good

Text Message
Fri, Aug 23, 16:58

Missedcall .
This person/number
called at 16:38 on 23
Aug but left no
message.

iMessage

o /NG
O D ¢




Thu, Aug 22, 20:32

)
m @) QMessage

® D ~




ol Orange B "‘:?

21:21
- e

Ok. | will have a ton of
.'-'_;Iuggage ‘Have |
‘send a second car for
‘the bags and I will
‘depart the airpcrt“’"" .
immediately upon
landing for the Am:go If
‘there are specific areas
of interest for Shelby,
‘have someone give me
i_{'some paper Thanks




«l Orange B &

<@

On the phone w Volker

Sun, Aug 11, 16:57

Call

Sun, Aug 11, 19:31

Is the Shelby codel still
coming in first thing Tue
am?

Ok. | will have a ton of
hinaane Have b)(6)

Qo . i)
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{@ Gordon >

Tue, Aug 6, 20:13

Fri, Aug 9, 18:31
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21:21

Yea

Sat, Jun 22, 15:47

Any Update. Did we get
him?
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<. Gordon >

21: 21 o )

Wed, Jun 12, 18:01

Sent as Text Message

Just landed

Sure

Sat, Jun 22, 10:21

Yea

Q @) \IMessage @
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Sun, Jun 9, 15:02

Call

Tue, Jun 11, 10:20

Wed, Jun 12, 18:01

B O (ives
@ o

age
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<

Gordon >

iMessage
Thu, May 30, 15:26

What was my call to
Tajani about?

m @) <|Message w\%
O®E ~ @




«l Orange B 9

Try again sorry

Text Message

2 missed calls:

This person/number last
called at 18:39 on 24
May but left no
message.

iMessage
Thu, May 30, 15:26

What was my call to
Tajani about?

B O (vesoe @
e
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<®

Tue, May 14, 18:49

Text Message
Fri, May 24, 18:09

2 missed calls:

This person/number last
called at 14:31 on 24
May but left no
message.

iMessage

Try again sorry
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{@ Gordon >

Mon, May 13, 18:26

And..?

a @) QMessage | @W
O ~» @
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{&® Gordon >

SUrl, Viay 1Z, Z1- 15

Stick with S

B O
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<@

SETNIL dS TTAL IVITOOdYT

Thu, May 9, 12:15

Yes. Release only when
approved by the family.

Sent as Text Message

Sun, May 12, 21:14
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@ Gordon >
L - .

Please have a statement
drafted for the entire
Mission in my name.
Very sad.

Sent as Text Message

Thu, May 9, 12:15
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<

Gordon >

Thu, May 9, 10:36




«al Orange B &

<¢

Gordon >

Sun, May 5, 08:24

| am on a call and will
call you back.

Thu, May 9, 10:36
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<. Gordon >

DU T Ev, o T

Give me a call

Wed, Apr 24, 16:10

Pls call

Tue, Apr 30, 08:29

Pulling up

Fri, May 3, 20:27

(A ) (iMessage @
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{@® Gordon >

Mon, Apr 8, 12:23

Sent as Text Message

| will go

Thu, Apr 11, 09:05
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<

Gordon >

Great. Sounds like reno
is moving finally

Mon, Apr 8, 12:23

m @) (}Message @}
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{® Gordon >

When is S coming to
NATO?

Ok

Sat, Mar 30, 17:39
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{@® Gordon >

Sent as Text Message

Text Message

iMessage
Wed, Mar 20, 18:10

m @) (fMessage @
O D @ wpay . @
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{® Gordon >

iMessage
Thu, Feb 28, 18:27

On way. A bit late

Sat, Mar 2, 13:14

| have and | dont




ul OrangeB ¥ 21:18

__ __:ﬁ'_fi_t‘_:‘-drdon >

st05893-ad01.en19.pdf

Text Message
Mon, Feb 11, 19:32

2 missed calls:

This person/number last
called at 16:28 on 11
Feb but left no
message.

iMessage
Wed, Feb 13, 07:07

From Luminita:

PCY RO reached a

O I A)
0D D ~

66% @@ )




ol Orange B & 2118

(. | GQ"F?'_on b

Mon, Feb 11, 12:21

Luminita Odob... . >

Beyond the moon

i




al Orange B 9

{® Gordon >

Thu, Feb 7, 21:24

_ Ana Birchall .

‘She just got 'h’é’r‘ "
‘clearanceandis
“heading over but good
idea to get someone
from state over asap to
_5.'3help and soothe

eie
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21:18

1 Gordon >

You can reach the Ven.
opposition leaders
through their contact
person still today

(b)(6)

Asesora Internacional
(b)(6)

They are tomorrow in
Brussels. You may call
her.

F. Sucre - president of
the Foreign Af. Com. -
from Caracas

and A. Ledezma ex
mayor, premio Sacharov.
Have a nice evening

(b)

We are working it now.




1 ": nﬁ@Prximus 4G 11:15

< Gordon Sondland

last seen today at 1058

Thu, 30 May

Ask for pics from WH for
the Ukraine delgation
briefing of Potus.

Any further thoughts on
6/4 press?

| have made a second
request to the WH for the

photos.

On the press | can give you

a fuller sketch tomorrow
morning in the office, but In
summary—we have 20
journalists coming as

guests incl WP, NYT, WS @
Reuters pOll'[lCO and

O m -\Oj
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Y hPAIHA

I:350 poo

e T g e T

STATE-19-1207-Q-000064
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[30/08/2019, 12:30:35] kbﬂﬁ] |Messages to this chat and calls
are now secured with end-to-end encryption.
[30/08/2019, 12:30:35] [(h\(A) | Hello|b)(B)|! May I ask you if your

Ambassador is in Bru? Our Ambassador is asking.

[30/08/2019, 12:44:46] [(b)(6} He’s not at the movement
[30/08/2019, 12:44:54] |(b)(6)| *at the moment

[30/08/2019, 12:45:03] |(b)YB) |We are expecting him next week

[30/08/2019, 12:46:017 |(b)}6) I Ok many thanks. Our Ambassador
will travel to Poland on 2-4 Sept, after that would like to have a short
meeting.

[30/08/2019, 12:46:46] |(b)(6) | Let me pass the request and I'1ll come back to
you - can you let me know the topic?

[30/08/2019, 12:47:271 lihvWA) | I think about Normandy format.
[30/08/2019, 12:55:26] |(b)(6) | Got it

[03/09/2019, 16:15:49] [(b)(6) |hi - coming back to this meeting
request. I'm sorry but our Ambassador won’t be able to meet this week.

He is involved in the Secretary Pompeo visit all day today and he will be

travelling ocutside of Brussels for the rest of the week.

[03/09/2019, 16:16:29][p)®) | FYI [(h\(6) |also reached out to me regarding a

request for your Defense Minister to have a phone call with our Ambassador
- we also had to decline that request for the same reason.

[03/09/2019, 16:25:29] [(h\(R) | Dear b)), many thanks for
response. Ok, let’s planning this meetin on later stage.
[13/09/2019, 09:34:42] |(b)(6) | Hello! How are you? I am here.

What do you think - it might be possible to organize meeting between our
Ambassadors in the nearest future?

[13/09/2019, 09:35:47] {b)(6) | And sorry I missed important
meeting on September 10. My morning flight from Kyiv delayed till midnight
[13/09/2019, 10:02:39] (bXB) Oh I'm sorry to hear that! We missed you, but
I hope you enjoyed your time at hope. How was your thesis defense? I am
sure you passed with flying colors!

[13/09/2019, 10:03:28]|b)(6) | I understand my Ambassador just spoke with
Mr. Yermak yesterday. I wonder if I could propose for my DCM to meet your
Ambassador instead?

[13/09/2019, 10:05:50] [(bY(6) | Thanks a lot, |(b)(6) |
[(b)(6) | And I am happy to come back.

[13/09/2019, 10:06:161 {b)(6) | Ok T will ask my Ambassador about
this option and timing

[13/09/2019, 14:03:04] [(h\(B) | May be let’s planning our

exchange of views (next week) on some recent developments? Will find
another opportunities for our Ambassadors.
[13/09/2019, 18:24:50]“b”6] |Sounds good - I will be out of the office

(travelling to the us for mykaﬁ) F}
[13/09/2019, 18:27:05] [(p)(6)] You cam Teach out to my colleagues[b)6) |
[(b)(6) and [(b)(6) [T you

need anything next week
[13/09/2019, 18:27:26] (b)(6) | Let’s plan to catch up the week of September

30

[13/09/2019, 18:27:37] |b]{6] | Have a nice _b 6 trip to home
[13/09/2019, 18:27:44] |(b)(6) ]| Thank you! (b)(6)

[13/09/2019, 18:27:58]1 |[b)6) | Ok let’s do it like this
[13/09/2019, 18:33:52] MDWG] |After September 30 we might have

some interesting details regarding Normandy and UNGA

STATE-19-1207-Q-000076





