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American Oversight
1030 15th Street, NW
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Washington, DC 20005

RE: ICE FOIA Case Number 2020-ICFO-36906
        
Dear Mr. Evers:

This letter is the final response to your Freedom of Information Act (FOIA) request to U.S. 
Immigration and Customs Enforcement (ICE), dated April 28, 2020.  You have requested 
various records pertaining to Clearview AI, Inc. which will assist in shedding light on whether 
and to what extent the technology is used (see request for details). ICE has considered your 
request under the FOIA, 5 U.S.C. § 552.

A search of the ICE Office of Enforcement & Removal Operations (ERO) and the ICE Office of 
Acquisition Management (OAQ) produced no documents. However, a search of the ICE Office 
of the Chief Information Officer (OCIO) and the ICE Office of Homeland Security 
Investigations (HSI) for records responsive to your request produced 56 pages that are 
responsive to your request. Portions of the 56 pages will be withheld pursuant to Exemptions of 
the FOIA as described below. 

In addition to the response, the ICE Office of Homeland Security Investigations (HSI) had 
provided the following response. 

“Please note that the FOIA does not require agencies to create records or information to 
respond to requests under the FOIA.  Therefore, this information is reflective of a snapshot 
in time and of the information that is maintained in the system(s) of records from which it 
was generated and may not be completely reflective of the program/area, etc. about which 
information was requested”

ICE has applied FOIA Exemptions to protect from disclosure 

FOIA Exemption 4 protects trade secrets and commercial or financial information obtained 
from a person that is privileged or confidential.  The courts have held that this subsection 
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protects (a) confidential commercial information, the disclosure of which is likely to cause 
substantial harm to the competitive position of the person who submitted the information and (b) 
information that was voluntarily submitted to the government if it is the kind of information that 
the provider would not customarily make available to the public.  I have reviewed the responsive 
documents, the submitter’s objections to release, and relevant case law, and I have determined 
that portions of the responsive records are exempt from disclosure under subsection (b)(4) of the 
FOIA and must be withheld in order to protect the submitter’s proprietary interests.

ICE has applied FOIA Exemptions 6 and 7(C) to protect from disclosure the names, dates of 
birth and identification numbers of DHS employees and third-party individuals contained within 
the documents.

FOIA Exemption 6 exempts from disclosure personnel or medical files and similar files the 
release of which would cause a clearly unwarranted invasion of personal privacy.  This requires a 
balancing of the public’s right to disclosure against the individual’s right to privacy.  The privacy 
interests of the individuals in the records you have requested outweigh any minimal public 
interest in disclosure of the information.  Any private interest you may have in that information 
does not factor into the aforementioned balancing test.

FOIA Exemption 7(C) protects records or information compiled for law enforcement purposes 
that could reasonably be expected to constitute an unwarranted invasion of personal privacy.  
This exemption takes particular note of the strong interests of individuals, whether they are 
suspects, witnesses, or investigators, in not being unwarrantably associated with alleged criminal 
activity.  That interest extends to persons who are not only the subjects of the investigation, but 
those who may have their privacy invaded by having their identities and information about them 
revealed in connection with an investigation.  Based upon the traditional recognition of strong 
privacy interest in law enforcement records, categorical withholding of information that 
identifies third parties in law enforcement records is ordinarily appropriate.  As such, ICE has 
determined that the privacy interest in the identities of individuals in the records you have 
requested clearly outweigh any minimal public interest in disclosure of the information.  Please 
note that any private interest you may have in that information does not factor into this 
determination.

ICE has applied FOIA Exemption 7(E) to protect from disclosure internal agency case numbers 
and internal agency URLs contained within the documents.

FOIA Exemption 7(E) protects records compiled for law enforcement purposes, the release of 
which would disclose techniques and/or procedures for law enforcement investigations or 
prosecutions or would disclose guidelines for law enforcement investigations or prosecutions if 
such disclosure could reasonably be expected to risk circumvention of the law.  ICE has 
determined that disclosure of certain law enforcement sensitive information contained within the 
responsive records could reasonably be expected to risk circumvention of the law.  Additionally, 
the techniques and procedures at issue are not well known to the public.

You have a right to appeal the above withholding determination.  Should you wish to do so, you 
must send your appeal and a copy of this letter, within 90 days of the date of this letter following 
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the procedures outlined in the DHS FOIA regulations at 6 C.F.R. Part 5 § 5.8. You may submit 
your appeal electronically at GILDFOIAAppeals@ice.dhs.gov or via regular mail to:

U.S. Immigration and Customs Enforcement
Office of the Principal Legal Advisor
U.S. Department of Homeland Security
500 12th Street, S.W., Mail Stop 5900 
Washington, D.C. 20536-5900

Your envelope and letter should be marked “FOIA Appeal.”  Copies of the FOIA and DHS 
regulations are available at www.dhs.gov/foia.

Provisions of FOIA allow DHS to charge for processing fees, up to $25, unless you seek a 
waiver of fees.  In this instance, because the cost is below the $25 minimum, there is no charge.  

If you need any further assistance or would like to discuss any aspect of your request, please 
contact the FOIA office and refer to FOIA case number 2020-ICFO-36906. You may send an e-
mail to ice-foia@ice.dhs.gov, call toll free (866) 633-1182, or you may contact our FOIA Public 
Liaison, Marcus Francis, in the same manner.  Additionally, you have a right to right to seek 
dispute resolution services from the Office of Government Information Services (OGIS) which 
mediates disputes between FOIA requesters and Federal agencies as a non-exclusive alternative 
to litigation.  If you are requesting access to your own records (which is considered a Privacy Act 
request), you should know that OGIS does not have the authority to handle requests made under 
the Privacy Act of 1974.  You may contact OGIS as follows:  Office of Government Information 
Services, National Archives and Records Administration, 8601 Adelphi Road-OGIS, College 
Park, Maryland 20740-6001, e-mail at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-
877-684-6448; or facsimile at 202-741-5769.

Sincerely,

Angela M. Flores

Supervisory Paralegal Specialist

Enclosure(s): 56 pages
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OEPARTME.NT OF HOMELAND SECURITY 
Stage: PCard Holder Review PURCHASE CARD TRANSACTION WORKSHEET Status: Pending Approval 

1. Name of 2. Cardholder 3. Cardholder Email Address: 4. 5. Program/Office: 
~ardholder: Phone Number: (b)(6); (b)(7)(C) !component: Homeland Security 
(b)(6); (b)(7)(C) (b)(6); (b)(7)(C) ICE Investigations I 

Investigative Programs 

6. Requestor 7. Requestor 8. Date of Request: 9. Document ID Number: 
!Name: Phone Number: 09/03/2019 Clearview AI SEP19 
b)(6); (b)(7)(C) (b)(6); (b)(7)(C) 

10. Ship To Address: 11. City: 12. State: 13. Zip Code: 
11320 Random Hills Rd, Ste Fairfax lvirginia 22030 
400 
14. Vendor Name: 15. Vendor POC: 16. Vendor Phone Number: 
::::1earview AI b)(6); (b)(7)(C) I (b)(6); (b)(7)(C) I 
17. Vendor Address: 18. City: 19. State: 20. Zip Code: 
15 West 72nd St. - Suite New York INew York 10023 
23-S 
21. Detailed Justification for Purchase: 
Clearview AI produces software that runs a facial recognition algorithm against a large data set 
Mhich has been compiled by Clearview AI. This software allows HSI to input an unknown face. into 
the program and the product will find images in the compiled data set that match the face.1 
Recently, Vh\17\11=\ I 

h\/7\/1=\ '"h\f7\/I=\ I 

hl/7111=\ I 

b)(7)(E) I 
/h\/7\/F\ jKb)(7)(E) I 
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~ 

22.Item 23.Item 2'4 .'St'6~ ' •. ,u ,, rff:tntit! '~f'' t·•~7:~~t!''1:ICUTOT ~un 29.Date 
I Description Number 

25.Qu&ntity Issue Price 28. Subtotal.a Received 

3 Clearview AI """ 11..L ,cr~11se ,.. l"V' K 1111) {t' (b )(7)(E) 
l 

licenses 
N/A 1 per 3 

ACCS 30. Accounting Data: 1 VI ..... 111•7~·•1 ,., • ., ., .. ,.,u.>c ,,.,,u5r~ "''J'f• 

SOR 31/ MDL 18 - I { ,.,.,. Cl J lo (b)(6); (b)(7)(C) 
31. Purchase Log IO: ~u Iµ~~ 11~-,,-1~ L-

_/2 l~b)(7)(E)" I 
33. TO REQUIRED SOURCES/"~ SUPPLIES for SE 

OED 

1. Agency 
1

,b)(6); (b)(7)(C) Jfl:! l. IT 
4. Ability One 5. OGC-Awards 

Inventories Request 

2. Excess from 5. Wholesale 
2. Commercial 

2. 6. Accountable 

other agencies Supply Sources Printing Property 
_J 

3. Federal Prison 
6. Commercial 

3. 
7. Other 

Industries Branding 

4. Legal 

34. FUNDS VERIFICATION OFFICIAL INFORMATION Not.e: At. tach all documents BEFORE signing 

Printed FUnding Official Name and Phone Number: !Title: isIGNATURE: 
(b)(6); (b)(7)(C) 

ate: 
!Approved and digitally signed by: (b)(6); (b)(7)(C) / Management & b9/03/2019 
(b)(6); (b)(7)(C) l Program Analyst 

35. APPROVING OFFICIAl./ALTERNATE APPROVING OFFICIAL INFORMATION 
Printed Approving Official Name and lsIGNATURE: 
!Title: Phone Number: Oat.e: Annroved and digitally signed by: 
b)(6); (b)(7)(C) 11 Unit Chief 

09/03/2019 
(b)(6); (b)(7)(C) I 

36. PURCHASE CARD HOLDER INFORMATION 
~ard Holder Signature: ll>ate of Purchase: lAMc>UNT PAID: 
37. 111.L THE ABOVE ITEMS HAVE BEEN RECEIVED ANO ACCEPTED (Third Part.y- Cannoc be Che cardholder or the 
~pproving official) . . 

P~r~b _____ ~_T ________ ___.,2~a~2a=-=IC=E~0=-~36=9~G~G~a~1 _________ __, 9/3/2019 
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Homeland Security Investigations (HSI) is the investigative arm of U.S. Immigration and 
Customs Enforcement (ICE) and is focused on countering domestic and transnational crimes. In 
the course of its investigations, HSI routinely encounters digital images of potential victims or 
individuals suspected of crimes but cannot connect those images to identifiable information 
through existing investigative means and methods. HSI, therefore, submits those images to 
government agencies and commercial vendors to compare against their digital image galleries via 
facial recognition processes. The agencies and vendors query their databases for potential matches 
and return lists of potential candidate matches that HSI can use to produce investigative leads. HSI 
is conducting this Privacy Impact Assessment (PIA) because the use of these facial recognition 
services (FRS) requires the collection, maintenance, and use of personally identifiable information 
(PII). 

Introduction 

Facial Recognition Technology 

Developments in machine learning, artificial intelligence (Al), and cloud technologies have 
drastically increased the speed and efficiency at which large volumes of data can be processed. 
These developments have enabled advances in face-based biometric identification called facial 
recognition. Facial recognition technology uses an AI algorithm to analyze human faces captured 
in photo or video footage. The facial recognition Al identifies facial landmarks such as eyes, bone 
structure, lips, nose, and mouth to generate a facial measurement, and compares the generated 
measurement to those already in the database to search for a potential match. 

Facial recognition tools improve by training the AI through a process called machine 
learning. Facial recognition developers create a program that recognizes landmarks within a face, 
such as the tip of a nose or the center of an eye, and then calculates the distances between those 
landmarks. The program saves these calculations in a template, which is represented as a sequence 
of characters and numbers. Each template is unique to the program that created it and cannot be 
reverse engineered to re-create the submitted image. During the training process, the facial 
recognition program will compare each template to a set of training images annotated by the AI' s 
developers. The program makes a hypothesis about the similarities between the two images, and 
the developers then confirm whether the hypothesis was conect. Through this process, the AI 
gradually learns what makes two images similar or different from each other. As noted in the 
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Accuracy Rates section below, there are widely accepted scientific processes to confirm that a 
facial recognition program is functioning reliably and accurately. 1 

When developers have determined an AI has consistently and successfully matched 
images, it can then be used to compare a submitted image to images on file. The facial recognition 
technology can be used to verify that an individual in a submitted image is the same individual 
depicted in a facial verification (a 1: 1 match), image comparison (2-photo submission) or to 
identify an unknown individual by querying an entire gallery of images in a database to find an 
image similar to a submitted image (1:many match or identify candidates). Facial recognition 
algorithms are developed for particular uses by their developers and an algorithm's accuracy, 
functionality, or use cases will be highly contextual. For example, some facial recognition 
technologies are used in mobile phones and cameras to detect faces in a photograph but are not 
accurate enough to identify an individual. Similarly, a facial recognition technology employed by 
a phone manufacturer may be accurate enough to provide access to that phone but would not be 
reliably accurate to use in a law enforcement context. 

As with any AI application, the accuracy of a facial recogmuon algorithm directly 
correlates with the breadth and quality of the data on which it is trained. Contextual factors may 
include the demographic of the population, camera quality, the rate of throughput, lighting, 
distance, and size of the database, as well as other factors. 

Facial recognition algorithms must be trained with a diverse population of images to 
minimize misidentifications across all demographics of the population (e.g., age, gender, race). If 
developers have a large and diverse pool of training data, these programs are then more likely to 
create accurate hypotheses across races, ethnicities, and ages.2 

Additionally, as a comparison tool, facial recognition operates with greater accuracy when 
there are fewer variables between pictures. This often requires ensuring that lighting conditions in 
the submitted image are similar to those in which the compared images were taken. Additionally, 
angles or distances between a subject and a camera should be similar. "Constraining" an image 
reduces variables by requiring that similar poses, expressions, lighting, and distances be adopted 
across images. Common examples of constrained images are mugshots and visa photographs. 
Photographs that are unconstrained, or taken "in the wild," such as images derived from 
surveillance activities or pulled from social media, are at a greater risk for inaccurate matches.3 

Moreover, facial expressions, aging, and the obscuration of an individual's face by glasses, 
hats, and facial hair can further reduce the effectiveness of facial recognition. For this reason, the 

1 For more information see https://fiswg.org/index.htm. 
2 For more information see NIST, "Face Recognition Vendor Test (FRVT) Part 3: Demographic Effects" (Dec. 
2019) available at https://nvlpubs.nist.gov/nistpubs/ir/20 l 9/NIST.lR.8280.pdf. 
3 For more information see NIST, "Ongoing Face Recognition Vendor Test (FRVT) Part 2: Identification" pg. 5. 
(Nov 2018) available at https://nvlpubs.nist.gov/nistpubs/ir/2018/NIST.IR.8238.pdf. 
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effectiveness of using facial recognition on an unconstrained image may vary based on seasonality 
(e.g., lower light levels and more individuals wearing hats or scarves in winter) or regional and 
cultural norms. Recognizing this factor, some FRSs have worked to create specialized algorithms 
that perform better on unconstrained facial images. While tending to be significantly slower and 
requiring computational resources than algorithmic models focused on constrained facial images, 
these FRSs provide greater accuracy when comparing unconstrained images. 

Accuracy Rates 

Accuracy rates are measures of the algorithms' efficacy by either the AI developers or an 
outside validator, such as the National Institute for Science and Technology (NIST). Accuracy 
rates are measured by how often the AI made the wrong hypothesis. An algorithm can be wrong 
in one of two ways: either guessing that images of two different individuals are the same person 
(false positive or false match) or guessing that two images of the same individual were not the 
same person (false negative or false non-match). While false non-match rates lower the efficacy 
of a facial recognition technology for HSI investigations, an algorithm's false-match rate has the 
greatest impact on individual privacy. ICE is working with the DHS Directorate of Science and 
Technology (S&T) on establishing an image quality capture standard to ensure consistency in data 
definition and accuracy for its use of facial recognition services. 

Similarity Scores/Confidence Levels 

A similarity score, sometimes known as confidence level, is a measure by the algorithm 
for how alike two compared images may be. A similarity score is different than an accuracy rate. 
Similarity scores are the statistical probability determined by the algorithm that an individual in a 
returned image is the same individual as the one in a submitted photo.4 Similarity scores can be 
used as a threshold and are adjustable by a user. Setting a low similarity score threshold allows the 
algorithm to return larger sets of images from its gallery but increases the number of individuals 
who are likely not matches to the submitted image. For example, a similarity score set at a 
threshold of 85 will return all images that have an 85% or greater likelihood to be the same 
individual as one whose image has been submitted for identification. The algorithm generates a 
list of potential candidates, one of whom may match the submitted image. The user reviews the 
candidate list to determine if there is a successful match. In instances where a technology returns 
a list of candidates instead of an individual the facial recognition technology will always have a 
100% error rate (deemed a false match rate), in that it will always return individuals who are not 
the individual depicted in the submitted image. The larger candidate lists, however, reduce 
disparate impacts of inaccuracy in the technology since it becomes more likely the correct 

4 McLaughlin, Michael & Castro, Daniel, "The Critics Were Wrong: NIST Data Shows the Best Facial Recognition 
Algorithms Are Neither Racist Nor Sexist" (Jan 2020) available at https://itif.org/sites/default/files/2020-best-facial­
recognition.pdf. 
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individual is in a return and reduces the persuasiveness of an algorithmic return by showing 
multiple individuals that may share different biometric traits.5 For example, an individual may 
share the same eye features with one individual, but the same nose landmarks as a different 
individual. As candidate list sizes grow, so does the amount of shared biometric traits across the 
retmn. The candidate list then becomes less certain. Candidate lists of any size require the user to 
complete additional steps (manual examination of the images or further investigation) to verify a 
match. 

Candidate returns can also be set by a pre-determined list size. In these instances, the facial 
recognition service could return the number of most likely matches in the gallery, regardless of the 
statistical likelihood any will match. There is also the possibility that a service allows a user to set 
both a confidence threshold and list size. For example, a user may request a candidate list of 20 
individuals with highest similarity scores unless a candidate's score is below 50%. This allows for 
the service to return large candidate lists, but reduces the likelihood of returning irrelevant 
candidates to a user. HSI will opt for a candidate list when using an FRS, and if possible, choose 
a candidate list length that is considered as best practices by law enforcement at the time of the 
query (e.g., 20 candidates) unless mission needs require a different number. 

Facial Recognition Services 

This PIA will focus on HSI's use of facial recognition services (FRS).6 An FRS is a 
government agency or commercial vendor managing its own image databases and choosing its 
own facial recognition technology. Those agencies and vendors accept facial images from third 
parties, including HSI, to run comparative queries of its own image galleries using its own facial 
recognition algorithm. Examples of the types ofFRS's that HSI uses are listed below.7 

HSI uses an FRS's 1:many query functionalities to generate candidate lists to identify an 
unknown person or to locate a known person who may be using an alias or assumed identity. These 
requests are made in furtherance of ongoing investigations on a case-by-case basis.8 ICE HSI 

5 For more info1111ation see NIST, "Ongoing Face Recognition Vendor Test (FRVT) Part 2: Identification" (Nov 
2018) available at https://nvlpubs.nist.gov/nistpubs/ir/20 l 8/NTST.TR.8238.pdf. 
6 This PIA does not contemplate HSI owning or operating an algorithmic matching technology to run image 
searches against its own database. Within the Victim Identification (VID) Program algorithmic image matching is 
used to manage the National Child Victim Identification System 2 (NCVIS2), which is HSI's repository for all 
images and videos related to child exploitation material. No other PII is associated with images in NCVIS2 and the 
process is used to link cases. For more information see DHS/JCE/PIA-010 NCVIS available at 
www.dhs.gov/privacy. Any future acquisition or development of a facial recognition program by ICE will be 
covered in a separate PIA. 
7 See "Types of Facial Recognition Services used by HSI" section. 
8 This pertains to HSI making requests to FRSs, and not automated multi-modal biometric queries that may occur 
upon the enrollment of an individual in a biometric database. Further, this does not pertain to partner agencies 
running facial recognition queries as part of their own processes in a joint investigation in which HSI may be a 
partner. 
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primarily uses this law enforcement tool to identify victims of child exploitation and human 
trafficking, subjects engaged in the online and sexual exploitation of children, subjects engaged in 
financial fraud schemes, identity and benefit fraud, and those identified as members of 
transnational criminal organizations. HSI minimizes the privacy impacts of using an FRS through 
safeguards it has instituted at each step of the identification process. This process includes the 
initial collection of probe photos,9 the submission of probe photos to the FRS, and the receipt and 
use of candidate lists from an FRS. Further, HSI does not take enforcement action against any 
individual solely based on candidate images. Rather, HSI uses these candidate images as leads, 
which always requires further corroboration and investigation. 

Collection of Probe Photos 

ICE uses an FRS by submitting facial images called probe photos. Probe photos must be 
directly relevant to an investigation and are only submitted to an FRS to further an active 
investigation. HSI collects a range of photographs during routine investigative activity including 
mugshots, surveillance photos, social media posts, and images confiscated from phones or other 
data devices. HSI may also isolate still frames from videos or streaming media to create a probe 
photo. Any of these sources can be used to isolate a facial image and create a probe photo. 

HSI may collect constrained images and use an FRS to verify the asserted identity of an 
individual in limited circumstances, such as in suspected identity fraud cases. For example, HSI 
may submit a passport photo to an FRS to determine if that individual is linked to other 
names/identities held by that FRS. 

The majority of images collected by HSI will be "unconstrained." Unconstrained images, 
often de.rived from surveillance activities or pulled from social media, inherently do not have the 
same controls on variation as constrained images. Some variations, however, can be reduced when 
the HSI agent collects/chooses the photo and isolates the facial image from the photo. The HSI 
agent will select isolated images that are best suited to be probe photos for the facial recognition 
processes. The HSI agent will ensure he or she isolates the facial image with the highest image 
quality possible, containing the fewest obstructions to the subject's face, and is most similar to a 
constrained image with regard to variables such as angle, lighting, distance, and subject expression. 
HSI endeavors to isolate images as similar as possible to those maintained in the galleries of an 
FRS (such as mugshots or passport photographs) to increase the likelihood of accuracy. 

HSI safeguards prior to using Facial Recognition Services 

Prior to submitting an image to an FRS, the HSI agent assigned to the case must first make 
reasonable efforts to identify the individual through existing means and methods. The agent must 
use reasonable efforts to identify the individual through government database queries, open source 

9 Probe photos are facial images that are lawfully obtained pursuant to an authorized criminal investigation and 
submitted for facial recognition matching. 
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research, and other conventional investigative techniques based on biographical and other non­
biometric information prior to submitting a probe photo to an FRS. The agent's use of existing 
processes must be noted in the ICE Investigative Case Management System (ICM) 10 as a Report 
of Investigation (ROI). This documentation may occur after a query is conducted but must be 
completed prior to generating any lead for further investigation (see below). 

HSI agents may only use an approved FRS for facial recognition identification. The 
approval process for an FRS can either be accomplished on a case-by-case basis at the HSI 
supervisor level or an FRS can be approved for HSI-wide use by the HSI Operational Systems 
Development and Management unit (OSDM). The mission of the OSDM is to coordinate 
development of new information technology (IT) systems, maintain existing IT systems, and 
identify new technologies for HSI. An HSI agent may submit an FRS to OSDM for inclusion onto 
a list of approved FRSs. OSDM will then evaluate the FRS to ensure that methods of transmission 
of the probe photo are properly encrypted, the FRS has the appropriate safeguards for housing 
sensitive PII, and the FRS does not retain or re-disseminate HSI probe photos. OSDM will consult 
with ICE Privacy, ICE attorneys, and other stakeholders throughout the evaluation process. OSDM 
will leverage resources such as NIST's Face Recognition Vendor Test (FRVT) 11 to evaluate the 
accuracy and bias of an FRS. Additionally, OSDM will conduct non-scientific tests of the FRS to 
gain insight into the veracity of the service. These evaluations will be necessary for approval by 
OSDM, but will not add weight to an FRS's returns. All returns will only be treated as investigative 
leads by HSI. 

If an FRS is not pre-approved by OSDM and exigent circumstances dictate that the FRS 
must be used prior to OSDM review, the HSI agent must seek HSI supervisor approval prior to 
sending a probe photo. The HSI supervisor will confirm the exigent circumstance and ensure that 
the FRS is relevant and necessary for the investigation. The HSI supervisor will then submit the 
FRS to OSDM for review. The HSI supervisor will not evaluate an FRS's algorithm for accuracy 
or bias, as he or she does not have the technical capacity to comprehensively assess facial 
recognition technologies. OSDM will conduct a review of the FRS that was used and will ensure 
that the probe photo was not retained or reused by the FRS outside of the HSI-requested query. 

When the HSI agent submits the probe photo, the agent notes the agency or vendor 
providing the FRS as part of the ROI in ICM. HSI supervisors are required to perform a review of 
agent submissions to FRS's on a periodic basis. HSI supervisors review ICM and the relevant case 
file to ensure agents use FRS's by the terms outlined in this PIA. 

10 See DHS/ICE/PIA-045 Investigative Case Management System (ICM) available at www.dhs.gov/privacy. 
11 For more information see https://www .nist.gov/programs-projects/face-recognition-vendor-test-frvt. 
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Submission Process to a Facial Recognition Service 

HSI uses FRS databases that are open to federal law enforcement. Each FRS is entirely 
overseen and operated by the agencies and vendors that possesses the image galleries. HSI agents 
will either submit the probe photo manually to the FRS (e.g., via encrypted email) and a 
representative of the FRS will then input the image into their database to use the facial recognition 
technology, or will upload the photo directly to the FRS via a web interface. 

HSI, through the Repository for Analytics in a Virtualized Environment (RA VEn) 
system, 12 will also develop a connection with OSDM-approved FRSs for HSI agents to submit 
probe photos. This will allow HSI to format probe photo submissions to the American National 
Standards Institute (ANSI)/NIST Type 10 record format for data exchange, 13 as well as to log and 
track all submissions by HSI and all returns by FRSs to ensure adequate security of the data and 
oversight of the use of FRSs. When this capability is developed, ICE Privacy will note the 
functionality in an update to the RA VEn PIA appendices. 

HSI will only supply the minimum information required by the FRS to run the query. 
Usually this will only be the case agent's information and the probe photo itself. Some government 

FRSs may require the statutory authority or suspected crime to be submitted as well. For purposes 
of individual privacy and investigative case integrity, HSI will refrain from submitting more data 
than needed to the FRS. 

In instances in which HSI may need a facial recognition service to verify the claimed 
identity of an individual during an investigation, HSI will request a 1 :many query, as opposed to 
1: 1 verification. As discussed below, the impact of inaccuracies or biases in an FRS algorithm is 
reduced by returning a candidate list instead of a positive identification. 

For instances like identity fraud, in which HSI requires facial recognition processes to 
assist with facial image comparison (2-image submission), HSI will only submit probe photos to 
an OSDM-approved FRS. 14 The submission and receipt process will be similar to a l:many query 
request, but HSI will instead receive only a similarity score of the two photos from the FRS. For 
example, HSI may ask an FRS to determine the likelihood that an image in a passport photo 
matches the image in a photograph taken during the course of a law enforcement investigation. No 
PIT will be returned as an output of an image comparison. The HSI agent may, if needed, submit a 
request to a relevant and necessary FRS for leads to the actual identity of an individual. 

12 See DHS/ICE/PIA-055 Repository for Analytics in a Virtualized Environment (RA VEn) available at 
www.dhs.gov/privacy. 
13 ANSI/NIST ITL 1-2011, Update 2015, Data Format for the Interchange of Fingerprint, Facial, and Other 
Biometric Information, https://www.nist.gov/programs-projects/ansinist-itl-standard. 
14 See "Types of Facial Recognition Services" section below. 
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For a 1 :many identity query HSI will only submit probe photos to an FRS whose query 
will not result in a single identity match, but rather in a candidate list of potential matches, which 
may be ranked by similarity scores. 

This process generally works as follows: 

• An HSI agent will come into possession of a facial image through existing investigative 
means and methods (e.g., via surveillance photographs, subpoenaed records, or identity 
documents); the image could be of individuals victimized by or suspected of committing a 
crime ICE has the legal authority to investigate. 

• The HSI agent determines that use of the FRS is approved by HSI OSDM, is necessary, 

and is reasonably likely to result in a positive identification. 

• If the FRS has not been previously approved, an HSI supervisor must approve the use of 
the FRS after ensuring that the circumstances require immediate submission to the FRS, 
and that the FRS will in turn be submitted to OSDM for further review as circumstances 
permit. 

• If an FRS is approved, the HSI agent would submit the probe photo to the facial recognition 
service under the terms of service required by that agency or vendor and note the use of 
the FRS in ICM. 

• The FRS will run a 1 :many matching algorithm, by which it will compare the probe photo 
against its cun-ent galleries (e.g., mugshots and drivers' license records). 

• The FRS will return a candidate list to the agent that may contain the similarity scores of 
each candidate. The candidate list may also contain any associated biographic information 
about a candidate currently contained within the FRS 's database. The type of information 
will vary depending on the database (e.g., a law enforcement database may have derogatory 
information while a state Department of Motor Vehicles (DMV) database has driver 
records). 

Some FRSs provide requestors the option of having their candidate lists reviewed by 
trained biometric face examiners. Face examination and reporting processes are based on best 
practices established by the Facial Identification Scientific Working Group (FISWG), 15 which 
operates under the NIST-run Organization of Scientific Area Committees (OSAC) for Forensic 
Science. The examiners will review algorithmic candidate returns using analysis of unique facial 

features called "morphological analysis." 16 In these instances the FRS technology will still provide 
a multiple candidate return, but the facial examiners provide an interim step of manual biometric 

15 For more information see https://fiswg.org/about swgs.html. 
16 See FISWG Best Practices for Facial Image Comparison Feature List for Morphological Analysis, available at 
https://www.fiswg.org/FISWG GuidelinesforFacialComparisonMethods vl.0 2012 02 02.pdf. 
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analysis according to established industry standards and practices promulgated by the FISWG. If 
the FRS provides this option to HSI, then HSI may opt for the additional manual review. If HSI 
chooses to have returns analyzed, the examiner will provide HSI a narrowed candidate list, which 
may be as small as one individual. The examiner will also supply a confidence level score for each 
image returned, which is the examiner's explanation of the likelihood of a match between analyzed 
images. Manual facial examination by an FRS facial examiner is only a narrowing tool. It does not 
change the process by which HSI receives or uses returned images and does not provide add 
certainty that a match is contained in a candidate list that is returned. 

Receipt and use of FRS Candidate lists for Lead Generation 

Upon receipt of the candidate list, the HSI agent will compare the information returned by 
the FRS to other biographical and derogatory information in open source systems and 
governmental databases to determine if any matches are supported by corroborating evidence. This 
process is known as "vetting." HSI agents will not attempt to act as biometric face examiners and 
will instead compare candidate returns through non-biometric investigative processes. FRS 
similarity scores, if provided, will only be used as a triage tool for HSI vetting, not as an indicator 
of any criminal activity. To reduce any impacts caused by algorithmic inaccuracy or bias, HSI will 
not use an FRS return for 1 :many queries that does not have a list of multiple candidates. If a 
multiple candidate return is narrowed to one individual by the FRS face examiner, HSI will still 
not consider the return a positive identification and will still vet the individual returned through 
open source systems and governmental databases. Similarly, HSI will only use an OSDM­
approved FRS for 2-image photo comparison because the technology's accuracy and biases are 
continuously vetted by ICE subject matter experts. 

An HSI agent will compare information received from an FRS to other information 
available to HSI from various sources to vet the potential match. Additional evidence leading to 
validation or elimination of a candidate as a possible match could include: biographic information, 
cun-ent and previous addresses, telephone numbers, vehicles, criminal history, immigration 
history, and information derived from publicly available social media. Candidate lists will be 
maintained in an external investigative case file as required under the Federal Rules of Evidence, 
or any other applicable statute, regulation or policy, 17 but non-vetted candidate information will 
not be used for leads or entered in an ROI in ICE systems and cannot be queried by ICM or other 
ICE systems. 

If a candidate returned from the FRS is successfully vetted, the HSI agent will work up a 
lead for further investigation. Any lead related to a case is entered into ICM as a Report of 
Investigation (ROI). The fact that a lead was derived from an FRS generated candidate list will 
also be noted in the ROI, including the name of the FRS (e.g., name of the state DMV, name of 

11 See https://www.uscourts.gov/rules-policies/current-rules-practice-procedure. 
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the commercial vendor source). HSI submits probe photos to FRSs for the purposes of establishing 
investigative leads. Leads are information with varying levels of credibility and will never be the 
sole basis used to establish probable cause, determine wrongdoing, or deny a benefit. FRS returns 
are generally accompanied by a disclaimer reminding the recipient that FRS processes are for lead 
generation purposes only and do not produce a product of sufficient weight to be used solely for a 
law enforcement action. For example, DHS 's Office of Biometric Identity Management (OBIM) 
FRS returns the following disclaimer: 

"OBJM Disclaimer: The images and information contained in this candidate list are for 
investigative lead purposes only, are not to be considered as positive identification, and are not to 
be used as the sole basis for any law enforcement action. Other information must be examined and 
considered prior to making a determination regarding the true identity of the individual in the 
submitted probe photo. " 

These disclaimers are produced by all federal FRSs used by HSI and ICE Privacy is 
required to screen new procurements before ICE purchases a commercial vendor FRS license. HSI 

will endeavor to ensure an FRS includes a disclaimer with a return prior to use, but if a candidate 
return is not accompanied by the disclaimer, HSI policy is to still treat all FRS returns as leads 
only. 

Leads are only a first step in an investigative process of identification. Leads can come 
from any source and have varying levels of credibility. HSI agents routinely deal with leads during 
their day-to-day operations and are trained to validate or disprove leads through existing 
investigative methods. As an example, HSI operates a tip line to generate leads that averages 
15,000 calls a month. 18 Similar to receiving a tip line lead, HSI agents are instructed that any vetted 

FRS candidate match must be further investigated by the HSI agent receiving the lead prior to ICE 
taking any enforcement action against an individual. 

HSI agents who use an FRS must be able to testify to the use of facial recognition 

capabilities as other agents routinely testify regarding other biometric collection methods. HSI is 
developing, in consultation with ICE Privacy and S&T, a training on the processes and efficacy of 
facial recognition. If a lead is created from a vetted match and is then combined with other evidence 
to create probable cause, an agent may be required to testify to his/her use of an FRS in a judicial 
or administrative court. The HSI agent will also use such information in affidavits for warrants to 

explain how an agent initially identified a subject. A judicial court would then review the affidavit 
to ensure the veracity of the information prior to issuing the warrant. If a case is brought to trial, 

18 The HSI Tip line Unit is a 24-hour, seven days a week operations center. The Unit supports ICE's intake of and 
response to reports of suspicious activity or suspected illegal activity made by members of the public and other law 
enforcement agencies. For more information see DHS/ICE/PIA-033 FALCON Tipline available at 
www.dhs.gov/privacy. 
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infomiation related to HSI's use of the FRS would be discoverable pursuant to normal judicial 
procedures. 

Types of Facial Recognition Services used by HSI 

FRSs are generally capabilities that were added to pre-existing biometric databases or 
criminal justice systems. The relevance of any particular FRS to an HSI investigation could be 
dependent upon the geographic location of the investigation, the type of investigation being 
conducted by HSI, and the type of image gallery the FRS contains. For example, an HSI agent 
would not submit a probe photo to an FRS run by a local police department in Florida if the crime 
being investigated took place in the state of New York, unless evidence or mission need dictated 
otherwise. Similarly, an HSI agent would be directed to first submit probe photos to the 
Department of State (DoS) Consular Consolidated Database (CCD) to determine if a passport or 
visa was fraudulent. Below are examples of the types of FRSs used by HSI. The list of FRSs is not 
exhaustive but will be updated in a PIA update if HSI uses an FRS of a significantly different type. 

State and Local Facial Recognition Services 

Many state and local law enforcement agencies (LEAs) throughout the United States have 
large databases of images collected during law enforcement actions (i.e., mugshots). Some of these 
agencies also connect directly to their associated DMV databases to allow for biometric querying 
of DMV information. It is common practice within the law enforcement community for LEAs to 
share information or allow other LEAs to submit biographic, descriptive, or other information in 
order to query their system. Many LEAs have now developed a service allowing external LEAs to 
submit probe photos to generate candidate lists from their databases for identification. 

These state and local LEAs are geographically based and contain information collected 
within a particular locality. HSI would only submit probe photos to a state or local LEA if the 
agent had reason to believe the subject of the photo lived, visited, or had some other connection to 
that geographic location. The submission process for probe photos will vary by each LEA but 
generally follows the same process by which an HSI agent may request a biographic check for the 
subject of an investigation. Some states have granted HSI offices within their regions access to 
submit probe photos directly to the FRS. OSDM will review the terms and conditions of a new 
state or local FRS to ensure proper handling and safeguarding of HSI images. This will occur prior 
to submission of probe photos, except if an exigent circumstance requires immediate submission, 
then OSDM will review the terms and conditions as soon as possible thereafter. Regardless of the 
circumstances, any HSI user who wishes to access a state or local FRS must sign the FRS terms 
and conditions of service prior to accessing the service. 

The number of candidates returned from a LEA FRS will vary as well as the type of 
biographic information returned with the list. If a LEA only queries a criminal database, then 
biographic and derogatory information would be returned to HSI. If the LEA connects to a state 
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DMV database, then a candidate's associated driver's license information could be included and 
driving records could also be accessed by HSI upon request. 

Regional and subject matter-specific intelligence fusion centers 

Transnational crime and criminal organizations expand beyond local or state jurisdictions. 
As such, many law enforcement agencies have partnered to create intelligence sharing centers (also 
called fusion centers) to collaborate and deconflict law enforcement activities regarding specific 
crimes (e.g., drug trafficking, human trafficking). 19 Fusion centers act as focal points in states and 
major urban areas for the receipt, analysis, gathering, and sharing of threat-related information 
between state, local, tribal, territorial, federal, and private sector partners. HSI is a partner in many 
fusion centers whose mission aligns with HSI's statutory authorities so that HSI can track criminal 
activities, including those involving gangs, reported within a region. 

Certain fusion centers have data analytic capabilities that aid investigators in processing 
and visualizing evidence. One capability that certain fusion centers are developing is an FRS to 
query their subject-specific galleries. Fusion center users can submit a range of photographs 
collected during law enforcement activities. This results in a repository of individuals identified as 
suspected of participating in a criminal organization for later use by the fusion center. The galleries 
are narrowly focused and directly relevant to HSI's queries. 

IfICE is a partner in the fusion center, then HSI agents can submit probe photos of suspects. 
The center's FRS will run a matching algorithm that will compare the probe photo to its current 
gallery of known or suspected criminals. The FRS will return a candidate list from the gallery to 
the agent with a similarity score indicating the likelihood of identification to the probe photo. 

The candidate lists will contain any information about a candidate that is currently 
contained within the fusion center. This could include biographic information, derogatory 
information, criminal intelligence, and known associates. Any information or connections made 
between submitted photos and entities within the fusion center must be manually entered by a 
fusion center user. 

Federal Agency Facial Recognition Services 

DHS Office of Biometric Identity Management (0B/M) Facial Recognition Services 

OBIM's authoritative biometric database, the Automated Biometric Identification System 
(!DENT), is the central DHS-wide system for the storage and processing of biometric data.20 This 
will change as OBIM completes its modernization by deploying the Homeland Advanced 

19 https://www.dhs.gov/fusion-centers. 
20 See DHS/NPPD/PlA-002 Automated Biometric Identification System (!DENT) (December 7, 2012), available at 
https://www.dhs.gov/privacy. 
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Recognition Technology (HART) system.21 !DENT/HART stores and processes biometric data­
digital fingerprints, facial images (photographs), and iris scans-and links biometrics with 
biographic information to establish and verify identities. OBIM serves as a biographic and 
biometric repository for all of DHS.22 OBIM is in the process of connecting to FBI's Next 
Generation Identification (NGI) System, the Department of Defense's Automated Biometric 
Identification System (ABIS), and the Department of State's Consolidated Consular Database to 
enable requests for facial recognition queries through IDENT/HART.23 OBIM identifies each 
collection by data provider and its authority to use, retain, and share data. !DENT can restrict 
queries of its database on request of the data provider and only enables sharing with authorized 
users after the data provider has approved the sharing. HSI agents may submit probe photos to 
!DENT/HART manually through OBIM's Biometric Support Center (BSC) or through a 
submission portal that is being developed on HSI's RA VEn platform. HSI will ensure that the BSC 
will delete probe photos after a query has been processed. 

The output of an OBIM l:many face query is a candidate list (a rank ordered list of the 
highest scoring comparisons above a preset threshold) of those images that data owners have 
permitted to be shared for this purpose. The length of the candidate list is selected by HSI. HSI 
will choose a list length that is considered best practice by law enforcement. HSI agents can access 
from an OBIM FRS query: biometric data; personal information (names, dates of birth, gender, 
etc.); personal identifiers (e.g., Alien number, Social Security number); biometric administrative 
identifiers (Federal Bureau oflnvestigation (FBI) Fingerprint Number -Universal Control Number 
(UCN), !DENT Fingerprint Identification Number (FIN), Department of Defense (DoD) 
Biometric Identity Number (BID)); personal physical details (e.g., height, weight, eye color, and 
hair color); identifiers for citizenship and nationality; derogatory information, if applicable; 
contact information; and encounter data. 

Prior to HSI receiving the candidate list, the HSI agent can request the OBIM BSC provide 
examination. Trained BSC face examiners closely compare the probe photo against each of the 
candidate face images to determine if any of them are the same individual. Once results are 
verified, the BSC returns either a no-match or only those candidate(s) assessed to be likely 
matches. The return of a likely match will not be noted in !DENT/HART. If HSI validates a 

21 The migration from ID ENT to HART operations occurs in phases to minimize impact to OBIM's mission 
partners. The migration will occur without unscheduled interruption of service delivery to OBIM's mission partners, 
with minimal scheduled service outages, and without degradation in service levels (response time) to those partners. 
22 See DHS/OBIM/PIA-004 Homeland Advanced Recognition Technology System (HART) Increment 1 PIA, 
available at www.dhs.gov/privacy. 
23 NGI, ABIS, and CCD databases, and cites to appropriate privacy documentation, are discussed in this section 
below. 
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candidate as a match it is the responsibility of the HSI agent to update any information in 
!DENT/HART through existing methods after a candidate has been vetted and a lead validated. 

Department of State (DoS) Consular Consolidated Database (CCD) 

CCD is the DoS repository for all visa and passport records. 24 It is used not only by the 
DoS as part of the visa adjudication process for biographic and biometric checks but also by DHS, 
the Department of Defense, and the Federal Bureau of Investigation (FBI). The CCD stores 
information about U.S. citizens and Lawful Permanent Residents (LPRs) who have filed for 
passports. It also contains information on foreign nationals who have filed immigrant and non­
immigrant visa applications. CCD may also contain additional information stored submitted by 
federal agencies as a result of background checks on the individual. The CCD provides an FRS 
comparison against their database of visa records. An HSI agent may submit a probe photo to a 
CCD user to determine if an individual is in the database. CCD does not retain probe photos. 

The candidate list will return all information associated with the individual contained 
within CCD. PII in a candidate return will only include matched images from visa and passport 
photos contained in CCD. HSI must then make a secondary request through the DoS Bureau of 
Diplomatic Security for additional information on an individual. This information could include 
biographic information, immigration information, contact information, financial information, 
medical information, legal information, educational information, biographic information on family 
and associates, derogatory information, and social media information (e.g., usernames listed on a 
visa application). 

FBI Next Generation Identification System (NG/) Interstate Photo System 

NGI is the FBI's primary identity management system. It contains biometric and criminal 
history records submitted to the FBI for criminal justice, national security, and civil purposes. The 
system has over 38 million criminal photos that are associated with a IO-print fingerprint scan.25 

NGI provides a facial recognition query capability to domestic law enforcement agencies to 
compare probe photos to its criminal photo gallery. Currently, before ICE can query NGI galleries 
via facial recognition, an HSI agent must open a cooperative case with the FBI, meaning that ICE 
and the FBI collaborate regarding an investigation that may implicate both agencies' statutory 
authorities. ICE would share the images with the FBI field office assisting with the case, and an 
agent from the FBI would submit the request for a query of NGI. All photos stored in the FBI NGI 
databases must be associated with a ten-print fingerprint. FBI will not maintain probe photos 
within NGI because probe photos are not associated with fingerprints. Probe photos may be 

24 See https://2009-2017.state.gov/documents/organization/242316.pdf.See also https://2001-
2009 .state.gov/documents/organization/ I 09132.pdf. 
25 See https://www.tbi.gov/file-repository/pia-ngi-interstate-photo-system.pdf/view. 
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retained, however, in the FBI field office case file for investigative purposes.26 NGI will always 
return multiple candidates from a query; anywhere from two to 50 photos may be returned. The 
ICE user submitting the probe photo can designate the number of candidates to be returned. The 
number of candidates may differ based on mission need, but HSI agents will be instructed to select 
a number that is considered best practices by law enforcement (e.g., 20 candidates) by default. 

HSI also has the ability to request that the FBI field office use the FBI's Face Analysis, 
Comparison, and Evaluation (FACE) services unit.27 This unit has trained facial examiners similar 
to those at OBIM who will manually review candidate lists generated by the algorithm to identify 
the most likely matches and ensure the quality of the candidate list. 

Department of Defense (DoD) Automated Biometric Identity System (ABIS)28 

ABIS is DoD's authoritative biometric system for matching, storing, and sharing 
biometrics in support of military operations. ABIS contains information on known or suspected 
terrorists, individuals deemed national security threats, DoD detainees, and individuals of interest 
to DoD. ABIS shares information with other federal agencies and DoD's foreign partners. ABIS 
has the functionality to conduct facial recognition queries. In the future, HSI may submit probe 
photos through IDENT/HART's connection with ABIS. 

ABIS encounter information could contain data elements such as: ABIS encounter specific 
identifier, reason fingerprinted, date fingerprinted, associated derogatory information, the 
fingerprinting agency, associated biometrics (e.g., fingerprints), name, aliases, date of birth, place 
of birth, country of citizenship, and gender. 

Commercial Vendors 

Some commercial vendors maintain their own repository of images collected from either 
their own processes or searches of open source systems, obtained by "scraping" internet websites.29 

The images are unconstrained and may include multiple individuals. All collected images are 
available to the public. Vendors collect all images via simple searches. While HSI cannot directly 
control the means or methods of a vendor's data collection efforts, if HSI discovers that an FRS 

26 For more info1mation on FBI case file retention and management see https://www.fbi.gov/services/information­
management/foipa/privacy-impact-assessments/sentinel. 
27 See https :/ /www. tbi. gov /services/information-management/fa ipa/pri vac y-impact-assessments/ facial-analysis­
comparison-and-eval uation-face-services-unit. 
28 For more information see Defense Biometric Services, 74 FR 48237 (Sep. 22, 2009), available at 
http://dpclo.defense.gov/privacy/SORNS/dod/A0025-2 SAIS DoD.htmJ, and Department of Defense Detainee 
Biometric Information System, 72 FR 14534 (Mar. 28, 2007), available at 
http://dpclo.defense.gov/privacy/SORNs/dod/A0025-2c_SAIS_DoD.html. DFBA policy on biometrics are available 
at https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodd/85210 l E.pdf. 
29 Scraping is an automated process that retrieves websites, searches for and copies data that has been pre-designated 
by a user, then loads the copied data into a database for later use. 
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violates the privacy settings of an open source system, HSI will discontinue using that vendor's 
FRS. 

Commercial vendors have also created facial recogmt1on algorithms to query their 
proprietary databases. HSI has purchased licenses and/or paid for access to the FRSs of these 
vendors. HSI may upload an image to the vendor and require the vendor to delete the image 
immediately upon creation of a face template. A vendor may also provide a facial recognition 
query to compare one image in the vendor's database to other images in its database. In those 
instances, HSI will not upload any probe photos, but will select an image that was returned by 
conventional query method of the vendor's holdings (e.g., name search) and the vendor will use 
facial recognition technology to search for similar images. 

The vendor's facial recognition technology will use available data to find images in its 
compiled dataset that match or are similar to the probe photo HSI uploaded or selected from the 
vendor's gallery. The vendor's technology will search all images in its gallery and all individuals 
that may be contained within an image in its gallery. If a vendor matches a candidate within an 
image containing multiple individuals, the vendor will isolate the facial image of the matched 
candidate within the candidate list. Therefore, HSI will only receive responses containing matched 
individuals. The returns are rank ordered so that images with the highest confidence scores are 
returned first. If an HSI agent is given the option by the vendor, he or she will opt for a limited 
number of returns (e.g., 20 candidates) rather than setting a confidence threshold. 

The vendor will display any information it may have in its database associated with the 
image. Typically, this will include a link to the URL where the image was found so the investigator 
can go directly to the open source site. HSI would then capture and store relevant information 
obtained through the source URL. HSI agents will thoroughly check information derived from the 
open source site against government and public databases to either confirm or eliminate candidates 
prior to generating leads to send to the field for additional investigation. 

Vendor facial recognition queries are treated as equivalent to open web searches via a 
search engine. HSI will not save the entirety of returned query results in ICE systems. Rather, HSI 
will only collect and document salient results as they pertain to the investigation. 

Fair Information Practice Principles (FIPPs) 

The Privacy Act of 197430 articulates concepts of how the Federal Government should treat 
individuals and their information and imposes duties upon federal agencies regarding the 
collection, use, dissemination, and maintenance of personally identifiable information. The 
Homeland Security Act of 2002 Section 222(2) states that the Chief Privacy Officer shall assure 

30 5 U.S.C. § 552a. 
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that information is handled in full compliance with the fair information practices as set out in the 
Plivacy Act of 1974.31 

In response to this obligation, the DHS Privacy Office developed a set of Fair Information 
Practice Principles (FIPPs) from the underlying concepts of the Privacy Act to encompass the full 
breadth and diversity of the information and interactions of DHS. 32 The FIPPs account for the 
nature and purpose of the information being collected in relation to DHS's mission to preserve, 

protect, and secure. 

DHS conducts Privacy Impact Assessments on both programs and information technology 
systems, pursuant to the E-Government Act of 2002 Section 20833 and the Homeland Security Act 

of 2002 Section 222.34 Given that HSI's use of facial recognition services spans multiple programs 
and activities, rather than comprises a singular information technology system, this PIA is 
conducted as it relates to the DHS construct of the Fair Information Principles. This PIA examines 
the privacy impact of Facial Recognition Services operations as it relates to the Fair Information 
Principles. 

1. Principle of Transparency 

Principle: DHS should be transparent and provide notice to the individual regarding its collection, use, 
dissemination, and maintenance<!{ Pl!. Technologies or systems using Pll must he described in a SORN and PIA, as 
appropriate. 

Notice of the existence, contents, and uses of FRSs by HSI is provided by the publication 
of this PIA and by the DHS/ICE-009 External Investigations System of Records Notice 
(SORN).35 Since an FRS is a law enforcement tool that HSI uses to process sensitive information 
related to criminal investigations, it may not be feasible or advisable to provide notice to 
individuals at the time their image is collected or submitted as a probe photo. Some probe photos 
may be collected through other lawful means, such as by subpoenas and search warrants, and the 
record holder of those images are notified of the collection. If images are obtained from 
individuals through Federal Government-approved forms or other means, such as information 
collected pursuant to seizures of property, notices on the relevant forms generally state that the 
information may be shared with law enforcement agencies. 

31 6 U.S.C. § 142(a)(2). 
32 See Privacy Policy Guidance Memorandum 2008-01/Privacy Policy Directive 140-06, "The Fair Infom1ation 
Practice Principles: Framework for Privacy Policy at the Department of Homeland Security," available al 
www.dhs.gov/privacy. 
33 44 U.S.C. § 3501 note. 
34 6 U.S.C. § 142. 
35 DHS/ICE-009 External Investigations, 75 FR 404 (January 5, 2010). This SORN is currently in the process of 
being updated. 
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Privacy Risk: There is a risk that an FRS will not provide adequate notice that its 
biometric collections may be used for facial recognition matching. 

Mitigation: The risk is not mitigated. It is incumbent on the FRS to provide notice that 

images collected from individuals will be subject to facial recognition matching. Many FRSs use 
photographs collected for law enforcement purposes and background checks, such as mugshots 
and visa photos. These photos are collected directly from an individual and they are notified that 

the information can be used for law enforcement purposes. Some FRS galleries, such as DMV 
photographic galleries, collect photographs for purposes unrelated to law enforcement, but notify 
individuals generally that information collected could be used by law enforcement. However, 
HSI does not control the notice an FRS provides to individuals at the time of collection and cannot 
notify an individual when its agents use an FRS without informing a criminal suspect of an active 
investigation. 

Privacy Risk: There is a risk that ICE uses unconstrained images and individuals will 
not have notice their image was used as a probe photo or that their information was obtained by 

HSI through an FRS. 

Mitigation: This risk is being mitigated. Suspects in probe photos or identified via FRS 
data may not be advised they are being investigated. Notice to these individuals could inform them 
that they are the target of an actual or potential criminal investigation or reveal investigative 
interest on the part of DHS or another agency. Access to the records might also permit the 
individual who is the subject of a record to impede the investigation, to tamper with witnesses or 
evidence, harm victims, or to avoid detection or apprehension. 

All individuals present in the United States, however, have constitutional protections in 
criminal proceedings entitling them to discovery production. 36 The discovery obligations of 
federal criminal prosecutors are generally established by the Federal Rules of Criminal Procedure 
16 and 26.2, 18 U.S.C. § 3500 (the Jencks Act), Brady v. Maryland,37 and Giglio v. United 

States. 38 In immigration proceedings each party is responsible for producing evidence upon which 
it seeks to rely in the litigation. Therefore, ifICE seeks to use information derived from an FRS 
to sustain any charge or otherwise as evidence, it would produce that information. 

36 Discovery is the general process of a defendant obtaining information possessed by a prosecutor regarding the 
defendant's case. 
37 373 U.S. 83 (1963). 
38 405 U.S. 150 (1972). 
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2. Principle of Individual Participation 

Principle: DHS should involve 1he individual in 1he process of using PII. DHS should, to the ex1en.t prac1ical, 

seek individual consent for the collection, use, dissemination, and maintenance of Pl/ and should provide mechanisms 
for appropriate access, correction, and redress regarding DHS 's use of P JI. 

HSI will use an FRS when an individual cannot be identified or located via conventional 
investigative methods; therefore, the individual in question will generally not be able to 
individually participate in HSI's collection of probe photos or use of an FRS. In instances in 
which an individual participates in the collection of the photo (i.e., an individual suspected of 
identity fraud or whose phone contents are subpoenaed) there is no opportunity or right to decline 
to provide the images due to the law enforcement context in which probe photos are collected. 
These materials are potential evidence of criminal activity and are seized and used in accordance 
with criminal procedure. 

FRSs that are maintained by federal, state, and local agencies generally collect images 
for their galleries directly from an individual. During the collection these agencies also collect 
biographic information from the individual that will be associated with the image. This includes 
consensual collections, such as images for state identification or visa applications, or non­
consensual collections, such as mugshots. An individual does have the opportunity in most 
instances of consensual collections to opt out of having themselves photographed. However, they 
may then forfeit the ability to use the service (licensure) or benefit (visa) to which they applied. 

Similar to notice, ICE does not control the access and correction procedures for FRSs. 
The ability for an individual to opt out of facial recognition queries or to access and amend 
information in a gallery is entirely dependent upon the FRS. All federal databases have access 
and amendment processes in place that are discussed in their relevant PIAs and SORNs.39 State 
DMV databases similarly allow individuals to correct and update information online or in person 
at an office. An individual's ability to amend information in federal, state, or regional law 
enforcement information systems, however, is limited by law and policy due to the need to 
protect national security or law enforcement sensitive information. 

For the same reasons, individual access to HSI holdings regarding probe photos, 
candidate returns, and/or vetting efforts are limited.40 Individuals may submit requests for 
information and correction as permitted by the Privacy Act, and the requests will be reviewed 
and corrected on a case-by case basis. Individuals seeking to conect records, or seeking to contest 
their content, may submit a request in writing to the ICE Privacy and Records Office by mail: 

39 See footnotes 6-9. 
40 See DHS/ICE-009 External Investigations, 75 FR 404 (January 5, 2010), Final Rule for Privacy Act Exemptions, 
74 FR 4508 (August 31, 2009). 
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U.S. Immigration and Customs Enforcement Privacy and Records Office 
Attn: Privacy Branch 500 12th Street SW, Stop 5004 
Washington, D.C. 20536-5004 
(202) 732-3300 
http://www.ice.gov/management-administration/pri vacy 

Privacy Risk: There is a risk that individuals cannot access and amend inaccuracies in 
commercial vendor collections. 

Mitigation: The risk is not mitigated. If a vendor FRS collects media from publicly 
available sources, any correction or update the individual makes to the information in the open 
source system might not be reflected in the vendor database. Moreover, vendors may not notify 
HSI when an update or correction occurs within its own proprietary database. HSI, however, will 
always research the source URL that originally contained information from a vendor FRS return 
to ensure that the info1mation is as accurate, timely, and complete as possible prior to vetting a 
candidate and generating an investigative lead. 

3. Principle of Purpose Specification 

Principle: DRS should specifically articulate the authority which permits the collection of Pll and 
specifically articulate the purpose or pwposesfor which the PII is intended to be used. 

ICE is authorized to collect information under Section 701 of the USA PATRIOT Act; 6 
U.S.C. § 112; 8 U.S.C. §§ 1105, 1103(a)(4), 1357(a) and (b); and Executive Order 13388. Pursuant 
to the Homeland Security Act of 2002 (HSA), as amended, Pub. L. 107-296, 116 Stat. 2135 §§ 
102, 102, 403, 441 (Nov. 25, 2002), the Secretary of Homeland Security has the authority to 
enforce numerous federal criminal and civil laws. These include laws contained in Titles 8, 18, 19, 
21, 22, 31, and 50 of the U.S. Code. The Secretary delegated this enforcement authority to the 
Director of ICE in OHS Delegation Order No. 7030.2, Delegation of Authority to the Assistant 
Secretary for U.S. Immigration and Customs Enforcement (Nov. 13, 2004), and the Reorganization 
Plan Modification for the Department of Homeland Security (January 30, 2003). This authority 
has been delegated to HSI through ICE Delegation Order 73005.1, Immigration Enforcement 
Authority of the Director of the Office of Investigations (Mar. 5, 2007). Through these statutes 
and orders, HSI has broad legal authority to enforce an array of federal statutes including 
responsibility for enforcing U.S. civil immigration authorities, customs authorities, and federal 
criminal authorities. HSI investigates all types of cross-border criminal activity, including financial 
crimes, money laundering, and bulk cash smuggling; commercial fraud and intellectual property 
theft; cybercrimes; human rights violations; human smuggling and trafficking; immigration, 
document, and benefit fraud; narcotics and weapons smuggling/trafficking; transnational gang 
activity; export enforcement; and international art and antiquity theft. 
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HSI will only submit probe photos to be used in furtherance of ongoing criminal 
investigations. Under this PIA, ICE's Enforcement and Removal Operations (ERO) will not use 
and HSI will not support ERO in using FRSs solely in furtherance of civil immigration 
enforcement. HSI will only submit probe photos that are linked to ongoing criminal investigations 
for crimes HSI has the statutory authority to enforce. ICE stores all probe photos and results of an 
FRS queries in an ICE system of records and maintains them in accordance with the Privacy Act 
of 1974.41 HSI's collection, use, and maintenance of this information is covered under the 
DHS/ICE-009 External Investigations SORN.42 

Privacy Risk: HSI may use an FRS for purposes beyond what is described in this PIA. 

Mitigation: This risk is being mitigated through training and oversight. HSI, DHS S&T, 
and ICE Privacy will create a training and Rules of Behavior (ROBs) for HSI agents that details 
the restraints and safeguards outlined in this PIA. Federal and state FRSs also require that probe 
photo submissions be associated with an ongoing law enforcement activity by requiring the agent 
to state the violation he or she is investigating. Some commercial vendors also log FRS 
queries/returns and make those logs available upon request. ICE Privacy will only approve the use 
of a commercial vendor that provides auditing capabilities. HSI supervisors will regularly audit 
agent case files to ensure that the source of probe photos, the necessity and relevance of an FRS, 
the use of an FRS, and the name of the FRS are noted as an ROI in ICM. ROis must be approved 
by a supervisor before they are considered final and available for viewing by other ICM users, 
ensuring that HSI supervisors will oversee agent use of FRSs. Candidate returns and leads 
generated will also be noted as RO Is within ICM. As such, accountability regarding the collection, 
sharing, and receiving of information in connection with an FRS will be similarly overseen and 
audited by HSI supervisors. Finally, ICM entries are routinely audited by the ICE Office of 
Professional Responsibility (OPR) to ensure proper use of the system and proper handling of 
evidence in investigations. Agents found to be mishandling evidence, including probe photos, face 
disciplinary action by ICE. 

41 5 U.S.C. § 552a. 
42 See DHS/ICE-009 External Investigations, 75 FR 404 (January 5, 2010). This SORN is currently in the process of 
being updated. 
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4. Principle of Data Minimization 

Principle: DHS should only collect Pll that is directly relevant and necessary to accomplish the specified 
purpose(s) and only retain P/1 for as long as is necessary to fulfill the specified purpose(s). PIT should be disposed of 
in accordance with DHS records disposiiion schedules as approved by the National Archives and Records 
Administration (NARA). 

HSI will extend its existing policies and oversight regarding evidence gathering and 
handling to its collection of probe photos to ensure only the minimum amount of data required for 
an investigation is collected. HSI agents only collect information in furtherance of their statutory 
law enforcement authorities for the purposes of furthering an ongoing investigation. Probe photos 
will always be obtained either via open source systems, government databases, or proper law 
enforcement requests and activities. 

HSI will not collect probe photos from individuals actively exercising rights protected by 
the First Amendment to the United States Constitution (e.g., at religious services or political 
protests). During the FRS submission process, HSI will only create probe photos from individuals 
suspected of participating in or being victimized by a crime under its legal authority. HSI will only 
submit still images of a single face as a probe photo to an FRS. ICE Privacy, DHS S&T, and HSI 
are developing a training for HSI agents, in consultation with ICE attorneys and the DHS Office 
for Civil Rights and Civil Liberties, that will cover these restrictions on collections. HSI 
supervisors will also be trained to review FRS requests and ROis by their agents to ensure 
adherence with these practices. 

Probe photos and candidate returns will be maintained within the relevant case file. Case 
files are retained for 20 years after the case is closed in accordance with legacy customs schedule 
Nl-36-86-1-161.3 (inv 7B).43 ROis within ICM connected to the case will similarly be deleted 20 
years after case closure. An ICE-wide updated schedule for investigative records is being 
developed and will be submitted to the National Archives and Records Administration (NARA) 
for approval. 

Privacy Risk: An FRS may return excessive amounts of candidates, leading to an 
overcollection of individual information irrelevant to the ongoing criminal case. 

Mitigation: The tisk is being mitigated. Some FRS agencies and vendors allow a law 
enforcement agency the option of setting the maximum number of candidates to be returned from 
a query. If the FRS has the functionality, then the HSI agent will select as a default a number that 
is considered best practice by law enforcement (e.g., 20 candidates) returned per query. Returns 
should be large enough to reduce the impact of false positive matches from an FRS because it 

43 Records retention is made in accordance with legacy customs schedule Nl-36-86-1-161.3 (inv 7B), available at 
https: / /www .archives. gov /files/records-mgmt/rcs/schedules/departments/department-of-the-treasury/rg-0036/n l -
036-86-001 sfll5.pdf. 
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increases the likelihood the correct individual is among the candidates. HSI vets multiple 
individuals to create a lead and HSI cannot rely on the match alone as verification that the 
candidate matches the probe photo. 

If an FRS returns similarity scores with a candidate list HSI will use those scores to triage 
its vetting process. Candidates with low similarity scores may not be vetted if HSI can confirm an 
identity in a return. Only successfully vetted candidates will be entered into ICM as an ROI. 
Information regarding candidates returned by an FRS that were unsuccessfully vetted by HSI will 
only be maintained in the external case file at the local HSI office where the investigation is 
occurring per the Federal Rules of Evidence. That information cannot be searched by personal 
identifier and will not be used by HSI for any other purpose. 

Privacy Risk: There is a privacy risk that information will be retained for longer than is 
needed to accomplish the purpose for which the information was originally collected. 

Mitigation: The risk is mitigated. The 20-year retention period for ICM and other case file 
records is consistent with the retention schedules for other investigative records within DHS. By 
ensuring that information pertaining to individuals who are encountered repeatedly over a span of 
time can be linked, this retention period supports HSI's effective enforcement of U.S. civil 
immigration authorities, customs authorities, and federal criminal authorities. Closed cases can 
contain information that may be relevant to a new or existing case and need to be readily searchable 
and accessible for at least a period of time. The addition of probe photos and candidate returns to 
a case file will not affect the existing retention processes in ICE systems. Probe photos and 
candidate returns will be destroyed when the case file is destroyed. 

5. Principle of Use Limitation 

Principle: DHS should use PII solely for the purpose(s) specified in the notice. Sharing Pll outside the 
Department should be for a purpose compatible with the purpose for which the Pl/ was collected. 

The use and sharing of probe photos by HSI will only be for purposes compatible with the 
original purpose for collection, which is to conduct criminal law enforcement investigations and 
other immigration enforcement activities, to uphold and enforce the law, and to ensure public 
safety. HSI limits the use of FRSs to ongoing investigations when conventional investigative 
means have been unsuccessful in identifying or locating a subject. HSI personnel will be trained 
so that they do not use an FRS to surveil the public. HSI agents do not have the capability and will 
not attempt to procure any device that allows an FRS to analyze live video, streaming media, or 
any other surveillance device in real-time. 

All external sharing falls within the scope of applicable law, including the published 
routine uses in the DHS/ICE-009 External Investigations SORN, in particular routine use J, as any 
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FRS submission would be to third parties during the course of a law enforcement investigation to 
the extent necessary to obtain information pertinent to the investigation. HSI will ensure that probe 
photo use and disclosure is within the proper performance of the official duties of the agent making 
the disclosure. 

Privacy Risk: HSI may submit images that are not directly relevant to an ongoing criminal 
case. 

Mitigation: This risk is being mitigated. HSI personnel will receive training that details 
the appropriate uses of an FRS, including the requirement that all submitted images be relevant to 
an ongoing investigation. HSI agents will note the source of collection for probe photos in the 

investigative case file and as part of an ROI in ICM. HSI supervisors will review ROis to ensure 
that probe photos were collected from an appropriate source for an appropriate purpose and the 
FRS used was necessary and relevant to further the investigation. ICM entries are routinely audited 
by the ICE Office of Professional Responsibility (OPR) to ensure proper use of the system and 
proper handling of evidence in investigations. Agents that are found to be mishandling evidence, 

including probe photos, face disciplinary action by ICE. Probe photos and resulting information 
that were inappropriately submitted or collected are deleted upon discovery of inappropriate 
conduct. 

Privacy Risk: HSI may investigate candidates returned from an FRS who have not been 
properly vetted or are not linked to the probe photo. 

Mitigation: This risk is being mitigated through auditing and oversight of HSI 
investigative activities. HSI supervisors routinely review their agents' case files and inspect 
generated leads as part of their review. Any lead received by an HSI program or office is routinely 
reviewed by an HSI Supervisor prior to assigning the lead to an agent to follow up. Ultimately, 
any investigative activity by an HSI agent must be entered into ICM as an ROI or a subject record. 
ROis must be approved by a supervisor before they are considered final and available for viewing 
by other ICM users. In contrast, Subject Records created by ICM users are immediately viewable 
to other ICE users because of the need to deconflict them (and because of officer safety concerns), 
but they are flagged to indicate they are pending until a supervisor reviews and approves them. 
Copies of ICM records are not placed in the HSI Data Warehouse 44 until they are approved. HSI 
supervisors will ensure that HSI investigative activity is only conducted through appropriate means 

and will delete any records obtained improperly by an agent. Further, the agent may be disciplined 
for improper use of the FRS returns and refen-ed to ICE OPR. 

44 The HSI Data Warehouse is a data storage environment that serves as a repository for ICM system data. It 
receives a direct feed once every 24 hours containing a refresh of ICM data, including new records and edits to 
previously existing records. For more information on HSI Data Warehouse see DHS/ICE/PIA-045 ICM. 
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Privacy Risk: An FRS may use images submitted by HSI for purposes other than its 
original collection. 

Mitigation: The risk is being mitigated. HSI will review FRS terms of service and policies 
to ensure that all FRSs it uses, including commercial vendors, will not re-disseminate probe photos 
and will delete probe photos immediately after a face template is created. In cases of exigent 
circumstance where an FRS cannot be vetted prior to submission of a probe photo, HSI will engage 
with the FRS directly after the submission to ensure the submitted photo was deleted. The 
government agencies with which HSI engages for FRS have authorities and missions consistent 
and compatible with the authorities and mission of DHS, ICE, and HSI, thereby reducing the 
likelihood any agency uses a probe photo for purposes outside of law enforcement or public safety. 
Moreover, HSI will only send the probe photo of the subject without contextual information. The 
probe photo would be of limited value to the FRS without any associated information. 

6. Principle of Data Quality and Integrity 

Principle: DHS should, to the extent practical, ensure that PII is accurate, relevant, tim.ely, and complete, 
within the context of each use of the Pll. 

Facial Recognition algorithms have become exponentially more accurate over the past 
decade. However, due to the novelty of the technology and potential for error, HSI only uses FRS 
returns as the first step in an investigative process. Results of FRS processes can vary on a case by 
case basis. This is because the accuracy of an algorithm used by FRSs varies among agencies and 
vendors and similarity thresholds are not standard across FRSs. 

Moreover, the quality of submission by HSI agents can affect the accuracy and integrity 
of the FRS candidate returns. For example, the lighting, sharpness, and resolution of the image 
will all affect the accuracy of the FRS. Further, a subject's angle to the camera, expression, or 
occluding features (e.g., facial hair, sunglasses) will affect each FRS algorithm differently. DHS 
S&T will be working with HSI and ICE Privacy on proper collection and isolation techniques (e.g., 
zooming, cropping) to reduce variations between a probe photo and an FRS's image gallery. 

As the variation in accuracy and biases in FRSs used by HSI cannot be controlled by ICE, 
HSI ensures that each candidate return from an FRS is given proper weight in the investigative 
process. HSI agents are continually trained to know that candidate returns are leads only, and not 
a positive identification. Candidate returns are not used as an indicator of unlawful activity or used 
to establish probable cause. HSI agents only use a vetted candidate match as the first step in the 
investigative process and are required to compile validating evidence of the match. 

Privacy Risk: There is a risk HSI wiJl submit low quality images or probe photos that 
would otherwise increase the likelihood of false matches from an FRS. 
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Mitigatiop: The risk is being mitigated. Most FRSs exercise quality control of images 
accepted into their systems. As the biometric service provider, the FRS can reject a probe photo 
that is of too low a quality to produce a candidate list to the designated confidence threshold. 
Some FRSs offer users specialized training that details proper collection techniques, selection 
criteria, and cropping techniques for probe photos for use of their gallery. As part of their terms 
of service, some of these FRSs require a requestor to certify that he or she has taken the training 
prior to submitting a probe photo or receiving access to upload probe photos. Additionally, ICE 
Privacy will be working with HSI and relevant stakeholders to develop a training HSI agents will 
take to maximize image quality prior to FRS submission. 

Privacy Risk: There is a risk an FRS will misidentify individuals in the facial recognition 
process. This risk is increased because ICE may not have control over the accuracy standards or 
thresholds set by third party FRS technologies. 

Mitigation: The risk is being mitigated. FRS technologies return lists of candidates and 
do not make positive identifications of any individual. Candidate lists reduce the impact of 
potential false positive matches by an FRS. This is because lists remove the certainty of positive 
identification on biometrics alone and requires HSI to vet multiple individuals to create a lead as 
different individuals may share different biometric traits. Therefore, HSI cannot rely on FRS 
results alone as verification that a candidate return matches the probe photo. In cases in which 
HSI requests review by a trained facial examiner, the algorithm will still return a list of multiple 
candidates, and a trained biometric examiner will act as a further check for accuracy against an 
FRS return. A return from a facial examiner will result in a smaller candidate list being returned 
from the FRS but will be accompanied by the same disclaimers stating that candidates must be 
vetted and that information should be used for lead purposes only. HSI will not use lists returned 
by an FRS for any lead or law enforcement action without additional research and analysis, even 
if a trained facial examiner from an FRS has narrowed the list to one candidate. HSI agents will 
cross check FRS returns against government databases and open source information, such as news 
articles or public records, to vet potential matches. Finally, possible matches are considered 
investigative leads until HSI agents gather additional evidence that validates the potential match. 

Privacy Risk: There is a risk that HSI will use biographic or derogatory information 
received from an FRS that is inaccurate. 

Mitigation: This risk is being mitigated. The original collection of the data by federal and 
state/local FRSs will be from the individual directly. Data returned by intelligence fusion centers 
are gathered for law enforcement and/or national security purposes. Law enforcement and national 
security personnel are trained to review all info1mation they collect for accuracy, as errors may 
detrimentally affect prosecutions and investigations. This increases the likelihood that the 
infomiation within a fusion center has been previously vetted for accuracy. Commercial vendor 
FRS returns link directly to the source material from which the data is collected, allowing HSI 
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agents to collect data directly from the source. Additionally, HSI will conduct its own research 
and investigation to determine if the information returned by an FRS is accurate before taking any 
enforcement action. 

7. Principle of Security 

Principle: DHS should protect Pl/ (in all forms) through appropriate security safeguards against risks such 

as loss, unauthorized access or use, destruction, modification, or unintended or inappropriate disclosure. 

The HSI office making an FRS request is responsible for the security of PII transmitted 
and received. HSI agents accessing an FRS follow ICE standard technical and organizational 
safeguards that protect against unauthorized disclosure, alteration, access, or use of PII and SPII. 
Each FRS will have its own procedures for submitting and receiving information. OSDM or an 
HSI supervisor must approve any FRS prior to HSI submitting probe photos. In that approval, 
OSDM must ensure that the FRS takes reasonable measures so only authorized individuals have 
access to the PII exchanged. OSDM will do this prior to a probe photo submission, or in the cases 
of exigent circumstances, as soon as possible thereafter. The agent and the supervisor will also 
ensure that transmission and receipt of information while using an FRS are appropriately encrypted 
in accordance with DHS standard operating procedures in the safeguarding of sensitive PII45 and 
ICE standards on the handling of law enforcement sensitive information. OSDM will also check 
that the FRS 's terms of service and data security polices state that it does not retain any probe 
photos sent by HSI or share probe photos with other parties. 

Information retained by HSI, including probe photos and candidate returns, are secured 
through ICM. The ICM system actively prevents access to information for which a user lacks 
authorization, as defined by the users' need to know and job responsibilities. The user who created 
a case or record in ICM may limit the access by others to that information, except for the 
originator's supervisor. HSI agents are required to complete ICM-specific, role-based training 
before being granted an ICM account. 

Privacy Risk: There is a risk that an FRS will mishandle HSI data, leading to a data breach 
or privacy incident. 

Mitigation: This risk is being mitigated. HSI's submission to an FRS will only contain 
the minimum amount of information necessary for the FRS to run a biometric query. Usually this 
only involves the case agent name, the probe photo, and the statutory violation being investigated. 
If a breach occurs, the information lost by the FRS will be minimal and without context. OSDM 
will also ensure that the FRS's policies require it to delete the probe photo after its alg01ithm 

45 For more information see DHS Handbook for Safeguarding Sensitive Pil available at www.dhs.gov/privacy. 
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creates a face template or finishes a search. All that would remain in an FRS database would be 
the case agent name and a log of the request itself. 

8. Principle of Accountability and Auditing 

Principle: DHS should be accountable for complying with 1hese principles, providing training to all 
employees and con.tractors who use Pl!, and should audit the actual use of Pl! to demonstrate compliance with these 
principles and all applicable privacy protection requirements. 

HSI's use of FRSs is an extension of its existing investigative processes. Therefore, the 
auditing and oversight of FRS use is in keeping with the handling of any sensitive evidence 
maintained in the HSI Investigatory Case Management system (ICM). The HSI supervisor will 
regularly audit investigative case files to ensure that the use of an FRS and the name of the FRS 
are documented as an ROI in ICM. Candidate returns and leads generated will also be recorded as 
ROis within ICM. As such, accountability checks regarding the collection, sharing, and receiving 
of information in connection with an FRS is dependent on HSI agents following HSI standard 
procedures and requirements for logging information in the ICM case management system. 
Additional specifics regarding ICM's auditing and accountability procedures can be found in the 
ICM PIA.46 

The access controls, auditing, and supervisory review ofICM case files ensure information 
is used in accordance with the stated practices in this PIA. The HSI case agent receives a query 
notification whenever another ICM user has viewed a document of theirs in the system. Using this 
functionality, users can "police" their records, including ROis and Subject Records, by having 
notice and the ability to inquire as to why another user has conducted a particular query. Query 
notifications bring transparency to the system that discourages unauthorized browsing for 
information. If an HSI case agent suspects or has reason to believe ICM records have been misused 
in any fashion, the agent must report the suspected misconduct to OPR for further investigation. 

Finally, ICM maintains detailed sets of auditing requirements that are tracked and saved in 
audit logs that can be later viewed by OPR if allegations of misuse are made against an ICM user. 
ICM keeps copies of audit and log file data in a separate data repository where they are retained 
for seven years to ensure ICE will be able to track and investigate misconduct and misuse of the 
system. OPR users who query ICM and the HSI Data Warehouse also have their activity tracked 
in the audit logs. However, their queries and viewing of ICM case records do not trigger 
notifications to the case agent in order to preserve the integrity and confidentiality of ongoing OPR 
investigations. 

46 DHS/ICE/PIA-045 ICE Investigative Case Management (ICM), available at https://www.dhs.gov/privacy-impact­
assessments. 
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Facial Recognition Technology is a rapidly developing capability that is already in use by 
law enforcement agencies nationally. ICE HSI's mandate to safeguard the nation and enforce 
immigration laws are aided exponentially through the use of third-party services that use facial 
recognition technology. While the technology itself does have far reaching privacy implications, 
HSI has established processes and procedures to mitigate the impact of an FRS on individuals. 
Through proper collection techniques, candidate vetting, and supervisor oversight, HSI endeavors 
to use FRSs in as much of a privacy sensitive manner as possible. 

Responsible Officials 
l(b)(6); (b)(7)(C) 

Privacy Officer 
U.S. Immigration & Customs Enforcement 
Department of Homeland Security 

Approval Signature 

[Original, signed copy on file with the DHS Privacy Office] 

l(b)(6); (b)(7)(C) 

Chief Privacy Officer 
Department of Homeland Security 
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Please use the attached form to determine whether a Privacy Impact Assessment (PIA) is required under 

the E-Govemment Act of 2002 and the Homeland Security Act of 2002. 

Please complete this form and send it to your component Privacy Office. If you do not have a component 

Privacy Office, please send the PTA to the DHS Privacy Office: 

Senior Director, Privacy Compliance 
The Privacy Office 

U.S. Department of Homeland Security 
Washington, DC 20528 

Tel: 202-343-1717 

PIA@hq.dhs.gov 

Upon receipt from your component Privacy Office, the DHS Privacy Office will review this form. If a 

PIA is required, the DHS Privacy Office will send you a copy of the Official Privacy Impact Assessment 

Guide and accompanying Template to complete and return. 

A copy of the Guide and Template is available on the DHS Privacy Office website, 

www.dhs.gov/privacy, on DHSConnect and directly from the DHS Privacy Office via email: 

pia@hq.dhs.gov, phone: 202-343-1717. 
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Name (if 
applicable): 
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Program: 

Date first 
developed: 
Date of last PT A 
update 

A TO Status (if 
applicable) 

Name: 

Office: 

Phone: 

PRIVACY THRESHOLD ANALYSIS (PTA) 

SUMMARY INFORMATION 

ClearView AI 

Immigration and Customs Office or 
Enforcement (ICE) Program: 

Xacta FISMA 
N/A Number (if 

applicable): 

Project or 
Pilot program 

status: 

Click here to enter a date. Pilot launch 
date: 

N/A Pilot end date: 

ATO 
Not started expiration date 

(if applicable): 

PROJECT OR PROGRAM MANAGER 

b)(6); (b)(?)(C) I 
Child Exploitation 

Title: 
Investigations Unit 

b)(6); (b)(?)(C) I Email: 

Privacy Office 

U.S. Department of Homeland Security 

Washington, DC 20528 

202-343-1717.pia@dhs.gov 

www .dhs.gov/privacy 

Privacy Threshold Analysis 
Version number: 01-2014 

Page 2 o/11 

Homeland Security 
Investigations (HSI) Child 
Exploitation Investigations 
Unit(CEIU) 

N/A 

Pilot 

June 18, 2019 

September S, 2021 

NIA 

Unit Chief 

(b)(6); (b)(?)(C) 

INFORMATION SYSTEM SECURITY OFFICER (ISSO) (IF APPLICABLE) 

Name: 

Phone: 
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The HSI Cyber Crimes Center (C3) is submitting this PTA to document Clearview AI, a new facial 
recognition service C3 will use to identify perpetrators and victims pictured in child exploitation 
materials. 

C3 delivers computer-based technical services to HSI components to support domestic and 
international investigations into cross-border crime. C3 is comprised of the Cyber Crimes Unit (CCU), 
the Child Exploitation Investigation Unit (CEIU), and the Computer Forensics Unit (CFU). 
Specifically, within CEIU, is the Victim Identification Lab (VTL). The VIL conducts examinations of 
newly-discovered images of child pornography, where the subject's and victim's identities are not 
known to law enforcement. The purpose of the examination is to dissect every part of the image and 
file to discover clues as to the location or identity of either the victim or suspect. Many of these images 
contain offender or victim faces. Currently the HSI VIL has numerous unsolved cases with offender 
faces, and a facial recognition service could be used in furtherance of locating the subjects of ongoing 
investigations. Upon request, CEIU will also use Clearview to identify targets of other HSI 
investigations where the only information known about the target is an image of their face. CEIU 
anticipates the purchase of additional licenses for use by child exploitation agents and analysts in the 
field. CEIU will manage the distribution of these licenses and will ensure that all users will utilize 
Clearview in compliance with all policy and privacy standards that are set forth in this PTA and 
DHS/ICE/PIA-054 ICE use of Facial Recognition Services. 

Clearview is a web-based service that acts as a search engine of publicly available images. Clearview 
pulls and compiles publicly available images from across the internet into a proprietary image database 
to be used in combination with Clearview's facial recognition technology. Clearview boasts a 98.6% 
accuracy rate for its algorithm and an image gallery greater than 1 billion images. A system's accuracy 
rate measures the algorithm's ability to match an individual in two images successfully. The images are 
unconstrained and may have multiple individuals in the image. All images are collected via simple 
searches, and no social media terms of service or privacy settings are violated in the collection of 
images. 

Clearview's stated accuracy is self-certified and has not yet been independently confirmed by the 
National Institute of Standards and Technology (NIST) Face Vendor Recognition Test 1. The software 
allows HSI to input any facial image that appears in an investigation, regardless of quality or angle, 
into the program. Personnel at CEIU isolate facial images from exploitative material and manually 
upload them into the Clearview portal. CEIU may crop, rotate, or resize an image prior to being 
uploaded in Clearview to ensure the subject face is the focal point. ICE Privacy intends to work with 
HSI on developing Rules of Behavior (ROBs) and/or Standard Operating Procedures (SOPs) for the 
use of this tool to the extent that such use is permitted. 

The image file collected, along with the cropped/rotated/resized version(s) of that file utilized for the 
search, are all saved within a designated file folder maintained on an internal CEIU share drive that has 
appropriate access controls, limited to only those CEIU personnel with a need to know. The folder 
containing the image file(s) will be labeled in accordance with the lead or case-related identifiers 

1 See https://www.nist.gov/programs-projects/face-recognition-vendor-test-frvt. 
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Clearview allows for customized user access restrictions, audit logs, and "splash screens" that can 
present rules of behavior for a user. The parameters of the restrictions and contents of the rules of 
behavior are being developed during the pilot. Clearview does not interact with any ICE systems at any 
time. CEIU uploads both victim and offender images, as well as photographs of undercover agents of 
ICE to determine if similar images can be found online that might harm the agent. 

At the time of upload, CEIU is able to set the retention schedule for the image. CEIU sets the retention 
schedule to immediately delete the image in Clearview's database as soon as the facial recognition 
algorithm is complete. Clearview has the ability to store a HashID of the results of the algorithm that is 
run on an image. The HashID cannot be used to recreate a facial image, but rather informs the 
Clearview program what to look for in its gallery to find a match. CEIU can opt for the HashID to 
remain on Cleaview servers to run against new images incorporated into their database. If the HashID 
hits on a new image, CEIU would then be alerted. CEIU is currently not using this functionality. 

Clearview's facial recognition technology will use available data to find images in their compiled data 
set that match or are similar to the face image CEIU uploaded. The program will search all images in its 
gallery and all individuals within an image. Any image that results in a confidence score of 70% or 
higher will be returned along with the source URL for the image. A confidence score is different than an 
accuracy rate. A confidence score is the probability determined by the algorithm that the person in the 
image returned is the same as the individual in the probe photo. Setting a low confidence score threshold 
allows the algorithm to return larger sets of images from its gallery, and it is then incumbent upon CETU 
to review and vet the returns to make a successful match. The returns are ranked so that images with the 
highest confidence scores are returned first. 

Clearview returns a matched image from its database and links to the URL associated with the image so 
the investigator can go directly to the open source site. Any image returns are accompanied with a 
disclaimer stating that results are to be treated as intelligence only and cannot be used in court or as the 
method of identification. No other information is returned to HSI from Clearview. If a search yields a 
potential "match", CEIU would be directed to the source URL. CEIU is able to download the image 
from Clearview but can only capture and store relevant information (biographic, derogatory, etc) via the 
source URL. 

Any pertinent information obtained from the open source site(s) (i.e. names, geotags, or other identifiers 
found on the site) as a result of a Clearview search and corresponding to a specific investigative lead or 
formal investigation is catalogued in a separate electronic file folder on the CEIU shared drive that was 
created for that lead. 

CEIU investigators will thoroughly check information derived from the open source site against 
government and public databases to either validate or eliminate candidates prior to generating leads to 
send to the field for additional investigation. Clearview returns will not be used as a positive 
identification nor will they be used for probable cause. They are merely a tool to provide possible 
suspects and will require additional investigative steps to verify identities. 

Clearview searches are treated as equivalent to open web searches in that the entirety of returned search 
results are not saved in CEIU systems. CEIU will only collect and document salient results as they 
pertain to the investigation. If CEIU concludes that certain photographs returned from Clearview are not 
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relevant to an ongoing investigation, then the photographs will not be maintained in any ICE repository. 

CEIU uses Clearview to further existing investigative leads or ongoing investigations, and any pertinent 
information collected from a Clearview search is handled in the same manner as all other evidence 
obtained through open source research. When applicable, hard copies are to be placed in the physical 
HSI investigative case file and digital copies may be uploaded to the electronic case file maintained in 
the HSI Investigative Case Management System (ICM). Locally, CEIU personnel catalogue such 
information in designated file folders maintained on computers attached to the ICE network or C3-net 
workstations. 

2. Does this system employ any of the 
following technologies: 

ff you are using any o_f these technologies and 
want coverage under the respective PIA for that 
technology please stop here and contact the DHS 
Privacy Office for further guidance. 

3. From whom does the Project or 
Program collect, maintain, use, or 
disseminate information? 
Please check all that apply. 

D Closed Circuit Television (CCTV) 

~ Social Media 

0 Web porta!2 (e.g., SharePoint) 

D Contact Lists 

D None of these 

0 This program does not collect any personally 
identifiable information 3 

~ Members of the public 

~ OHS employees/contractors (list components): 

ICE 

D Contractors working on behalf of OHS 

D Employees of other federal agencies 

4. What specific information about individuals is collected, generated or retained? 

1 Informational and collaboration-based portals in operation at OHS and its components that collect, use, maintain, and share 
limited personally identifiable information (PII) about individuals who are "members" of the portal or "potential members" who 
seek to gain access to the portal. 
2 OHS defines personal information as "Personally Identifiable Information" or PII, which is any information that permits the 
identity of an individual to be directly or indirectly inferred, including any information that is linked or linkable to that individual, 
regardless of whether the individual is a U.S. citizen, lawful permanent resident, visitor to the U.S., or employee or contractor to 
the Department. "Sensitive PII" is PII, which if lost, compromised, or disclosed without authorization, could result in substantial 
harm, embarrassment, inconvenience, or unfairness to an individual. For the purposes of this PTA, SPII and PII are treated the 
same. 
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CEIU uploads unidentified images of perpetrators and victims from child exploitation material. Since 
these images are unidentified, these images are linked to case files (i.e. case file number) and not personal 
identifiers. CEIU may also upload images of ICE undercover agents. 

Clearview returns images from open sources on the internet that are detem1ined by Clearview to be 
similar to CEIU's uploaded images, as well as the URL of the website where the image was found. The 
image and the open source URL are the only information provided by Clearview Al. There is no 
individual PII associated with the image return. 

4(a) Does the project, program, or system 
0 No. 
l:8J Yes. If yes, please list all personal identifiers 

retrieve information by personal identifier? 
used: photograph 

4(b) Does the project, program, or system [8J No. 
use Social Security Numbers (SSN)? D Yes. 
4(c) If yes, please provide the specific legal 
basis and purpose for the collection of NIA 
SSNs: 
4(d) If yes, please describe the uses of the 
SSNs within the project, program, or NIA 
system: 
4(e) If this project, program, or system is l:8J No. Please continue to next question. 
an information technology/system, does it 
relate solely to infrastructure? □ Yes. If a log kept of communication traffic, 

For example, is the system a Local Area Network 
please answer the following question. 

(LAN) or Wide Area Network (WAN)? 
4(f) If header or payload data4 is stored in the communication traffic log, please detail the data 
elements stored. 

NIA 

5. Does this project, program, or system 
connect, receive, or share PH with any 
other OHS programs or systems4? 

[8J No. 

D Yes. Jfyes, please list: 

3 When data is sent over the Internet, each unit transmitted includes both header information and the actual data being sent. The 
header identifies the source and destination of the packet, while the actual data is referred to as the payload. Because header 
information, or overhead data, is only used in the transmission process, it is stripped from the packet when it reaches its destination. 
Therefore, the payload is the only data received by the destination system. 
4 PII may be shared, received, or connected to other DHS systems directly, automatically, or by manual processes. Often, these 
systems are listed as "interconnected systems" in Xacta. 
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connect, receive, or share PII with any 
external (non-DHS) partners or 
systems? 

6(a) Is this external sharing pursuant to 
new or existing information sharing 
access agreement (MOU, MOA, LOI, 
etc.)? 

7. Does the project, program, or system 
provide role-based training for 
personnel who have access in addition 
to annual privacy training required of 
all DHS personnel? 

8. Per NIST SP 800-53 Rev. 4, Appendix 
J, does the project, program, or system 
maintain an accounting of disclosures 
of PII to individuals who have 
requested access to their PII? 

9. Is there a FIPS 199 determination? 5 

[8J No. 

Privacy Office 
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D Yes. If yes, please list: 

NIA 

[8J No. 

D Yes. If yes, please list: 

[8J No. What steps will be taken to develop and 
maintain the accounting: 

D Yes. In what format is the accounting 
maintained: 

D Unknown. 

[8JNo. 

D Yes. Please indicate the determinations for each 
of the following: 

Confidentiality: 
D Low D Moderate D High D Undefined 

Integrity: 
D Low D Moderate D High D Undefined 

Availability: 
D Low D Moderate D High D Undefined 

5 FLPS I 99 is the Federal Information Processing Standard Publication 199, Standards for Security Categorization of Federal 
Information and Information Systems and is used to establish security categories of information systems. 
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(TO BE COMPLETED BY COMPONENT PRIVACY OFFICE) 

Component Privacy Office Reviewer: b)(6); (b)(7)(C) I 
Date submitted to Component Privacy 

June 27, 2019 
Office: 

Date submitted to DHS Privacy Office: XXX 

Component Privacy Office Recommendation: 
Please include recommendation below, includinf( what new privacy compliance documentation is needed. 

The HSI Cyber Crimes Center (C3) is submitting this PTA to document Clearview AI, a new facial 
recognition service C3 will use to identify perpetrators and victims pictured in child exploitation 
materials. Clearview is a web-based service that acts as a search engine of publicly available images. 
Clearview pulls and compiles publicly available images from across the internet into a proprietary image 
database to be used in combination with Clearview's facial recognition technology. Clearview boasts a 
98.6% accuracy rate and an image gallery greater than 1 billion images. 

ICE's use of Clearview AI is privacy sensitive, requiring PIA coverage. DHS/JCE/PIA-054 ICE Use of 
Facial Recognition Services assesses the risk of utilizing commercial facial recognition vendors for 
purposes of identifying victims and suspects of investigation. Clearview Al requires SORN coverage 
because it retrieves information by a unique identifier. DHS/ICE-009 External Investigations SORN 
provides coverage for the use of PII, including photographs, to investigate violations of the law within 
lCE's jurisdiction. The forthcoming update to DHS/ICE-009 will provide further transparency on HSI's 
use of facial photographs for biometric purposes and collection of social media. 

(TO BE COMPLETED BY THE DHS PRIVACY OFFICE) 

DHS Privacy Office Reviewer: b)(6); (b)(7)(C) 

Approved By: 

PRIVCATS Workflow Number: 0010743 

Date approved by DHS Privacy Office: October 5, 2020 

PT A Expiration Date October 5, 2021 

DESIGNATION 

Privacy Sensitive System: Yes If"no" PTA adjudication is complete. 

Category of System: 

Determination: 
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D Privacy compliance documentation determination in progress. 

D New information sharing arrangement is required. 

D DHS Policy for Computer-Readable Extracts Containing Sensitive PII 
applies. 

D Privacy Act Statement required. 

!ZI Privacy Impact Assessment (PIA) required. 

!ZI System of Records Notice (SORN) required. 

D Paperwork Reduction Act (PRA) Clearance may be required. Contact 
your component PRA Officer. 

D A Records Schedule may be required. Contact your component Records 
Officer. 

System covered by existing PIA 

If covered by existing PIA, please list: DHS/ICE/PIA-054 ICE Use of Facial Recognition 
Services 

SORN update is required. 

If covered by existing SORN, please list: Forthcoming update to DHS/ICE-009 External 

Investigations 

DUS Privacy Office Comments: 
Please describe rationale for privacy compliance determination above. 
The ICE HSI Cyber Crimes Center (C3) is submitting this PT A to document Clearview Al, a new facial 
recognition service C3 will use to identify perpetrators and victims pictured in child exploitation 
materials. Clearview is a web-based service that acts as a search engine of publicly available images. 
Clearview pulls and compiles publicly available images from across the internet into a proprietary image 
database to be used in combination with Clearview's facial recognition technology. Clearview boasts a 
98.6% accuracy rate for its algorithm and an image gallery greater than 1 billion images. A system's 
accuracy rate measures the algorithm's ability to match an individual in two images successfully. The 
images are unconstrained and may have multiple individuals in the image. Clearview may only pull 
images from public social media sources. All images are collected via simple searches, and no social 
media terms of service or privacy settings are violated in the collection of images. Clearview can produce 
audit logs for HSI use, but it does not monitor user activity or photos submitted. Clearview does not pull 
any information from the dark web. Clearview does not modify or purge any images from its database. 
Child Exploitation Investigation Unit (CEIU) must keep the actual image unchanged for evidentiary 
purposes. Images irrelevant to a case are not be kept by CEIU. The C3 CEIU wi11 also use Clearview to 
identify targets of other HSI investigations where the only information known about the target is an image 
of their face. CEIU anticipates the purchase of additional licenses for use by child exploitation agents and 
analysts in the field. CEIU will manage the distribution of these licenses and will ensure that all users will 
utilize Clearview in compliance with all policy and privacy standards that are set forth in this PT A and 
DHS/ICE/PIA-054 ICE use of Facial Recognition Services (FRS). 
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Clearview allows for customized user access restrictions, audit logs, and "splash screens" that can present 
rules of behavior for a user. The parameters of the restrictions and contents of the rules of behavior are 
being developed during the pilot. C3 currently has its own policy that is in line with the ICE FRS PIA. 
HSI, with ICE privacy, is currently developing an HSI-wide policy on the use of facial recognition that 
coincides with what is described in the ICE FRS PIA. Clearview does not interact with any ICE systems 
at any time. CEIU uploads both victim and offender images, as well as photographs of undercover agents 
of ICE to determine if similar images can be found online that might harm the agent. 

At the time of upload, CEIU is able to set the retention schedule for the image. CEIU sets the retention 
schedule to immediately delete the image in Clearview's database as soon as the facial recognition 
algorithm is complete. Clearview has the ability to store a HashID of the results of the algorithm that is 
run on an image. The HashID cannot be used to recreate a facial image, but rather informs the Clearview 
program what to look for in its gallery to find a match. CEIU can opt for the HashID to remain on 
Clearview servers to run against new images incorporated into their database. If the HashID hits on a new 
image, CEIU would is then be alerted. ICE confirms that CEIU is currently not using this 
functionality. 

DHS Privacy Office finds that Clearview AI is a privacy sensitive service requiring PIA and SORN 
coverage. PRIV requires that if ICE expands its use of Clearview in any aspect not described in this 
PTA, an updated PTA must be submitted to mitigate any new privacy risks. ICE will discontinue 
use of any Clearview vendor that violates privacy settings. 

PRIV finds that PIA coverage is require as information is collected from members of the public. PRIV 
agrees with ICE Privacy that PIA coverage is provided under DHS/ICE/PIA-054 ICE Use of Facial 
Recognition Services, assesses the risk of utilizing commercial facial recognition vendors for purposes of 
identifying victims and suspects of investigation. HSI uses an FRS's I :many query functionalities to 
generate candidate lists to identify an unknown person or to locate a known person who may be using an 
alias or assumed identity. These requests are made in furtherance of ongoing investigations on a case-by­
case basis. ICE HSI primarily uses this law enforcement tool to identify victims of child exploitation and 
human trafficking, subjects engaged in the online and sexual exploitation of children, subjects engaged in 
financial fraud schemes, identity and benefit fraud, and those identified as members of transnational 
criminal organizations. HSI minimizes the privacy impacts of using an FRS through safeguards it has 
instituted at each step of the identification process. This process includes the initial collection of probe 
photos,9 the submission of probe photos to the FRS, and the receipt and use of candidate lists from an 
FRS. Further, HSI does not take enforcement action against any individual solely based on candidate 
images. Rather, HSI uses these candidate images as leads, which always requires further corroboration 
and investigation. 

PRIV finds that SORN coverage is required as information is retrieved by personal identifier. PRIV 
agrees with ICE Privacy that the DHS/ICE-009 External Investigations SORN provides coverage for the 
use of PII, including photographs, to investigate violations of the law within I CE' s jurisdiction. And that 
the forthcoming update to DHS/ICE-009 is required to provide further transparency on HSI's use of facial 
photographs for biometric purposes and collection of social media. The update to DHS/ICE-009 is 
currently in review with 0MB. 
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Homeland 
Security 

Privacy Office 

U.S. Department of Homeland Security 

Washington, DC 20528 

202-343-1717.pia@dhs.gov 

www .dhs.gov/privacy 

Privacy Threshold Analysis 
Version number: 01-2014 

Page 11 o/11 

This PTA will expire in I-year while the SORN is reviewed by 0MB, necessary edits/changes are 
made, and published in the Federal Register. The PT A approval period will be extended to 2-years when 
the SORN is published in the Federal Register. 
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EPCTW 

DEPARTMENT OF HOMELAND SECURITY 
Stage: Funds Verification Official 
Review 
1. Name of 2. Card.holder 3. Cardholder 

PURCHASE CARD TRANSACTION 
WORKSHEET 

E.-nail Address: 4. s. 

Page I of 2 

Status: Pending 
Approval 

Program/Office: 
(b)(6); (b)(7)(C) Phone Number: (b)(6); (b)(7)(C) I Component: Homeland Security 

b)(6); (b)(7)(C) ICE Investigations/ 
Investigative Programs 

6. Requester 7. Requester 8. Date of Request: 9. Document IO Humber: 
!Name: Phone Number: 06/20/2019 Clearview AI 
~b)(6); (b)(7)(C) b)(6); (b)(7)(C) 

10. Ship To Address: 11. City: 12. State: 13. Zlp Code: 
11320 Random Hills Rd, Ste Fairfax !Virginia 22030 
400 
14. Vendor Name: 15. Vendor POC: 16. Vendor Phone Number: 
!Clearview AI b)(6); (b)(7)(C) I b}(6}; (b}(7}(C} I 

17. Vendor Address: 18. City: 19. State: 20. Zip Code: 
15 West 72nd St., Ste. 23-S New York New York 10023 

21. Detailed Justification for Purchase: 
!Clearview AI produces software that runs a facial recognition algorithm against a large data set 
~hich has been compiled by Clearview AI. This software allows HSI to input an unknown face into 
the program and the product will find images in the compiled data set ~hat match the face. 

(b)(?)(E) 

22.Item 
23.Item Description 

24.Stoclt 25.Quantity 
2f>.U6it-o! 27 .Unit 

28. Subtot.a.ls 
29.Date 

• N•·-'---- Ill!':le Price Received ~-"1 1Dr r'-f- ,-. 

3 User Accounts and - --~ , _..,, ,., .. 
(b)(7)(E) (b)(7)(E) 

1 N/A l each 
12 months service r~-•- --............ 

1,>.ccs 30. Accounting Data: _.,, - ., •- 1...,11,·1 0° .111 Ill c { 1, .. 11 Chief 

31. Purchase Log ID: if further cl,1t1f,H2. ESTIMATEP ORDER TOTAL: 
l(b)(7)(E) rred Th,~ 11••111 I'',, ,/11iuted for U~P on 

33. TO REQUIRED SOURCES 
~

1 i)flfsf •i' TO ~OUI~O SOURCES 
!t e 1111'r nse n . Os Rvrbf!!l1tl'1" , .:it .,TP1-~P,~~I~; ~~~~OVALS NEEDED 

I. Agency 

~
o~-t 

(b)(6), (b)(7)(C) 

Inventories 

2. Excess f=cm ~oles 
other agencies s ly source. 

3. Federal Prison 
6. Commer 

Industries 

34. FUNDS VERIFICATION OFFICIAL INFORMi 
Printed Funding Official Name and 'l'.i tl◄ 

··- ·~· .. 
b)(6); (b)(7)(C) I Management & Program 

(b)(6); (b)(7)(C) 
Date: SIGNATURE: --1 

Ana.1.yst 

35. APPROVING OFFICIAL/ALTERNATE APPROVING OFFICIAL INFORMATION 
Printed Approving Official Name and Title: Phone Numb .. r: 
b)(6); (b)(7)(C) 1, Unit Chief 

Date: SIGNATURE: 

36. PURCHASE CARD HOLDER INFORMATION 
~ard Holder Signature: Date of Purchase: ,~OUNT PAID: 
37. ALL THE ABOVE ITEMS HAVE BEEN RECEIVED ANO ACCEPTED (Third Party- Cannot be th'" cardholder or the 
~pproving official) 
Printed Name and Title: Phone Nu.'llher: 

:Date: SIGNATURE: 
b)(6); (b)(7)(C) I/ Speci.al Agent (b)(6); (b)(7)(C) 

2020-ICFO-36906 43 
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EPCTW Page 2 of2 

38. PROPERTY CUSTODIAH lNFORHATION !Property Accountability) 
Printltd Name and Title: !Phone Number: loate: SlGNA~: 
39. 1-0CAL USE S1GNATUR2S (lf needed) 

~rinted Name and Title: Phone NWlll>er: Date: SIGNATUU: 

~rintad Name and Title: Phone 11\llCkler: Date: !SIGNATURE: 

Printed Name and Title: Phone Nu=ber: Date: IS IGNA TUl!E : 

DHS Form 1S01 (9/121 

16/21/2019 
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Withheld pursuant to exemption 

Non Responsive Record 

of the Freedom of Information and Privacy Act 
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Withheld pursuant to exemption 

Non Responsive Record 

of the Freedom of Information and Privacy Act 
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of the Freedom of Information and Privacy Act 



DHS-ICE-20-0915-A-000048

Homeland Security Investigations 

U.S. Department of Homeland Security 
500 I 2th Street, S.W. 
Washington, DC 20536 

U.S. Immigration 
and Customs 
Enforcement 

MEMORANDUM FOR: All HSI Personnel rb)(6); (b)(7)(C) 

~b)(6); (b)(7)(C) I 
FROM: l . .___ _________________ ____, 

Acting Executive Associate Director 

SUBJECT: Use of and Access to Third-Party Facial Recognition Services 

1. Purpose and Applicability 
As part of its criminal and administrative law enforcement missions, U.S. Immigration and 
Customs Enforcement (ICE) Homeland Security Investigations (HSI) relies on a variety of law 
enforcement tools and techniques to ensure public safety and national security. Facial 
recognition technology and services provide an important tool to support HSI mission 
activities. To maximize the use of this tool consistent with privacy, civil rights and civil 
liberties requirements, this memorandum provides HSI personnel with guidance on the 
acceptable use of Facial Recognition Services within the scope of their official duties. 

This memorandum only pertains to the use of third-party facial recognition technologies and 
does not apply to any internal system or technology HSI may acquire and/or develop at a future 
date. This memorandum also does not pertain to partner agencies running facial recognition 
queries as part of their own processes in a joint investigation in which HSI may be a partner. 
Moreover, this memorandum only covers the actions of HSI personnel fulfilling their 
statutorily authorized duties. It is not meant to provide guidance or authorization for other 
offices within ICE to access or use facial recognition technologies or services. 

2. Definitions 
Facial Recognition Technology: A system that uses algorithmic analysis to compare facial 
features between images to determine the likelihood that those images depict the same 
individual. For purposes of this memorandum, facial recognition technology is used to verify 
that an individual in a submitted image is the same individual depicted in a selected image 
within a database ( 1: 1 match); compare the likeness between two submitted images (2-photo 
submission); or identify an unknown individual by analyzing a gallery of images in a database 
to find an image similar to a submitted image (1 :many match). 

Facial Recognition Services (FRS): A government agency or commercial vendor who 
manages its own image database(s) and chooses its own facial recognition technology. These 
agencies and vendors accept facial image submissions from third parties, including HSI, to run 
comparative queries of their own image galleries using their own facial recognition algorithm. 

Probe Photo: Isolated facial images that are lawfully obtained pursuant to an authorized 
criminal investigation and submitted for facial recognition matching. 
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Candidate List: An algorithmically generated list of images from a database where one of the 
images in the database may be the same individual that appears in the submitted photograph. 
Usually, the list is ranked in order by the likelihood that the images contained within the 
database match the probe photo submission. A recipient must review the candidate list to 
determine whether a potential match exists. No candidate list return will be relied upon for 
positive identification. 

Exigent Circumstances: Circumstances that will cause a reasonable person to believe that 
immediate action is necessary to prevent physical harm to the officers or to other persons, the 
destruction of relevant evidence, the escape of the suspect, or some other consequence 
improperly frustrating legitimate law enforcement efforts. 

3. HSl's Use of Facial Recognition Services Data and/or Technology 
HSI personnel may use an FRS for purposes of an HSI investigation and/or joint investigation 
with another law enforcement agency for authorized law enforcement purposes relating to 
HSI's statutory authorities and law enforcement mission. HSI personnel may only share 
information obtained from the use of an FRS with other parties or entities as authorized by 
statute, regulations, and/or existing information sharing agreements. 

HSI personnel may use an FRS in four ways: 

(1) To identify an unknown individual captured in a probe photo associated with an 
authorized criminal investigation; 

(2) To locate the whereabouts of a known individual associated with an authorized criminal 
investigation in an area serviced by the FRS; 

(3) To verify that an individual's claimed identity matches what is present in the FRS 
database; and 

(4) To compare two images to determine the likelihood that both images depict the same 
individual. 

4. Requirements for Use of Facial Recognition Services 
A. General Requirements 

1. HSI will use an FRS only for authorized law enforcement purposes. Authorized law 
enforcement purposes require that HSI's use must be either: 

• Relevant and necessary to an ongoing investigation relating to HSI's statutory 
authorities; or 

• Part of an established HSI program or task force whose use of facial 
recognition is assessed for its impacts on privacy, civil rights and civil 
liberties. 

2. Prior to using an FRS, HSI will use reasonable efforts to identify, locate, or verify an 
individual through traditional investigative means and methods. 

3. Prior to using an FRS, HSI personnel will certify through the Performance and Learning 
Management System (PALMS) that they: 
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Have completed an HSI and Office of Information Governance and Privacy 
(IGP) approved training course on Facial Recognition Technology, titled ICE 
Use of Facial Recognition Services, found on PALMS; 

Will use best practices, as outlined in the training, when collecting probe 
photos, submitting photos to an FRS, and using candidate lists returned from 
an FRS; and 

Will abide by the privacy, civil rights and civil liberties safeguards set forth in 
the training, the Privacy Impact Assessment published at 
h ttps :/ /www.dhs.gov/pu b lication/ dhsicepia-054-ice-use-facial­
recogniti on-services, and this memorandum. 

B. Collection of Probe Photos. 

1. HSI personnel may collect probe photos of a potential suspect or victim of a crime or 
administrative violation under a HSI investigation. 

2. HSI personnel may only collect probe photos of witnesses to crimes if supervisory 
approval is obtained and other reasonable methods to further an investigation have been 
exhausted. 

3. HSI will not collect probe photos of individuals based solely on: 
• Religious, political, or social views or activities; 

• Participation in a noncriminal organization or event protected by the First 
Amendment; or 

• Race, ethnicity, gender, national origin, religion, sexual orientation, gender 
identity, nationality, or any individual characteristic protected by law. 

4. HSI will not use an FRS to surveil the general public. An FRS will not be used real-time 
in conjunction with surveillance or live streaming media. The Assistant Director for IGP 
and HSI Assistant Director Level leadership, in consultation with the Office of the 
Principal Legal Advisor, will separately assess future legal or technological FRS 
developments for additional guidance. 

C. Submission to an FRS 

1. HSI personnel will only submit probe photos to an FRS that has been reviewed and 
approved by the HSI Operational Systems Development and Management unit (OSDM) 
of the Operational Technology and Cyber Division, except in cases of exigent 
circumstances. 1 

2. The OSDM approved FRS list is found at 
https://hsinet.ice.dhs.gov/sites/Roadmap/Lists/FRReguest/Allltems.aspx 

3. In the case of exigent circumstances, an HSI supervisor must approve the use of any 
FRS that has not been reviewed and approved by OSDM. The supervisor must provide 
his or her approval prior to use of the FRS where possible, or as soon as practicable 
thereafter. 

• Any FRS used in cases of exigent circumstance will be submitted to OSDM 
for subsequent review. 

1 The OSDM review and approval process is documented in the ICE Use of Facial Recognit.ion Services PIA. 
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• HSI personnel are prohibited from using an FRS that has been reviewed by 
OSDM and not approved for use, even in exigent circumstances. 

4. HSI personnel will use an FRS in accordance with the terms and conditions of that FRS. 

D. Receipt of Information from an FRS 

1. HSI personnel, unless specifically trained and authorized, will not act as biometric facial 
examiners. 

2. No Candidate lists will be considered a positive identification. HSI Personnel will 
compare information contained in candidate lists with other information obtained using 
traditional means and methods to determine whether potential matches may result in a 
lead for an investigation. 

3. All potential matches will only be considered investigative leads by HSI. HSI will not 
take enforcement action based solely on data collected from FRS databases. FRS data 
will be supplemented with other investigative information before taking enforcement 
action. 

E. Auditing and Accountability. 

l. Any submission to an FRS will be noted in an office or program log or system logging 
mechanism detailing the FRS used, the personnel that submitted the probe photo, and 
the case and/or violation associated with the submission. 2 

2. All results of an FRS used in a case will be noted in a report of investigation in the 
relevant case file and in the HSI Investigative Case Management (ICM). 

3. OSDM has established the ICM and SEACATS Program Code: FRS-Facial 
Recognition to track submissions and results. Use of the FRS Program Code is 
mandatory. 

4. HSI front-line supervisors will review logs, case files, and ICM entries routinely to 
ensure compliance with this guidance. Non-compliance, including inappropriate 
access and use, may be referred to the ICE Office of Professional Responsibility 
(OPR), when appropriate. 

5. ICE OPR will conduct regular audits to ensure compliance with this policy. 

s. No Private Right of Action 
This memorandum may be modified, rescinded, or superseded at any time without notice. It is 
not intended to, does not, and may not be relied upon to create any right or benefit, 
substantive or procedural, enforceable at law by any party in any administrative, civil, or 
criminal matter. 

Likewise, no limitations are placed by this guidance on the other lawful enforcement or 
litigative prerogatives of ICE. 

Direct questions about this guidance to the !GP Privacy Unit (lCEPrivacy@ice.dhs.gov). 

2 Log format and the manner of log storage and accessibility will be submitted to IGP for approval. 
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# of Active F-1 OPT Students that were OPT Authorized and Employed in 2018 
145,564 
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SOLICITATION/CONTRACT/ORDER FOR COMMERCIAL ITEMS 
1

1. REOUISITIONNUMBER 
IPAG~ 

OF 

OFFEROR TO COMPLETE BLOCKS 12, 17, 23, 24, & 30 SEE SCHEDULE I 4 

2. CONTRACT NO. SOLICITATION NUMBER 
EFFECTIVE DATE 

1

3.AWARD/ 

1

4. ORDER NUMBER 

70CMSD20P00000130 
15 ISSUE DATE 

1

,6. SOLICITATION 

7. FOR SOLICITATION 

► 
la. NAME 

l
b. TELEPHONE NUMBER /No oo//ect calls) 18. OFFER DUE DATE/LOCAL TIME 

INFORMATION CALL: j(b)(6); (b)(7)(C) I 214-905 b)(6); (b)(7)(C) I 
9. ISSUED BY CODE IICE/IOSD 10. THIS ACQUISITION IS X UNRESTRICTED OR ::::J SET ASIDE: %FOR: 

Investigations Ops Support Dallas = SMALL BUSINESS 
WOMEN-OWNED SMALL BUSINESS 

::::J (WOSB) ELIGIBLE UNDER THE WOMEN-OWNED 
Immigration and Customs Enforcement _, H UBZONE SMALL SMAI I RI JSINFSS PROr..RAM 

NAICS:541519 
Office of Acquisition Management 

BUSINESS =EDWOSB 

7701 N. Stemmons Freewa

7
, Suite l(b)(6); (b)(7)(C) I ::::J SERVICE-DISABLED '--' S(A) SIZE STANDAR{b )( 

4) 
(b)(6); (b)(7)(C) VETERAN-OWNED 

SMALL BUSINESS 

Dallas TX 75247 

11. DELIVERY FOR FOB DESTINA· 12. DISCOUNT TERMS 13b. RATING 
TION UNLESS BLOCK IS 

Net 30 
= 13a. THIS CONTRACT IS A 

MARKED RATED ORDER UNDER 14. METHOD OF SOLICITATION 
c.J SEE SCHEDULE DPAS (15 CFR 700) 

:::JRFO :::JIFB ~ RFP 

15. DELIVER TO co~ IICE/HSI/HQ-D4 16. ADMINISTERED BY CODE IICE/IOSD 

ICE Hmlnd Sec Inv HQ Div. 4 Investigations Ops Support Dallas 

Immigration and Customs Enforcement Immigration and Customs Enforcement 

11320 Random Hills Road Suite [b)(6); (b)(7)(C) I Office of Acquisition Management 

Attn: [b)(6); (b)(7)(C) I 7701 N. Stemmons Freeway, Suite fb)(6); (b)(7)(C) I 
l<b)(6); (b)(7)(C) I l<b)(6); (b)(7)(C) 

I 
Fairfax VA 22030 Dallas TX 75247 

17a. CONTRACTOR/ CODE 8489333670000 I FACILITY I 18a. PAYMENT WILL BE MADE BY CODE IDHS/ICE/BFC 
OFFEROR CODE 

CLEARVIEW AI INC Department of Homeland Security 

ATTN rb)(6); (b)(7)(C) I Burlington Finance Center 

15 w 72ND STKb)(6); r P.O. Box 1620 

NEW YORK NY 100233458 ATTN: CCC Invoice 

Ref: 70CMSD20P00000130 for payment 

Williston VT 05495-1620 

TELEPHONE NO. 9177346239 

_, 17b. CHECK IF REMITTANCE IS DIFFERENT AND PUT SUCH ADDRESS IN OFFER 18b. SUBMIT INVOICES TO ADDRESS SHOWN IN BLOCK 18a UNLESS BLOCK BELOW 
IS CHECKED LSEE ADDENDUM 

19. 20. 21. 22. 23. 24. 
ITEM NO. SCHEDULE OF SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 

DUNS Number: 848933367 

Program POC: fb)(6); (b)(7)(C) 

Program POC: I 
Acquisition POC: rb)(6); (b)(7)(C) I 

See Quote Dated 08/04/2020 from rb)(6); (b)(7)(C) 

I at Clearview AI. 

(Use Reverse and/or Attach Additional Sheets as Necessary) 

25. ACCOUNTING AND APPROPRIATION DATA 

1

26. TOTAL AWARD AMOUNT (For Govt. Use Only) 

SEE SCHEDULE fb)(4) I 
-' 27a. SOLICITATION INCORPORATES BY REFERENCE FAR 52.212-1, 52.212-4. FAR 52.212-3 AND 52.212-5 ARE ATTACHED. ADDENDA :::J ARE C ARE NOT ATTACHED. = ARE t ARE NOT ATTACHED. ::::: 27b. CONTRACT/PURCHASE ORDER INCORPORATES BY REFERENCE FAR 52.212-4. FAR 52.212-5 IS ATTACHED. ADDENDA 

- 28. CONTRACTOR IS REQUIRED TO SIGN THIS DOCUMENT AND RETURN 

COPIES TO ISSUING OFFICE. CONTRACTOR AGREES TO FURNISH AND DELIVER 
ALL ITEMS SET FORTH OR OTHERWISE IDENTIFIED ABOVE AND ON ANY ADDITIONAL 

SHEETS SUBJECT TO THE TERMS AND CONDITIONS SPECIFIED. 

30a. SIGNATURE OF OFFERORICONTRACTOR 

30b. NAME AND TITLE OF SIGNER (Type or print) 130c. DATE SIGNED 

AUTHORIZED FOR LOCAL REPRODUCTION 

uvs-t:H51°GHT 

~ 29. AWARD OF CONTRACT: OFFER 

DATED . YOUR OFFER ON SOLICITATION (BLOCK 5), 
INCLUDING ANY ADDITIONS OR CHANGES WHICH ARE SET FORTH 

HEREIN. IS ACCEPTED AS TO ITEMS: 

31a. UNITED STATES OF AMERICA/SIGNATURE OF CONTRACTING OFFJCERI 

r)(6); (b)(7)(C) 

I 
31b. NAME OF CONTRACTING OFFICER (Type or print) 

(b)(6); (b)(7)(C) I 131c. DATE SIGNED 

STANDARD FORM 1449 (REV. 2/2012) 
Prescribed by GSA· FAR (48 CFR) 53.212 
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19. 20. 21. 22. 23. 24, 

ITEM NO. SCHEDULE OF SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 

~ 

Delivery: 30 Days After Award 

(b)(4) rb)(4) 

I 
0001 Clearview Software Licenses 

112 Licenses 

Cyber Crimes Unit 

Funding: 

G-514 192120VHQ4CCC0044.1 

100 Licenses a tfb)(4) leach Total: 
[b)(4) I 
(b)(7)(E) 

G-514 192120VHQ4CCC0044 
fb)(4) 

12 Licenses at fb)(4) leach Total: 
(b)(7)(E) 

~ 

FOR COMMUNICATION OF THIS ORDER 

All communications and invoices must reference 

the order number shown in Block #4 on page 1 of 

the Purchase Order. Payment Inquiries: Questions 

regarding invoice submission or payment, please 

Continued ... 
32a. QUANTITY IN COLUMN 21 HAS BEEN 

L RECEIVED ~ INSPECTED 
~ 0 ACCEPTED AND CONFORMS TO THE CONTRACT EXCEPT AS NOTED· 

32b. SIGNATURE OF AUTHORIZED GOVERNMENT REPRESENTATIVE I32c. DATE 32d. PRINTED NAME AND TITLE OF AUTHORIZED GOVERNMENT REPRESENTATIVE 

32e. MAILING ADDRESS OF AUTHORIZED GOVERNMENT REPRESENTATIVE 321. TELEPHONE NUMBER OF AUTHORIZED GOVERNMENT REPRESENTATIVE 

32g. E-MAIL OF AUTHORIZED GOVERNMENT REPRESENTATIVE 

33. SHIP NUMBER 34. VOUCHER NUMBER 35. AMOUNT VERIFIED 36. PAYMENT 37. CHECK NUMBER 

CORRECT FOR 

0 PARTIAL = FINAL 

n COMPLETE I PARTIAL 0 FINAL 

38. SIR ACCOUNT NUMBER 39. SIR VOUCHER NUMBER 40. PAID BY 

41a. I CERTIFY THIS ACCOUNT IS CORRECT AND PROPER FOR PAYMENT 42a. RECEIVED BY {Print) 

41 b. SIGNATURE AND TITLE OF CERTIFYING OFFICER 41c. DATE 

42b. RECEIVED AT {Location) 

J\Mf f He ~J\I\. 
42c. DATE REC'D {YY/MM/OO) 142d. TOTAL CONTAINERS 

pVERSIGHT STANDARD FORM 1449 (REV. 212012) BACK 
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EFERENCE NO. OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET 70CMSD20P00000130 

NAME OF OFFEROR OR CONTRACTOR 

CLEARVIEW AI INC 

ITEM NO. 

(A) 
SUPPLIES/SERVICES 

(B) 

~c_o_n_t_a_c_t_I_C_E __ F~inancial Operations at 
l(b)(?)(E) J or by e-mail at 

NOTE: The contractor should not accept any 
instruction that results in a change to the 
supplies/services ordered herein from an Entity 
or individual other than a Contracting Officer at 
the issuing office. 

******************************************** 

INVOICE INSTRUCTIONS 
1. Invoice Submission: 

Primary method of submission 
shall be submitted to: 

is email. Invoices 

J(b)(7)(E) 

Attn: Applicable Program Office Identifier (ex: 
C3) Invoice 
Each email shall be in a .pdf format; contain 
only one (1) invoice and the subject line of the 
email will annotate the invoice number. 
Alternate method of submission is fax. Invoices 
shall be sent to: 
Applicable phone number ~J(b_)(_?_)(_E_) ______ ~ 
Attn: Applicable Program Office Identifier C3 
Invoice 
Each fax shall have a cover sheet identifying 
point of contact, phone number and number of 
pages. 
Note: The Contractor's Dunn and Bradstreet (D&B) 
DUNS number must be active in the System for 
Award Management (SAM) at https://www.sam.gov. 
2. Content of Invoices: Each invoice submission 
shall contain the following information: 
(i) Name and address of the Contractor. The name, 

address and DUNS number on the invoice MUST match 
the information in both the Contract/Agreement 
and the information in the SAM; 
(ii) Dunn and Bradstreet (D&B) DUNS number; 
(iii) Invoice date and invoice number; 
(iv) Agreement/Contract number, contract line 
item number and, if applicable, the order number; 
(v) Description, quantity, unit of measure, unit 

price and extended price of the items delivered; 
(vi) Shipping number and date of shipment, 

Continued ... 

( 

QUANTITY UNIT 

(C) (D) 

OVERSIGHT 
2020-ICFO-36906 55 

UNIT PRICE 

(E) 

PAGE OF 

3 4 

AMOUNT 

(F) 

OPTIONAL FORM 336 (4-86) 

Sponsored by GSA 
FAR (48 CFR) 53.110 
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EFERENCE NO. OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET 70CMSD20P00000130 

NAME OF OFFEROR OR CONTRACTOR 

CLEARVIEW AI INC 

ITEM NO. 

(A) 
SUPPLIES/SERVICES 

(B) 

including the bill of lading number and weight of 
shipment if shipped on Government bill of lading; 
(vii) Terms of any discount for prompt payment 

offered; 
(viii) Remit to Address; 
(ix) Name, title, and phone number of person to 

notify in event of defective invoice; 
(x) Mark invoice as "Interimn (Ongoing 

performance and additional billing expected) and 
"Finaln (performance complete and no additional 
billing) and 
(xi) ICE program office designated on 

order/contract/agreement. 
(xii) Electronic Funds Transfer (EFT) banking 
information in accordance with 52.232-33 Payment 
by Electronic Funds Transfer - System for Award 
Management or 52-232-34, Payment by Electronic 
Funds Transfer - Other than System for Award 
Management. 
In accordance with Contract Clause, FAR 
52. 212-4 (g) ( 1), Contract Terms and Conditions 
--Commercial Items, or FAR 52. 232-25 (a) (3), 
Prompt Payment, as applicable, the information 
identified above is required with each invoice 
submission. 
3. Payment Inquiries: Questions regarding invoice 
submission or payment, please contact ICE 
Financial Operations at bX?XE) or by 
e-mail at b)(?)(E) 
Invoicesw ~~i-t~h_o_u_t--t~h_e_a~b-o_v_e__,,i_n_f~o-r_m_a_t~i-o_n_m_a_y__,,...be 

returned for resubmission. 

The total amount of award: fb)(4) The 

obligation for this award is shown in box 26. 

( 

QUANTITY UNIT 

(C) (D) 

OVERSIGHT 
2020-ICFO-36906 56 

UNIT PRICE 

(E) 

PAGE OF 

4 4 

AMOUNT 

(F) 

OPTIONAL FORM 336 (4-86) 

Sponsored by GSA 
FAR (48 CFR) 53.110 
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