U.S. Department of Justice
Federal Bureau of Prisons

Central Office
320 First St., NW
Washington, DC 20534

May 31, 2023

Austin Evers

American Oversight

1030 15th Street NW, Suite B255

Washington, DC 20005 Request Number: 2020-02991

Dear Mr. Evers:

This is in response to the portion of the above referenced Freedom of Information Act (FOIA)
request involving emails from 14 BOP Officials using 36 search terms.

This is the thirtieth and final rolling release of emails.

For this rolling release, we are releasing 70 pages of records, which were sent for consultations.
Of these 70 pages, 4 pages are appropriate for release in full, and 66 pages are appropriate for
release in part. Copies of releasable records are attached.

Please note BOP has now processed all emails in response to this request.

Pursuant to the Freedom of Information Act, 5 U.S.C. § 552, records were redacted under the
following exemptions:

(b)(5): Permits withholding information under the deliberative process privilege, including
the pre-decisional documents, or information that could be withheld under civil discovery,
attorney-client, or attorney-work product privileges.

(b)(6): Permits withholding of records and information about individuals when disclosure
would be a clearly unwarranted invasion of personal privacy.

(b)(7)(C): Permits withholding of records when an unwarranted invasion of personal
privacy could reasonably be expected.

(b)(7)(E): Permits withholding of records or information compiled for law enforcement
purposes when the release would disclose techniques and procedures for law
enforcement investigations or prosecutions.

If you have questions about this response, please feel free to contact Andrew Freidah of the
Department’s Civil Division, Federal Programs Branch, at 202-305-0879 or at
andrew.f.freidah@usdoj.qgov.

Sincerely,
N -3
ANR)
Sy R WA

Eugene E. Baime
Supervisory Attorney
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

Situation Report
COVID-19 - Worldwide - 03-17-20 (Update 16) |

(BMFIE)

Date As Of: 03/17/2020 05:13:49

Sitrep Update #: 16

Incident Start Time: 02/28/2020
Incident End Time: Ongoing

Incident Location: Worldwide

Impacted Sectors: Commercial Facilities, (Outdoor
Events), (Public Assembly), Financial Services, Food and
Agriculture, Government Facilities, (Educational
Facilities), Healthcare and Public Health, Information
Technology, Transportation Systems, (Aviation), (Mass
Transit and Passenger Rail), Water and Wastewater
systems

Reported Cause of Incident: COVID-19

Interagency Coordination: Internal and external
partners

On Scene Agencies: N/A

Owner/Operator(s) Involved: N/A

Incident Summary:

“UNCLASSIFED 7/ FOR-OFFICIAL USE-ONLY-
TLP-GREEN—

bHE
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Critical Infrastructure Involved: Commercial Facilities (Public Assembly), Financial Services, Food and Agriculture,

Government Facilities (Education Facilities, Elections), Healthcare and Public Health, Transportation Systems

(Aviation, Maritime Transportation, Mass Transit and Passenger Rail), Water and Wastewater Systems

The Cybersecurity and Infrastructure Security Agency (CISA) continues to monitor the evolving Coronavirus Disease,
also known as COVID-19, situation closely. CISA is taking part in interagency and industry coordination calls, and
working with critical infrastructure partners to prepare for possible disruptions to critical infrastructure that may stem
from widespread illness, should the virus take hold in the U.S.

As of 0500, Johns Hopkins University reports there are approximately 182,405 confirmed cases and 7,148 deaths

worldwide.

As of 0500, CDC reports there are approximately 3,675 U.S. COVID-19 cases and 68 deaths.

KEY POINTS:

» The U.S. President officially declared COVID-19 as a National Emergency under the Stafford Act

« ESF #2 and ESF #14 are supporting accordingly

Cybersecurity and Infrastructure Security Agency (CISA)
CISA Integrated Operations Coordination Center (CIOCC) — Physical
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

* There are cases in every state except West Virginia

« At least 15 states have activated their National Guard to support various missions in response to the COVID-19
outbreak

» Multiple states have issued guidance banning gatherings of more than 250 people

» The CDC advises the public not attend any gatherings greater than 50 people

» Effective March 16, a travel ban was extended to foreign nationals departing from the United Kingdom and Ireland
to the United States

» The Governor of West Virginia declared a state of emergency for all 55 of West Virginia's counties despite having
no confirmed cases

* The governors' offices of New York, New Jersey, and Connecticut announced a ban on gatherings of more than 50
people

* The Pennsylvania govemor's office announced all non-essential businesses and services across the state would
be ordered to shut down

« New Jersey urged residents to stay home after 8 p.m., activated the National Guard, and issued an order limiting
some business operations

* The White House advised people not to gather in groups of more than 10 in a set of new guidelines to fight the
coronavirus outbreak

» Six San Francisco Bay Area counties in California ordered a three-week shelter-in-place starting on Tuesday at
12:01 a.m. local time

CRITICAL INFRASTRUCTURE IMPACTS
COMMERCIAL FACILITIES
(Public Assembly)

Region |
The Boston Marathon will be rescheduled for September 14th.

Region Il

The Mayor of New York City announced restrictions that beginning at 0900 ET on March 17, all restaurants and bars
must provide take-out or delivery service only, and all nightclubs, movie theaters, concert venues and playhouses
must close.

All schools in NY and NJ closed.

Region 1l

The State of Virginia banned all public gatherings of more than 100 people statewide.

Maryland Governor Larry Hogan said Monday all Maryland bars, restaurants, movie theaters and gyms are shuiting
down. The mass closures will be effective at 5 p.m. Monday. Grocery stores, banks, pharmacies and other essential
services will remain open.

Region VI

Baton Rouge, LA has suspended all public events, until further notice.

All states(TX, LA, AR, OK,NM) within Region VI, as well as multiple counties, parishes, and cities/towns throughout
the region have declared Public

Cybersecurity and Infrastructure Security Agency (CISA)
CISA Integrated Operations Coordination Center (CIOCC) — Physical
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

Health Emergencies and/or local disasters.

Region VII
Most SEAR events in the Region have been cancelled. The Region is unaware of any still taking place over the next
two weeks.

Region X
In Washington state all bars, restaurants, etc. are closed.
Region 10 has officially activated ESF-14.

FINANCIAL SERVICES

The US Small Business Administration (SBA) is offering designated states and territories low-interest federal
disaster loans (up to $2 Million) for working capital to small businesses suffering substantial economic injury as a
result of COVID-19. Upon a request received from a state’s or territory’s Governor,

SBA will issue an Economic Injury Disaster Loan declaration.

FOOD AND AGRICULTURE

Region Il reports food and agricultural partners are experiencing surges in demand for multiple food categories and
the demand has not subsided or stabilized yet.

Region Il reports the food sector has been struggling the past two weeks due to panic buying and hoarding;
manufacturers are working to meet demand.

GOVERNMENT FACILITIES

All Federal agencies remain open with maximum teleworking capabilities being utilized in effect, starting March 16.
The Pentagon announced travel restrictions for U.S. service members and Department of Defense (DoD) civilians
beginning March 16, halting all domestic travel including station changes and temporary duty assignments until May
o

All U.S. Capitol buildings restricting access to authorized personnel only until April 1.

All Smithsonian museums in D.C. and New York City are closed as of March 14.

The Maine Judicial Branch has cancelled/postponed all in-person court events for family, civil, and criminal dockets
with certain exceptions through May 1.

Puerto Rico began implementing an island-wide curfew each night from 9 p.m. to 5 a.m. local time until at least March
30. All critical health and public safety operations will continue uninterrupted.

The U.S. Embassy in Manila is closed for all services Monday due to the government of the Philippines
announcement of an enhanced community quarantine for Luzon.

(Educational Facilities)
All 10 CISA regions report numerous higher education and public school closings.

Washington and Oregon schools are all closed.
Region Il reports all schools within the region are closed.

Cybersecurity and Infrastructure Security Agency (CISA)
CISA Integrated Operations Coordination Center (CIOCC) — Physical
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

(Elections)

Elections Affected by COVID 19:

-Georgia postponed its election from March 24 to May 19
-Louisiana postponed its election scheduled for April 4 to June 12
-Kentucky postponed its election from March 24 to May 19

-Ohio postponed its election until further notice

Arizona, Florida, and lllinois are proceeding with their presidential primaries.

The Governor of Ohio announced Monday that a health emergency will be declared in the state and primary election
polls will be closed due to fears COVID-19 may be exposed to poll workers.

HEALTHCARE AND PUBLIC HEALTH

Region Il is reporting 200 blood drive cancellations with six days of supplies left.

The CDC advises the public not attend any gatherings greater than 50 people and to follow protocols set forth by
local authorities. This recommendation does not apply to the day to day operation of organizations such as schools,
institutes of higher learning, or businesses.

The CDC is no longer requiring state agencies to get a secondary confirmation on COVID-19 tests that return
positive.

The White House announced drive through testing will be available at Walgreens, CVS, Walmart, Target and other
locations.

New Mexico has expanded its capability for COVID-19 testing from the NMDOH's Scientific Laboratory to now
include additional laboratories. As of March 13, 5000 tests could be administered. Drive through testing was
established in Lovelace with estimates of 750 testing kits.

TRANSPORTATION SYSTEMS

(Aviation)

The White House will suspend the entry of most foreign nationals from the Schengen Area, to include the United
Kingdom and Ireland.

Multiple US airlines announced flight reductions, including American Airlines Inc planning to cut 75 percent of its
international flights and ground nearly all of its widebody fleet.

Customers at Chicago's Q'Hare International Airport and Dallas-Fort Worth International Airport experienced
significant delays (up to 3-5 hours for some) due to enhanced screening procedures and customs processing. The
two facilities are among the 13 airports designated by DHS through which Americans must return.

(Maritime Transportation)

Carnival Cruises has suspended all operations until April 9.

(Mass Transit and Passenger Rail)

Cybersecurity and Infrastruclure Security Agency (CISA)

CISA Integrated Operations Coordination Center (CIOCC) — Physical
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

New York City mass transit will remain open.

Amtrak will begin operating a reduced schedule.

Starting March 16, the Washington Metropolitan Area Transit Authority (WMATA) Metrorail service trains will begin
running a reduced schedule, with trains arriving every 12-156 minutes instead of standard 4-6 minutes.

WATER AND WASTEWATER SYSTEMS

Water ISAC/EPA are ensuring generators are in working order in case of power loss or disruption due to lack of
manpower from other utilities.

ACTIVATIONS AND DECLARATIONS

FEMA has issued an operations order to escalate operations in Region | by physically activating the RRCC at a Level
Il status effective 0700 ET on March 16.

The President has declared a National Emergency for COVID-19 and mandated all state emergency operations
centers should be activated.

United States Virgin Islands (USVI) Governor Bryan declares a state of emergency for COVID-19, Encouraged
limiting mass gatherings and placed a moratorium on permits for mass gatherings for the immediate future.

At least 15 states have activated their National Guard to support various missions in response to the COVID-19
outbreak.

FEMA Region Il has activated the RRCC to a Level 3 and operating 0800-1600, M-F. ESFs 1, 7, 8, 11, and the
DCE and Red Cross are being activated as well.

FEMA Region VI RRCC is at Level 3 (FEMA only, 0700-1700L). ESFs activated include: ESF-1, ESF-2, ESF-3,
ESF-6, ESF-8, ESF-10, National Weather Service, CISA, USCG, and DCO.
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

Situation Report

COVID-19 - Worldwide - 03-17-20 (Update 17) |
Date As Of: 03/18/2020 04:28:40 Sitrep Update #: 17

[0 TIE:

Incident Start Time: 02/28/2020
Incident End Time: Ongoing

Impacted Sectors: Commercial Facilities, (Outdoor
Events), (Public Assembly), Financial Services, Food and
Agriculture, Government Facilities, (Educational
Facilities), Healthcare and Public Health, Information
Technology, Transportation Systems, (Aviation), (Highway
and Motor Carrier), (Maritime Transportation Systems),
(Mass Transit and Passenger Rail), Water and
Wastewater systems

Interagency Coordination: Internal and external
partners

Incident Location: Worldwide

Reported Cause of Incident: COVID-19

On Scene Agencies: N/A

(b C7HE)

Owner/Operator(s) Involved: N/A

Incident Summary:

The Cybersecurity and Infrastructure Security Agency (CISA) continues to monitor the evolving Coronavirus Disease,
also known as COVID-19, situation closely. CISA is taking part in interagency and industry coordination calls, and
working with critical infrastructure partners to prepare for possible disruptions to critical infrastructure that may stem
from widespread illness, should the virus take hold in the U.S.

The CDC is no longer sharing the amount of COVID-19 cases. As of 0500 Johns Hopkins University reports there
are approximately 198,178 cases and 7,954 deaths worldwide. In the US there are approximately 6,496 cases and
114 deaths.

KEY POINTS:

* The U.S. President officially declared COVID-19 as a National Emergency under the Stafford Act

* ESF #2 and ESF #14 are supporting accordingly

= The Governor of West Virginia announced their first locally confirmed case of COVID-19

* At least 18 states have activated their National Guard to support various missions in response to the COVID-19
outbreak

» At least 20 states order partial closures of restaurants, bars, and other facilities in response to COVID-19

» The Chicago-Midway Airport control tower is closed due to COVID-19 exposure on March 17; airport is still open
but operating at a reduced volume

» The White House will suspend the entry of most foreign nationals from the Schengen Area, to include the United
Kingdom and Ireland

* The White House advised people not to gather in groups of more than 10 in a set of new guidelines to fight the
coronavirus outbreak

Cybersecurity and Infrastructure Security Agency (CISA)
CISA Integrated Operations Coordination Center (CIOCC) — Physical
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

= Six San Francisco Bay Area counties in California ordered a three-week shelter-in-place starting on Tuesday at
12:01 a.m. local time

* HHS is preparing to implement national drive-through COVID-19 testing

» Curfew in place for Guam starting Sun-Thurs 2200-0600 and Fri-Sat 0000-0600 and a price gauging law was put
into effect

CRITICAL INFRASTRUCTURE IMPACTS
COMMERCIAL FACILITIES
(Public Assembly)

Region |
The Boston Marathon will be rescheduled for September 14th.

Region Il

Tri-state mandate agreed to by senior officials from New Jersey, New York, and Connecticut currently limits
gatherings to 50 people.

The Mayor of New York City announced restrictions that beginning at 0900 ET on March 17, all restaurants and bars
must provide take-out or delivery service only, and all nightclubs, movie theaters, concert venues and playhouses
must close.

NY and NJ - All casinos, concert venues, nightclubs, racetracks, gyms, fitness centers, movie theaters, and
performing arts centers closed.

NY/NJ/PR/USVI - Schools closed through at least the end of March; NYC schools closed through at least April 20.

Region Il

Virginia officials ordered restaurants, gyms, and theaters to serve no more than 10 customers at a time in response
to the coronavirus. An official also urged Virginians on Tuesday to comply with new federal guidelines not to gather in
groups of more than 10 and for people older than 65 to self-quarantine.

Maryland Governor Larry Hogan said Monday all Maryland bars, restaurants, movie theaters and gyms are shutting
down. The mass closures will be effective at 5 p.m. Monday. Grocery stores, banks, pharmacies and other essential
services will remain open.

Region IV

The Mississippi Gaming Commission directed the closure of ALL casinos in the state effective midnight 16 March.
South Carolina Governor has declared that all bars and restaurants will cease dine-in services effective tomorrow
morning, 18 March.

The Kentucky Derby has been postponed until September.

Region VI

Baton Rouge, LA has suspended all public events until further notice.

All states(TX, LA, AR, OK,NM) within Region VI, as well as multiple counties, parishes, and cities/towns throughout
the region have declared Public Health Emergencies and/or local disasters.

LA Governor has directed all bars, theaters, and casinos be shut down until April 13.

Cybersecurity and Infrastructure Security Agency (CISA)
CISA Integrated Operations Coordination Center (CIOCC) — Physical
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

OK City Mayor has issued an order closing all bars, gyms, malls, theaters, and restaurants indefinitely. Restaurants
may continue with take-out/drive-through options at their discretion.

Region VII
Most large events in the region have been cancelled. The region is unaware of any still taking place over the next two
weeks.

Region IX

The governor of Nevada announced on Tuesday that he will be ordering all non-essential businesses, including
casinos, in the state of Nevada to remain closed for 30 days in response to COVID-19. He also requested that all
Nevadans stay home during this period so as to prevent the spread of the disease.

Ten counties in California ordered residents to shelter in place to prevent the spread of novel coronavirus, raising the
total number of residents under the orders in the region to nearly 8 million.

All large events cancelled in region.

Region X
In Washington state all bars, restaurants, etc. are closed.
Region 10 has officially activated ESF-14.

FINANCIAL SERVICES

The US Small Business Administration (SBA) is offering designated states and territories low-interest federal
disaster loans (up to $2 Million) for working capital to small businesses suffering substantial economic injury as a
result of COVID-19. Upon a request received from a state’s or territory’s Governor, SBA will issue an Economic
Injury Disaster Loan declaration.

Banks in Alabama are open for business. Most are utilizing their drive thru and closing the lobbies to minimize social
distancing.

FOOD AND AGRICULTURE

Region Il reports food and agricultural partners are experiencing surges in demand for multiple food categories and
the demand has not subsided or stabilized yet.

Region Il reports the food sector has been struggling the past two weeks due to panic buying and hoarding;
manufacturers are working to meet demand.

NYCEM moved quarter of a million MREs from Ohio to the Emergency Support Center on March 16, 2020.

Food supplies at grocery stores with delay in restocking of 2-3 days in some areas.

Hickman's Egg Ranch - workers supplied by local prison personnel. Prison may shut off program due to COVID-19.
They produce 5 million eggs per day and supply the greater AZ area.

Food shortage concerns from stockpiling and possible food distribution impacts across Regions; concerns for
potential homeless shelter shortages.

GOVERNMENT FACILITIES

Cybersecurity and Infrastructure Security Agency (CISA)
CISA Integrated Operations Coordination Center (CIOCC) — Physical
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All Federal agencies remain open with maximum teleworking capabilities being utilized in effect, starting March 16.
The Pentagon announced travel restrictions for U.S. service members and Department of Defense (DoD) civilians
beginning March 16, halting all domestic travel including station changes and temporary duty assignments until May
11.

All U.S. Capitol buildings restricting access to authorized personnel only until April 1.

All Smithsonian museums in D.C. and New York City are closed as of March 14.

The Maine Judicial Branch has cancelled/postponed all in-person court events for family, civil, and criminal dockets
with certain exceptions through May 1.

Puerto Rico began implementing an island-wide curfew each night from 9 p.m. to 5 a.m. local time until at least March
30. All critical health and public safety operations will continue uninterrupted.

The U.S. Embassy in Manila is closed for all services Monday due to the government of the Philippines
announcement of an enhanced community quarantine for Luzon.

(Educational Facilities)

All 10 CISA regions report numerous higher education and public schoal closings.

Washington and Oregon schools are all closed.

Region Il reports all schools within the region are closed.

The Oklahoma State Senate is on lockdown after someone on the floor has tested positive for COVID-19,
Hawaii is closing all Parks, some state buildings, public pools, etc.

(Elections)

Elections Affected by COVID 19:

- Maryland postponed their primary from April 28, 2020 to June 2, 2020

- Wyoming suspended their Democratic caucus scheduled for April 4, 2020
- Puerto Rico postponed their primary from March 29, 2020 to June 23, 2020
- Georgia postponed its election from March 24 to May 19

- Louisiana postponed its election scheduled for April 4 to June 12

- Kentucky postponed its election from March 24 to May 19

- Ohio postponed its election until further notice

HEALTHCARE AND PUBLIC HEALTH

Region Il is reporting 200 blood drive cancellations with six days of supplies left.

The CDC advises the public not attend any gatherings greater than 50 people and to follow protocols set forth by
local authorities. This recommendation does not apply to the day to day operation of organizations such as schoals,
institutes of higher learning, or businesses.

The CDC is no longer requiring state agencies to get a secondary confirmation on COVID-19 tests that return
positive.

The White House announced drive through testing will be available at Walgreens, CVS, Walmart, Target and other
locations.

New Mexico has expanded its capability for COVID-19 testing from the NMDOH'’s Scientific Laboratory to now
include additional laboratories. As of March 13, 5000 tests could be administered. Drive through testing was

Cybersecurity and Infrastructure Security Agency (CISA)
CISA Integrated Operations Coordination Center (CIOCC) — Physical
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established in Lovelace with estimates of 750 testing kits.

Drive-thru testing is being worked in several cities (includes: Dallas/Ft Worth, San Antonio, Austin, Houston, El Paso,
Amarillo areas) across TX in order to increase access to testing and decrease wait time for results, Initially, testing
will primarily be focused on medical workers, first responders, and persons over 60 who are symptomatic.

TX Governor directed the Texas Medical Board and the Texas Board of Nursing to fast-track temporary licensing of
out-of-state physicians, physician assistants, certain retired physicians, nurses, and other license types to assist in
Texas' response to COVID-19.

Louisiana Dept of Health is working with GOHSEP and other partners on possible sheltering options. They are
monitoring current homeless housing situations.

Three drive-thru testing sites are open in Albuquerque and will remain open as long as testing kits are available.
New Mexico is seeing shortages in blood supply. The New Mexico Department of Health is encouraging New
Mexican residents to donate blood, and are establishing one-on-one blood donation options at blood banks across
the state.

New York City is a directed priority location- mobile testing facility expected to open on Staten Island and Rockland
County; NY State will organize National Guard, Building Unions, and private developers to identify sites to retrofit
existing buildings and convert them to medical facilities with the goal of creating 9K additional bed capacity.

New Jersey - Bergen County, NJ will be the first county in NJ to implement mass testing; HHS/FEMA/NJ coordinating
potential drive-thru testing facilities in Bergen and Monmouth counties.

American Red Cross faces blood shortage; 2,700 blood drives canceled due to concerns about coronavirus
outbreak.

TRANSPORTATION SYSTEMS
(Aviation)

Chicago Midway Airport control tower closed due to COVID-19 exposure in the tower; the airport is still operational at
a reduced rate with overflow traffic being rerouted to Milwaukee.

West Jet Airlines out of HI is suspending flights on 22 March midnight.

The White House will suspend the entry of most foreign nationals from the Schengen Area, to include the United
Kingdom and Ireland.

Multiple US airlines announced flight reductions, including American Airlines Inc planning to cut 75 percent of its
international flights and ground nearly all of its widebody fleet.

Customers at Chicago's Q'Hare International Airport and Dallas-Fort Worth International Airport experienced
significant delays (up to 3-5 hours for some) due to enhanced screening procedures and customs processing. The
two facilities are among the 13 airports designated by DHS through which Americans must return.

(Highway and Motor Carrier)
TX Governor has waived certain trucking regulations to expedite delivery of resources.
Federal Motor Carriers Safety Administration issued National Emergency Declaration, providing waivers for

immediate transport of essentials supplies, equipment, and persons.

(Maritime Transportation)

Cybersecurity and Infrastructure Security Agency (CISA)
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

Carnival Cruises has suspended all operations until April 9.

(Mass Transit and Passenger Rail)

New York City mass transit will remain open.

Amtrak will begin operating a reduced schedule.

Starting March 16, the Washington Metropolitan Area Transit Authority (WMATA) Metrorail service trains will begin
running a reduced schedule, with trains arriving every 12-15 minutes instead of standard 4-6 minutes.

Amtrak operating at 40% along Northeast Corridor; regular service among Boston, NY, and DC; service reductions
for VA, PA, CT, NY, VT, and other states along the route.

WATER AND WASTEWATER SYSTEMS

Water ISAC/EPA are ensuring generators are in working order in case of power loss or disruption due to lack of
manpower from other utilities.

ACTIVATIONS AND DECLARATIONS

At least 18 states have activated their National Guard to support various missions in response to the COVID-19
outbreak.

FEMA has issued an operations order to escalate operations in Region | by physically activating the RRCC at a Level
Il status effective 0700 ET on March 16.

The President has declared a National Emergency for COVID-19 and mandated all state emergency operations
centers should be activated.

United States Virgin Islands (USVI) Governor Bryan declares a state of emergency for COVID-19. Encouraged
limiting mass gatherings and placed a moratorium on permits for mass gatherings for the immediate future.

CISA Region | has been providing ESF-14 Mission Assignment augmentation to the FEMA Region | RRCC. The
RRCC has shifted to a virtual support mechanism effective 17 MAR 20,

FEMA Region Il has Partially Activated at Naval Weapons Station Earle with virtual support (day shift only).
Federal Motor Carriers Safety Administration issued National Emergency Declaration, providing waivers for
immediate transport of essentials supplies, equipment, and persons.

FEMA Region Il has activated the RRCC to a Level 3 and operating 0800-1600, M-F. ESFs 1, 7, 8, 11, and the
DCE and Red Cross are being activated as well.

FEMA Region VI RRCC is at Level 3 (FEMA only, 0700-1700L). ESFs activated include: ESF-1, ESF-2, ESF-3,
ESF-6, ESF-8, ESF-10, National Weather Service, CISA, USCG, and DCO.

AR Governor has fully activated the Arkansas National Guard for full support of ongoing COVID-19 activities.
FEMA Region IV Governor Activated the National Guard to support mobile testing units.
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From: SET/Warden~ _

Sent: Thursday, March 19, 2020 1:08 PM

(B)(EY; (BXTHC)

ubject: (U//FOUL) COVIL-TY - Worldwide - Situation Report - U3-19-20
Attachments: COVID-19 - Worldwide - Situation Report - 03-19-20 (Update 18).pdf

Worldwide updates courtesy of DHS.

From: CISA [OCC [DI(7/(E)
Sent: Thursday, March 19, 2020 5:28 AM
Cc: CISA IOCC Physical {P(7(E |
Subject: {J4FEU0OT COVID-19 - Worldwide - Situation Report - 03-19-20 (Update 18) | NSC Level 2 - Medium - Yellow
UNELASSIFED/HFOR OFFICIAL USE ONLY-
~TLP:-GREEN—

COVID-19 - Worldwide - Situation Report - 03-19-20 (Update 18) | NSC Level 2 — Medium - Yellow |

Critical Infrastructure Involved: Commercial Facilities (Public Assembly), Financial Services, Food and Agriculture,
Government Facilities (Education Facilities, Elections), Healthcare and Public Health, Transportation Systems (Aviation, Highway
and Motor Carrier, Maritime Transportation, Mass Transit and Passenger Rail), Water and Wastewater Systems

SUMMARY: The Cybersecurity and Infrastructure Security Agency (CISA) continues to monitor the evolving Coronavirus
Disease, also known as COVID-19, situation closely. CISA is taking part in interagency and industry coordination calls, and
working with critical infrastructure partners to prepare for possible disruptions to critical infrastructure that may stem from
widespread illness, should the virus take hold inthe U.S.

The CDC is no longer sharing the amount of COVID-19 cases. As of 0500 Johns Hopkins University reports there are
approximately 218,815 cases and 8,810 deaths worldwide. In the US there are approximately 9,415 cases and 150 deaths.
KEY POINTS:

B 7HE!

* The U.S. President officially declared COVID-19 as a National Emergency under the Stafford Act

# The New York Stock Exchange will close the equities and options trading floars in New York and the Arca Options trading
floor in San Francisco effective Monday, 23 March and move to electronic trading

e The White House signed into law the "Families First Coronavirus Response Act” including provisions for free COVID-19
testing and paid emergency leave

e All 50 states, the District of Columbia, Puerto Rico, Guam, and the US Virgin lslands have reported cases of COVID-19

® The Las Vegas McCarran International Airport control tower is temporarily closed; the airport continues to operate ata
reduced rate

« At least 23 states have activated their National Guard to support various missions in response to the COVID-19 outbreak
» At least 24 states order partial closures of restaurants, bars, and other facilities in response to COVID-19

CRITICAL INFRASTRUCTURE IMPACTS

COMMERCIAL FACILITIES

(Public Assembly)

Region I

The New York Stock Exchange (NYSE) is temporary closing the equities trading floor and American options floor in New York, as
well as the Arca options trading floor in San Francisco.

Tri-state mandate agreed to by senior officials from New Jersey, New York, and Connecticut currently limits gatherings to 50

people.
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Region X

AK Governor has signed two new health mandates. Dine-in restaurants and bars, gyms, bowling alleys, and other public gathering

areas are now closed state-wide and guidance for returning travelers has been clarified and expanded.

In Washington state all bars, restaurants, etc. are closed.

FINANCIAL SERVICES

The US Small Business Administration (SBA) is offering designated states and territories low-interest federal disaster loans (up

to $2 Million) for working capital to small businesses suffering substantial economic injury as a result of COVID-19. Upon a

request received from a state's or territory's Governor, SBA will issue an Economic Injury Disaster Loan declaration.

Banks in Alabama are open for business. Most are utilizing their drive thru and closing the lobbies to minimize social distancing.

FOOD AND AGRICULTURE

Region llreports food and agricultural partners are experiencing surges in demand for multiple food categories and the demand

has not subsided or stabilized yet.

Region ll reports the food sector has been struggling the past two weeks due to panic buying and hoarding; manufacturers are

working to meet demand.

NYCEM moved quarter of a million MREs from Ohio to the Emergency Support Center on March 16, 2020.

GOVERNMENT FACILITIES

FPS reported a contractor working in the U.S. Tax Court building in Washington, DC came into contact with an individual who

tested positive for COVID-19. The building was evacuated and cleaned overnight.

All Federal agencies remain open with maximum teleworking capabilities being utilized in effect, starting March 16.

The Pentagon announced travel restrictions for U.S. service members and Department of Defense (DoD) civilians beginning

March 16, halting all domestic travel including station changes and temporary duty assignments until May 11.

(Educational Facilities)

Region Vlreports all schools (K-12) have extended their spring breaks into early/mid-Apr. Most colleges/universities have

extended their spring breaks as well. Several colleges/universities have shifted to online distance learning at least through

early/mid-Apr,

Mississippi - MEMA (Mississippi Emergency Management Agency) continues to provide guidance to business, education and

other entities on how to respond to the possible spread of COVID-19 in the community.

(Elections)

Elections Affected by COVID 19:

- Alabama has postponed Runoff Election from March 31 until July 14

- The Missouri governor postponed all local elections scheduled for April 2, 2020 postponed until June 2, 2020

- The Texas govemnor issued a proclamation allowing local elections to be postponed until November 3, 2020

- North Dakota cancelled their state convention scheduled for March 27-29, 2020

- Maryland postponed their primary from April 28, 2020 to June 2, 2020

- Wyoming suspended their Democratic caucus scheduled for April 4, 2020

- Puerto Rico postponed their primary from March 29, 2020 to June 23, 2020

- Georgia postponed its election from March 24 to May 19

- Louisiana postponed its election scheduled for April 4 to June 12

- Kentucky postponed its election from March 24 to May 19

- Ohio postponed its election until further notice

HEALTHCARE AND PUBLIC HEALTH

Florida ordered an additional 2,500 test kits to supplement resources already available to test for COVID-19.

The Kaiser Permanente medical staff in Oregon interacted with the state’s first presumptive case of the Coronavirus are just now

starting to come out of self-isolation. They started on March 04, 2020 for 14 days. Due to community transmission, Oregon OHA

is no longer reporting daily counts of Persons Under Monitoring (PUM).

King County in Washington state is taking over a public soccer field to use as a hospital for people who may have Coronavirus;

The facility in Shoreline is designed to accommodate up to 200 beds.

New Mexico Governor issued five executive orders to free up $3.25M to address emergency response and disaster relief efforts

associated the COVID-19 public health emergency. Three (3) drive-thru testing sites are open in Albuquerque and will remain

open as long as testing kits are available.

TX Governor announced the state will receive aninitial 15,000 testing kits from FEMA. The kits will be disbursed throughout the

state. By Friday, the state estimates it will be able to perform 10,000 COVID-19 tests per week.

The CDC is no longer requiring state agencies to get a secondary confirmation on COVID-19 tests that return positive.

American Red Cross faces blood shortage; 2,700 blood drives canceled due to concerns about coronavirus outbreak.

TRANSPORTATION SYSTEMS

(Aviation)

The Las Vegas McCarran International Airport control tower is temporarily closed due to COVID-19 exposure and the Las Vegas

Terminal Radar Approach Control has assumed control of the airspace. The airport continues to operate at a reduced rate until

the situation is resolved.

Chicago Midway Airport control tower closed due to COVID-19 exposure in the tower; the airport is still operational at a reduced

rate with overflow traffic being rerouted to Milwaukee.

West Jet Airlines out of Hl is suspending flights on 22 March midnight.

(Highway and Motor Carrier)

TX Governor has waived certain trucking regulations to expedite delivery of resources.

Federal Motor Carriers Safety Administration issued National Emergency Declaration, providing waivers for immediate transport

of essentials supplies, equipment, and persons.

(Maritime Transportation)

The Port of Houston's Barbour's Cut and Bayport Container Terminals in Houston, Texas, are closed until further notice after a
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confirmed case of COVID-19 was detected in an individual who recently worked at both terminals. All vessel, yard, and gate
operations have been stopped until further notice. Decisions on vessel schedules, demurrage, and all others will be determined
as soon as possible.

Carnival Cruises has suspended all operations until April 9.

(Mass Transit and Passenger Rail)

Washington State is working on a temporary waiver of service hours for truck drivers. There are a few jurisdictions passing waiver
on Noise and Curfew.

New York City mass transit will remain open.

Amtrak will begin operating a reduced schedule.

WATER AND WASTEWATER SYSTEMS

Water ISAC/EPA are ensuring generators are in working order in case of power loss or disruption due to lack of manpower from
other utilities.

ACTIVATIONS AND DECLARATIONS

At least 23 states have activated their National Guard to support various missions in response to the COVID-19 outbreak.

All states within Region VI, as well as multiple counties, parishes, and cities/towns throughout the region have declared Public
Health Emergencies and/or local disasters.

The Texas SEOC has increased its response level to Level 2 (escalated response) due to the ongoing monitoring of health
concerns in the state.

The Arkansas SEOC is currently at Level 1 (full activation) for coronavirus awareness and response. AR Governor has fully
activated the Arkansas National Guard for full support of ongoing COVID-19 activities.

Louisiana State EOC has been activated to Level 3 (increased readiness) for coronavirus preparedness. LA has four (4) drive-
thru testing sites in Orleans/Jefferson/East Baton Rouge parishes being set up. The Louisiana Dept. of Corrections medical
department has received 600 viral-medium tests for distribution throughout the department.

Oklahoma State EOC has been activated to Level 3 (increased readiness) for coronavirus preparedness.

Washington State EOC activated at Level-1 (Full Activation).

Oregon ECC activated at Level-1 (Full Activation).

Idaho EOC activated at Level-2.

Alaska EOC activated to Level-3.

CISA Actions:

» CISA used the Telecommunications Priority System program to help allocate increased bandwidth to 44 entities, including
one large medical group. This ensures they have adequate bandwidth to conduct telework operations

s CISA advised five thousand slate and local officials on how to manage critical infrastructure resilience issues and
previewed emerging guidance on identifying the most critical infrastructures

« ECD conducted a coordination call with the National Council of Statewide Interoperability Coordinators (NCSWIC)
leadership

e OCFO is coordinating with the office of Business Continuity and Emergency Preparedness (BCEFP) on the procurement of
pandemic PPE and developing logistics support plan for the storage, distribution, and replenishment of consumed
pandemic PPE

» Facilities Branch staff are working with building lessors (leased facilities) and GSA (federal facility locations) to arrange for
enhanced cleaning and to coordinate sanitizing responsibilities following a confirmed or presumptive case of COVID-19

e CISA is implementing mandatory telework and travel restrictions to the greatest possible extent

Conducting regular Cross Sector Coordination Calls with sector partners

e CISA.govicoronavirus is live and provides information on CISA’s efforts to support the federal response as well as links of
interest, such as the CDCs web page on coronavirus/COVID-19

Respectfully,
CISA Integrated Operations Coordination Center (IOCC)
Cybersecurity and Infrastructure Security Agency (CISA)

Distro:
(bI(7I(E)
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CHS palicy relating to safeguarding FOUD information (InKhere-aad with [he Traffic Light Protocol, http:/Awww-us=certaovifip. Information in this report is not custorrarnily in the public
dormain and may be exenpt from public release under the Freedomof Informetier AT SC§.552). Further, this section may contain or be based upan commercial or financial
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

Situation Report
COVID-19 - Worldwide - 03-19-20 (Update 18) |

Date As Of: 03/19/2020 05:10:56 Sitrep Update #: 18

G

Incident Start Time: 02/28/2020
Incident End Time: Ongoing

Impacted Sectors: Commercial Facilities, (Outdoor
Events), (Public Assembly), Financial Services, Food and
Agriculture, Government Facilities, (Educational
Facilities), Healthcare and Public Health, Information
Technology, Transportation Systems, (Aviation), (Highway
and Motor Carrier), (Maritime Transportation Systems),
(Mass Transit and Passenger Rail), Water and
Wastewater systems

Interagency Coordination: Internal and external
partners

Incident Location: Worldwide

Reported Cause of Incident: COVID-19

On Scene Agencies: N/A

=]

Owner/Operator(s) Involved: N/A

Incident Summary:

The Cybersecurity and Infrastructure Security Agency (CISA) continues to monitor the evolving Coronavirus Disease,
also known as COVID-19, situation closely. CISA is taking part in interagency and industry coordination calls, and
working with critical infrastructure partners to prepare for possible disruptions to critical infrastructure that may stem
from widespread illness, should the virus take hold in the U.S.

The CDC is no longer sharing the amount of COVID-19 cases. As of 0500 Johns Hopkins University reports there
are approximately 218,815 cases and 8,810 deaths worldwide. In the US there are approximately 9,415 cases and
150 deaths.

KEY POINTS:

» The U.S. President officially declared COVID-19 as a National Emergency under the Stafford Act

* The New York Stock Exchange will close the equities and options trading floors in New York and the Arca Options
trading floor in San Francisco effective Monday, 23 March and move to electronic trading

* The White House signed into law the "Families First Coronavirus Response Act" including provisions for free
COVID-19 testing and paid emergency leave

» All 50 states, the District of Columbia, Puerto Rico, Guam, and the US Virgin Islands have reported cases of
COVID-19

» The Las Vegas McCarran International Airport control tower is temporarily closed; the airport continues to operate at
a reduced rate

* At least 23 states have activated their National Guard to support various missions in response to the COVID-19
outbreak

+ At least 24 states order partial closures of restaurants, bars, and other facilities in response to COVID-19

Cybersecurity and Infrastructure Security Agency (CISA)
CISA Integrated Operations Coordination Center (CIOCC) — Physical
(b (7(E;
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

CRITICAL INFRASTRUCTURE IMPACTS

COMMERCIAL FACILITIES
(Public Assembly)
Region Il

The New York Stock Exchange (NYSE) is temporary closing the equities trading floor and American options floor in
New York, as well as the Arca options trading floor in San Francisco.

Tri-state mandate agreed to by senior officials from New Jersey, New York, and Gonnecticut currently limits
gatherings to 50 people.

Region X
AK Governor has signed two new health mandates. Dine-in restaurants and bars, gyms, bowling alleys, and other
public gathering areas are now closed state-wide and guidance for returning travelers has been clarified and

expanded.

In Washington state all bars, restaurants, etc. are closed.

FINANCIAL SERVICES

The US Small Business Administration (SBA) is offering designated states and territories low-interest federal
disaster loans (up to $2 Million) for working capital to small businesses suffering substantial economic injury as a
result of COVID-19. Upon a request received from a state’s or territory’s Governor, SBA will issue an Economic
Injury Disaster Loan declaration.

Banks in Alabama are open for business. Most are utilizing their drive thru and closing the lobbies to minimize social
distancing.

FOOD AND AGRICULTURE

Region Il reports food and agricultural partners are experiencing surges in demand for multiple food categories and
the demand has not subsided or stabilized yet.

Region Il reports the food sector has been struggling the past two weeks due to panic buying and hoarding;
manufacturers are working to meet demand.

NYCEM moved quarter of a million MREs from Ohio to the Emergency Support Center on March 16, 2020.

Cybersecurity and Infrastructure Security Agency (CISA)
CISA Integrated Operations Coordination Center (CIOCC) — Physical

(h(7M(E
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

GOVERNMENT FACILITIES

FPS reported a contractor working in the U.S. Tax Court building in Washington, DC came into contact with an
individual who tested positive for COVID-19. The building was evacuated and cleaned overnight.

All Federal agencies remain open with maximum teleworking capabilities being utilized in effect, starting March 16.

The Pentagon announced travel restrictions for U.S. service members and Department of Defense (DoD) civilians
beginning March 16, halting all domestic travel including station changes and temporary duty assignments until May
.

(Educational Facilities)

Region VI reports all schools (K-12) have extended their spring breaks into early/mid-Apr. Most colleges/universities
have extended their spring breaks as well. Several colleges/universities have shifted to online distance learning at
least through early/mid-Apr.

Mississippi - MEMA (Mississippi Emergency Management Agency) continues to provide guidance to business,
education and other entities on how to respond to the possible spread of COVID-19 in the community.

(Elections)

Elections Affected by COVID 19:

- Alabama has postponed Runoff Election from March 31 until July 14

- The Missouri governor postponed all local elections scheduled for April 2, 2020 postponed until June 2, 2020
- The Texas governor issued a proclamation allowing local elections to be postponed until November 3, 2020
- North Dakota cancelled their state convention scheduled for March 27-29, 2020

- Maryland postponed their primary from April 28, 2020 to June 2, 2020

- Wyoming suspended their Democratic caucus scheduled for April 4, 2020

- Puerto Rico postponed their primary from March 29, 2020 to June 23, 2020

- Georgia postponed its election from March 24 to May 19

- Louisiana postponed its election scheduled for April 4 to June 12

- Kentucky postponed its election from March 24 to May 19

- Ohio postponed its election until further notice

HEALTHCARE AND PUBLIC HEALTH
Florida ordered an additional 2,500 test kits to supplement resources already available to test for COVID-19.
The Kaiser Permanente medical staff in Oregon interacted with the state’s first presumptive case of the Coronavirus

are just now starting to come out of self-isolation. They started on March 04, 2020 for 14 days. Due to community
transmission, Oregon OHA is no longer reporting daily counts of Persons Under Monitoring (PUM).

Cybersecurity and Infrastructure Security Agency (CISA)
CISA Integrated Operations Coordination Center (CIOCC) — Physical
(b (7(E
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

King County in Washington state is taking over a public soccer field to use as a hospital for people who may have
Coronavirus; The facility in Shoreline is designed to accommodate up to 200 beds.

New Mexico Governor issued five executive orders to free up $3.25M to address emergency response and disaster
relief efforts associated the COVID-19 public health emergency. Three (3) drive-thru testing sites are open in
Albuquerque and will remain open as long as testing kits are available.

TX Governor announced the state will receive an initial 15,000 testing kits from FEMA. The kits will be disbursed
throughout the state. By Friday, the state estimates it will be able to perform 10,000 COVID-19 tests per week.

The CDC is no longer requiring state agencies to get a secondary confirmation on COVID-19 tests that return
positive.

American Red Cross faces blood shortage; 2,700 blood drives canceled due to concerns about coronavirus
outbreak.

TRANSPORTATION SYSTEMS

(Aviation)

The Las Vegas McCarran International Airport control tower is temporarily closed due to COVID-19 exposure and
the Las Vegas Terminal Radar Approach Control has assumed control of the airspace. The airport continues to

operate at a reduced rate until the situation is resolved.

Chicago Midway Airport control tower closed due to COVID-19 exposure in the tower; the airport is still operational at
a reduced rate with overflow traffic being rerouted to Milwaukee.

West Jet Airlines out of HI is suspending flights on 22 March midnight.
(Highway and Motor Carrier)
TX Governor has waived certain trucking regulations to expedite delivery of resources.

Federal Motor Carriers Safety Administration issued National Emergency Declaration, providing waivers for
immediate transport of essentials supplies, equipment, and persons.

(Maritime Transportation)

The Port of Houston’s Barbour’s Cut and Bayport Container Terminals in Houston, Texas, are closed until further
notice after a confirmed case of COVID-19 was detected in an individual who recently worked at both terminals. All
vessel, yard, and gate operations have been stopped until further notice. Decisions on vessel schedules, demurrage,
and all others will be determined as soon as possible.

Carnival Cruises has suspended all operations until April 9.

Cybersecurity and Infrastructure Security Agency (CISA)

CISA Integrated Operations Coordination Center (CIOCC) — Physical
i(7IE
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

(Mass Transit and Passenger Rail)

Washington State is working on a temporary waiver of service hours for truck drivers. There are a few jurisdictions
passing waiver on Noise and Curfew.

New York City mass transit will remain open.

Amtrak will begin operating a reduced schedule.

WATER AND WASTEWATER SYSTEMS

Water ISAC/EPA are ensuring generators are in working order in case of power loss or disruption due to lack of
manpower from other utilities.

ACTIVATIONS AND DECLARATIONS

At least 23 states have activated their National Guard to support various missions in response to the COVID-19
outbreak.

All states within Region VI, as well as multiple counties, parishes, and cities/towns throughout the region have
declared Public Health Emergencies and/or local disasters.

The Texas SEOC has increased its response level to Level 2 (escalated response) due to the ongoing monitoring of
health concerns in the state.

The Arkansas SEOC is currently at Level 1 (full activation) for coronavirus awareness and response. AR Governor
has fully activated the Arkansas National Guard for full support of ongoing COVID-19 activities.

Louisiana State EOC has been activated to Level 3 (increased readiness) for coronavirus preparedness. LA has four
(4) drive-thru testing sites in Orleans/Jefferson/East Baton Rouge parishes being set up. The Louisiana Dept. of
Corrections medical department has received 600 viral-medium tests for distribution throughout the department.
Oklahoma State EOC has been activated to Level 3 (increased readiness) for coronavirus preparedness.
Washington State EOC activated at Level-1 (Full Activation).

Oregon ECC activated at Level-1 (Full Activation).

Idaho EOC activated at Level-2.

Alaska EOC activated to Level-3.

CISA Actions:

Cybersecurity and Infrastructure Security Agency (CISA)
CISA Integrated Operations Coordination Center (CIOCC) — Physical
(L3 (7I(E)
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

* CISA used the Telecommunications Priority System program to help allocate increased bandwidth to 44 entmes,
including one large medical group. This ensures they have adequate bandwidth to conduct telework operations

» CISA advised five thousand state and local officials on how to manage critical infrastructure resilience issues and
previewed emerging guidance on identifying the most critical infrastructures

» ECD conducted a coordination call with the National Council of Statewide Interoperability Coordinators (NCSWIC)
leadership

= OCFO is coordinating with the office of Business Continuity and Emergency Preparedness (BCEP) on the
procurement of pandemic PPE and developing logistics support plan for the storage, distribution, and replenishment
of consumed pandemic PPE

« Facilities Branch staff are working with building lessors (leased facilities) and GSA (federal facility locations) to
arrange for enhanced cleaning and to coordinate sanitizing responsibilities following a confirmed or presumptive
case of COVID-19

» CISA is implementing mandatory telework and travel restrictions to the greatest possible extent

« Conducting regular Cross Sector Coordination Calls with sector partners

» CISA.gov/coronavirus is live and provides information on CISA’s efforts to support the federal response as well as
links of interest, such as the CDCs web page on coronavirus/COVID-19

o = I
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From: SET/Warden~ _

Sent: Monday, March 23, 2020 12:54 PM

(B)BY; (BHTHC)

Subject: DHS CISA COVID-19 - Warldwide - Situation Report - 03-23-20
Attachments: COVID-19 - Waorldwide - Situation Report - 03-23-20 (Update 22).pdf

FY1: Worldwide summary of COVID-19 crisis, courtesy of DHS.

From: CISA [OCC {MIiDiE |
Sent: Monday, March 23, 2020 5:05 AM
Ce: CISA IOCC Physical DI(7(E |

subject: (U/Fot0r COVID-19 - Worldwide - Situation Report - 03-23-20

UNCLASSIFIED/ FOR OFFICIAL USEONLY-
—TLEP-GREEN—

COVID-19 - Worldwide - Situation Report - 03-23-20 (Update 22) | NSC Level 2 - Medium - Yellow |[*7F ]

Critical Infrastructure Involved: Commercial Faclilities (Public Assembly), Critical Manufacturing Sector (Transportation
Manufacturing Sector), Financial Services, Food and Agriculture, Government Facilities (Education Facilities, Elections),
Healthcare and Public Health, Transportation Systems (Aviation, Highway and Motor Carrier, Maritime Transportation, Mass
Transit and Passenger Rail)

SUMMARY: The Cybersecurity and Infrastructure Security Agency (CISA) continues to monitor the evolving Coronavirus
Disease, also known as COVID-19, situation closely. CISA is taking part in interagency and industry coordination calls, and
working with critical infrastructure partners to prepare for possible disruptions to critical infrastructure that may stem from
widespread |lIness, should the virus take hold inthe U.S.
HHS is no longer sharing the amount of COVID-18 cases. As of 0400 ET, Johns Hopkins University reports there are
approximately 339,645 cases and 14,717 deaths worldwide. In the US there are approximately 35,2224 cases and 47 1 deaths
KEY POINTS:

e Atleast 11 states have issued a “Stay at Home Order”

» Atleast 38 states have activated their National Guard to support various missions in response to the COVID-19 outbreak

e Atleast42 states and the District of Columbia order partial closures of restaurants, bars, and other facilities in response to
COVID-19

s The governor of Hawaii has ordered a 14-day quarantine for all iIncoming travelers

CRITICAL INFRASTRUCTURE IMPACTS

COMMERCIAL FACILITIES

The state of Connecticut has ordered all workers at nonessential businesses to stay home during the ongoing COVID-19
outbreak effective March 23 at 2000 ET through April 22, unless otherwise modified. Grocery stores, pharmacies, banks, gas
stations, package stores, restaurants (takeout only), construction, manufacturing, child care and public transportation will be
allowed to remain open.

(Public Assembly)

The White House Coronavirus Task Force issued a new initiative called "15 Days to Slow the Spread.” This initiative lays out
guidelines in an effort to blunt the impact of COVID-19. This includes canceling or postponing gatherings of more than 10 people.
While the new guidelines are recommended for the next 15 days, government leaders will continually reassess the status of the
outbreak in the United States. It may be that these measures will need to be modified or extended for additional periods of time.
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(Transportation Manufacturing Sector) _

Multiple automobiles manufacturers are ceasing operations across Region V

FINANCIAL SERVICES

Numerous banks across the United States are closing in person service and focusing on drive through alternatives

FOOD AND AGRICULTURE

Maijor chain grocery stores have adjusted hours. Roughly all are now open - 0800 - 2000 hrs. daily (no 24/7). Several will offer
either first hour shopping for seniors (60+) only or designate a certain day of the week for senior only morning hours
GOVERNMENT FACILITIES

Washington, D.C. closed the National Mall to pedestrians and bicycle traffic between Independence Ave. SW and Constitution
Avenue N.W. and 14th Street and 23rd Street. The D.C. National Guard and Metropolitan Police Department will enforce
boundaries that run from the Lincoln Memorial to the D.C. Monument.

Connecticut has suspended non-critical Court Operations and Associated Requirements.

(Elections)

Elections Affected by COVID 19:

Indiana, Connecticut, Georgia, Kentucky, Louisiana, Maryiand, and Ohio have postponed their primary elections due to COVID-
19 concerns.

HEALTHCARE AND PUBLIC HEALTH

The Ohio Governor has signed an executive order to expand and enhance telehealth options for Ohio Medicaid recipients and
their providers amid the coronavirus outbreak. These rules relax regulations to allow recipients to safely access health care
providers from their homes, thereby reducing the risk of COVID-19 infection for patients, families, and health care workers.

New York City's Emergency management estimates 100% of the city's hospital intensive care unit will be at capacity by March
27. Currently, approximately 80 percent of both ICU and non-ICU beds in the city are full. Morgues are also expected to be at
capacity by next week,

TRANSPORTATION SYSTEMS

(Maritime Transportation)

New York: there is a 75% reduction in overall ferry services, including the Staten Island Ferry. A privately-owned NYC ferry service
laid off 80% of their workforce.

(Mass Transit and Passenger Rail)

NJ TRANSIT s rail lines, with the exception of the Atlantic City Rail Line (ACRL), will operate on a weekend schedule with slight
modifications.

ACTIVATIONS AND DECLARATIONS

e POTUS announced that the National Guard will be activated to support the COVID-19 relief effort in Washington, California,
and New York. The Federal Emergency Management Agency (FEMA) will fund the deployment but the National Guard Is not
being federalized

e The White House declared the COVID-19 outbreaks in Washington and California major disasters

o FEMA has been fully activated to Level |

o DOD at Joint Base McGuire-Dix-Lakehurst has declared a public health emergency at the base. One case of a service
member housed off post

» Atleast 38 states have activated their National Guard to support various missions in response to the COVID-19 outbreak

¢ All states within Region VI, as well as multiple counties, parishes, and cities/towns throughout the region have declared
Public Health Emergencies and/or local disasters

# The Texas SEOC has increased its response level to Level 2 (escalated response) due to the ongoing monitoring of health
cancerns in the state

e The Arkansas SEOC is currently at Level 1 (full activation) for coronavirus awareness and response. AR Governor has fully
activated the Arkansas National Guard for full support of ongoing COVID-19 activities

e Louisiana State EOC has been activated to Level 3 (increased readiness) for coronavirus preparedness. LA has four (4)

drive-thru testing sites in Orleans/JeffersorvEast Baton Rouge parishes being set up. The Louisiana Dept. of Corrections

medical department has received 600 viral-medium tests for distribution throughout the department

Oklahoma State EOC has been activated to Level 3 (increased readiness) for coronavirus preparedness

Washington State EOC activated at Level-1 (Full Activation)

Oregon ECC activated at Level-1 (Full Activation)

Idaho EOC activated at Level-2.

Alaska EOC activated to Level-3

CISA Actions:

» SED participated in a coordination call with FDA to discuss the availability of cleaners and disinfectant supplies within the
Food & Agriculture industry

» Region VIl personnel are participating in the Utah Medical Supply Working Group deliberations as well as assisting the
South Dakota Bureau of Information and Telecommunications on coordination with Verizon for bandwidth concerns
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« ECD participated in the Internal Workforce Protection Measures meeting on 20 Mar _

« EA briefed information on the Critical Infrastructure Guidance during the National Incident Communications Conference
Line (NICCL)

» Provided Access Letters to non-COMM-ISAC partners when requested and further coordination with Communication'’s
Liaison in the Regions

+ CISA released a memorandum on ldentification of Essential Critical Infrastructure Workers and then conducted an
Emergency Support Function 14 outreach call to 5,007 participants to help explain its desired use and outcome

« CISA expedited 83 Government Emergency Telecommunications Service accounts and 126 Wireless Priority Service
accounts to give government entities priority access to emergency communications protocols when necessary

« Effective Wednesday, March 18, 2020, the NRCC activated to Level | operations (8:00 AM — 6:00 PM ET) with ESF #2 /
Emergency Communications Unit Leader (ECUL) providing virtual support (dayshift only) UFN

» ESF #2 Watch remains 24 / 7 operations UFN
»Implementing mandatory telework and travel restrictions to the greatest possible extent

+» ECD conducted a coordination call with the National Council of Statewide Interoperability Coordinators (NCSWIC)
leadership

« OCFO is coordinating with the office of Business Continuity and Emergency Preparedness (BCEP) on the procurement of
pandemic PPE and developing logistics support plan for the storage, distribution, and replenishment of pandemic

« Facilities Branch staff are working with building lessors (leased facilities) and GSA (federal facility locations) to arrange
for enhanced cleaning and to coordinate sanitizing responsibilities following a confirmed or presumptive case of COVID-
19

+ CISA.gov/coronavirus is live and provides information on CISA's efforts to support the federal response as well as links
of interest, such as the CDCs web page on coronavirus/COVID-19

Respectfully,
CISA Integrated Operations Coordination Center (IOCC)
Cybersecurity and Infrastructure Security Agency (CISA)

Office [P E
&% CISA
b T‘a(‘E}
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

Situation Report
COVID-19 - Worldwide - 03-23-20 (Update 22) |

Date As Of: 03/23/2020 03:31:38 Sitrep Update #: 22

BIi7I(E)

Incident Start Time: 02/28/2020
Incident End Time: Ongoing

Impacted Sectors: Commercial Facilities, (Outdoor
Events), (Public Assembly), Financial Services, Food and
Agriculture, Government Facilities, (Educational
Facilities), Healthcare and Public Health, Information
Technology, Transportation Systems, (Aviation), (Highway
and Motor Carrier), (Maritime Transportation Systems),
(Mass Transit and Passenger Rail), Water and
Wastewater systems

Interagency Coordination: Internal and external
partners

Incident Location: Worldwide

Reported Cause of Incident: COVID-19

On Scene Agencies: N/A

bIFWED

Owner/Operator(s) Involved: N/A

Incident Summary:

The Cybersecurity and Infrastructure Security Agency (CISA) continues to monitor the evolving Coronavirus Disease,
also known as COVID-19, situation closely. CISA is taking part in interagency and industry coordination calls, and
working with critical infrastructure partners to prepare for possible disruptions to critical infrastructure that may stem
from widespread iliness, should the virus take hold in the U.S.

HHS is no longer sharing the amount of COVID-19 cases. As of 0400 ET, Johns Hopkins University reports there are
approximately 339,645 cases and 14,717 deaths worldwide. In the US there are approximately 35,2224 cases and
471 deaths.

KEY POINTS:
» At least 11 states have issued a “Stay at Home Order”
» At least 38 states have activated their National Guard to support various missions in response to the COVID-19

outbreak
* At least 42 states and the District of Columbia order partial closures of restaurants, bars, and other facilities in

response to COVID-19

» The governor of Hawaii has ordered a 14-day quarantine for all incoming travelers
CRITICAL INFRASTRUCTURE IMPACTS

COMMERCIAL FACILITIES

The state of Connecticut has ordered all workers at nonessential businesses to stay home during the ongoing

Cybersecurity and Infrastructure Security Agency (CISA)
CISA Integrated Operations Coordination Center (CIOCC) — Physical
=
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

COVID-19 outbreak effective March 23 at 2000 ET through April 22, unless otherwise modified. Grocery stores,
pharmacies, banks, gas stations, package stores, restaurants (takeout only), construction, manufacturing, child care
and public transportation will be allowed to remain open.

(Public Assembly)

The White House Coronavirus Task Force issued a new initiative called “15 Days to Slow the Spread.” This initiative
lays out guidelines in an effort to blunt the impact of COVID-19. This includes canceling or postponing gatherings of
more than 10 people. While the new guidelines are recommended for the next 15 days, government leaders will
continually reassess the status of the outbreak in the United States. It may be that these measures will need to be
modified or extended for additional periods of time.

CRITICAL MANUFACTURING SECTOR

(Transportation Manufacturing Sector)

Multiple automobiles manufacturers are ceasing operations across Region IV

FINANCIAL SERVICES

Numerous banks across the United States are closing in person service and focusing on drive through alternatives

FOOD AND AGRICULTURE

Maijor chain grocery stores have adjusted hours. Roughly all are now open - 0800 - 2000 hrs. daily (no 24/7). Several
will offer either first hour shopping for seniors (60+) only or designate a certain day of the week for senior only
morning hours

GOVERNMENT FACILITIES

Washingten, D.C. closed the National Mall to pedestrians and bicycle traffic between Independence Ave. SW and
Constitution Avenue N.W. and 14th Street and 23rd Street. The D.C. National Guard and Metropolitan Police
Department will enforce boundaries that run from the Lincoln Memorial to the D.C. Monument.

Connecticut has suspended non-critical Court Operations and Associated Requirements.

(Elections)

Elections Affected by COVID 19:

Indiana, Connecticut, Georgia, Kentucky, Louisiana, Maryland, and Ohio have postponed their primary elections due
to COVID-19 concerns.

Cybersecurity and Infrastructure Security Agency (CISA)

CISA Integrated Operations Coordination Center (CIOCC) — Physical
(Bi(7I(E

FEROF G A SO Page 2 of 5
___ MULTI-DOJ-BOP-20-0599-B-000026

BOP FOIA 2020-00002-LIT 898 of 2117



Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

HEALTHCARE AND PUBLIC HEALTH

The Ohio Governor has signed an executive order to expand and enhance telehealth options for Ohio Medicaid
recipients and their providers amid the caronavirus outbreak. These rules relax regulations to allow recipients to
safely access health care providers from their homes, thereby reducing the risk of COVID-19 infection for patients,
families, and health care workers.

New York City’s Emergency management estimates 100% of the city’s hospital intensive care unit will be at capacity
by March 27. Currently, approximately 80 percent of both ICU and non-ICU beds in the city are full. Morgues are also
expected to be at capacity by next week.

TRANSPORTATION SYSTEMS
(Maritime Transportation)

New York: there is a 75% reduction in overall ferry services, including the Staten Island Ferry. A privately-owned NYC
ferry service laid off 80% of their workforce.

(Mass Transit and Passenger Rail)

NJ TRANSIT’s rail lines, with the exception of the Atlantic City Rail Line (ACRL), will operate on a weekend schedule
with slight modifications,

ACTIVATIONS AND DECLARATIONS

« POTUS announced that the National Guard will be activated to support the COVID-19 relief effort in Washington,
California, and New York, The Federal Emergency Management Agency (FEMA) will fund the deployment but the
National Guard is not being federalized

» The White House declared the COVID-19 outbreaks in Washington and California major disasters

» FEMA has been fully activated to Level |

» DOD at Joint Base McGuire-Dix-Lakehurst has declared a public health emergency at the base. One case of a
service member housed off post

= At least 38 states have activated their National Guard to support various missions in response to the COVID-19
outbreak

« All states within Region VI, as well as multiple counties, parishes, and cities/towns throughout the region have
declared Public Health Emergencies and/or local disasters

* The Texas SEOC has increased its response level to Level 2 (escalated response) due to the ongoing monitoring
of health concerns in the state

» The Arkansas SEOC is currently at Level 1 (full activation) for coronavirus awareness and response. AR Govemor
has fully activated the Arkansas National Guard for full support of ongoing COVID-19 activities

« Louisiana State EOC has been activated to Level 3 (increased readiness) for coronavirus preparedness. LA has
four (4) drive-thru testing sites in Orleans/Jefferson/East Baton Rouge parishes being set up. The Louisiana Dept. of
Corrections medical department has received 600 viral-medium tests for distribution throughout the department

Cybersecurity and Infrastructure Security Agency (CISA)
CISA Integrated Operations Coordination Center (CIOCC) — Physical
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

» Oklahoma State EOC has been activated to Level 3 (increased readiness) for coronavirus preparedness
» Washington State EOC activated at Level-1 (Full Activation)

» Oregon ECC activated at Level-1 (Full Activation)

» |daho EOC activated at Level-2

« Alaska EOC activated to Level-3

CISA Actions:

» SED participated in a coordination call with FDA to discuss the availability of cleaners and disinfectant supplies
within the Food & Agriculture industry

» Region VIl personnel are participating in the Utah Medical Supply Working Group deliberations as well as assisting
the South Dakota Bureau of Information and Telecommunications on coordination with Verizon for bandwidth
concerns

* ECD participated in the Internal Workforce Protection Measures meeting on 20 Mar

« EA briefed information on the Critical Infrastructure Guidance during the National Incident Communications
Conference Line (NICCL)

* Provided Access Letters to non-COMM-ISAC partners when requested and further coordination with
Communication’s Liaison in the Regions

» CISA released a memorandum on Identification of Essential Critical Infrastructure Workers and then conducted an
Emergency Support Function 14 outreach call to 5,007 participants to help explain its desired use and outcome

« CISA expedited 83 Government Emergency Telecommunications Service accounts and 126 Wireless Priority
Service accounts to give government entities priority access to emergency communications protocols when
necessary

» Effective Wednesday, March 18, 2020, the NRCC activated to Level | operations (8:00 AM - 6:00 PM ET) with
ESF #2 / Emergency Communications Unit Leader (ECUL) providing virtual support (dayshift only) UFN

= ESF #2 Watch remains 24 / 7 operations UFN

* Implementing mandatory telework and travel restrictions to the greatest possible extent

« ECD conducted a coordination call with the National Council of Statewide Interoperability Coordinators (NCSWIC)
leadership

+ OCFO is coordinating with the office of Business Continuity and Emergency Preparedness (BCEP) on the
procurement of pandemic PPE and developing logistics support plan for the storage, distribution, and replenishment
of pandemic

+ Facilities Branch staff are working with building lessors (leased facilities) and GSA (federal facility locations) to
arrange for enhanced cleaning and to coordinate sanitizing responsibilities following a confirmed or presumptive
case of COVID-19

+ CISA.gov/coronavirus is live and provides information on CISA’s efforts to support the federal response as well as
links of interest, such as the CDCs web page on coronavirus/COVID-19

WAHNING Information-in this report is |RSIsSISISRSEREIRISSE| Recipients may only share TLP: GREENWcmﬂatlon
with peers and partner organlzatlonSWrthm—thelLsector or communlty, but not v jpubhdy”écceSSIble channels. This
information may be circulated widely within a particular co ay not be released outside of the community,
consistent with both the DHS policy relating to-safeguarding FOUO miormamnﬂﬁh_aﬂand with the Traffic Light
Protocol, http://www.us-cert.govitip. Tnformation in this report is not customarily in the public d domain-and may be
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mﬂ‘r ic release under the Freedom of Information Act (6 U.S.C. § 552). Further, this secti
or be based upon commerciatorfinancial information, which is privileged or confidential, Taw enforcement sensitive,
or deliberative/pre-decisional material. DHS pe inded of their obligations under DHS Form 11000-6,
Non-Disclosure Agreement. Further-dissemination of any of the in i ntained in this REPORT requires
express consent from the CIOCC. -
_\_\_\_\_\_\_\_\_\__\_\_\_\_‘_‘—‘——__
Cybersecurity and Infrastructure Security Agency (CISA)
CISA Integrated Operations Coordination Center (CIOCC) — Physical
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From: SET/Warden~
Sent: Tuesday, March 24, 2020 1:20 PM

(B)(BY; (B)(THC)

Subject: (U//FOUD) COVID-19 - Worldwide - Situation Report - 03-24-20 (Update 23) | NSC Level 2 — Medium — Yellow [ (INC10276272) (TLP:GREEN)
Attachments: COVID-19 - Worldwide - Situation Report - 03-24-20 (Update 23).pdf

From: CISA IOCC 4(b)(7E |
Sent: Tuesday, March 24, 2020 5:21 AM
Cc: CISA 10CC Physical fBm0E) |
subject: (u7/Fouey COVID-19 - Worldwide - Situation Report - 03-24-20
UNCLASSIFIED/HFOR-OFFICIALUSEONLY-
—FLP-GREEN—
COVID-19 - Worldwide - Situation Report - 03-24-20 (Update 22) | NSC Level 2 - Medium - Yellow |

Critical Infrastructure Involved: Chemical, Commercial Facilities (Public Assembly), Communications, Critical Manufacturing
Sector (Transportation Manufacturing Sector), Financial Services, Food and Agriculture, Government Facilities (Education
Facilities, Elections), Healthcare and Public Health, Transportation Systems (Aviation, Highway and Motor Carrier, Maritime
Transportation, Mass Transit and Passenger Rail)

SUMMARY: The Cybersecurity and Infrastructure Security Agency (CISA) continues to monitor the evolving Coronavirus
Disease, also known as COVID-19, situation closely. CISA is taking part in interagency and industry coordination calls, and
working with critical infrastructure partners to prepare for possible disruptions to critical infrastructure that may stem from
widespread illness, should the virus take hold inthe U.S.
Cybersecurity Considerations — Several states report continuing cyber disruptions, including in school systems. An increasing
trend is anticipated due in part to an increase in teleworking.
As of 1700 ET, FEMA reports there are approximately 292,142 cases and 12,874 deaths worldwide. In the US there are
approximately 33,290 cases and 391 deaths.
KEY POINTS:

¢ Colorado reported a total of 720 cases on Mar 23, with seven deaths
Florida announced 220 new cases on 23 Mar, state total is 1,227
Georgia reported over 100 new cases on 23 Mar, state total is 772
Indiana officials reported 58 new cases, state total is 259, with seven deaths
Over 900 new cases were reported in New Jersey on 23 Mar, new total is 2,844
New Yoark announced over 5,700 new cases on Mar 23, new total is 20,875

o Approximately 12,305 are in New York City

o New York is reportedly conducting over 16,000 tests daily

DIAE

«All 50 State Governors, Puerto Rico, Guam, the U.S. Virgin Islands and Washington D.C. have mobilized Army and Air National
Guard components to assist their COVID-19 response

« At least 15 states have issued a “Stay at Home Order”

CRITICAL INFRASTRUCTURE IMPACTS

CHEMICAL

In Region X, all CFATS compliance inspections scheduled during the next two weeks are delayed 60 days.

COMMERCIAL FACILITIES

Massachusetts instituted an Essential Services Order requiring all businesses and organizations not providing "COVID-19
Essential Services" to close their physical workplaces and facilities to workers, customers, and the public as of 24 Mar at noon
until 7 Apr at noon. These businesses are encouraged to continue operations remotely.

All non-essential businesses in Virginia will close on 24 Mar through 24 Apr.

The Govermorof Colorado issued an executive order directing all of the state's non-critical employers to reduce their in-person
MULTI-DOJ-BOP-20-0599-B-00003
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workforce by 50 percent, effective Mar 23.

The states of Indiana, Ohio, Hawaii, and Michigan issued stay at home/shelter-in-place orders, directing citizens to stay at home
except for essential and emergency functions.

Officials in Florida announced they would be distributing 200,000 personal protection equipment (PPE) items to facilities across
the state over the next 48 hours,

The Florida Keys are officially closed to all tourists and leisure visitors. US 1 is not closed but will be evaluated daily.
COMMUNICATIONS

Verizon systems throughout Wyoming are experiencing widespread outages and overloads due lo increased streaming on cell
phones, creating difficulties for emergency management coordinators. Wyoming Public Service Commission has been in touch
with the provider regarding the issue,

GOVERNMENT FACILITIES

Connecticut has suspended non-critical Court Operations and Associated Requirements.

The Governor of Virginia announced all schools in the state will remain closed for the rest of the academic year, extending the
initial 2-weeKk closure.

The Missouri Department of Transportation will be closing all its offices.

HEALTHCARE AND PUBLIC HEALTH

The governor of Texas issued an Executive Order to stop all non-essential surgeries in an effort to preserved hospital capacity if
needed. Some hospilals in Houston are already reaching saturation of their intensive care units.

There are ongoing limitations of personal protective equipment (PPE) in Region IV, making them a priority for distribution,

The U.S. Food and Drug Administration (FDA) cleared to test a rheumatoid arthritis treatment, Actemra, on patients hospitalized
with severe pneumonia caused by COVID-19.

TRANSPORTATION SYSTEMS

(Mass Transit and Passenger Rail)

All Long Island Rail Road ticket offices will be temporarily closed.

WATER AND WASTEWATER SYSTEMS

Wastewater utilities in Washington state are reporting impacts due non-flushable items entering wastewater systems. The utilities
requested additional public messaging to encourage proper disposal of waste products during times of Increased self-
quarantine/isolation,

ACTIVATIONS AND DECLARATIONS

All 50 State Gavernors, Puerto Rico, Guam, the U.S. Virgin Islands and Washington D.C. have mobilized Army and Air National
Guard components to assist their COVID-19 response

CISA Actions:

#= RegionV ESF-14 is supporting the FEMA RRCC Level |l activation

= SED participated in a coordination call with FDA to discuss the availability of cleaners and disinfectant supplies within the
Food & Agriculture industry

» Region VIl personnel are participating in the Utah Medical Supply Working Group deliberations as well as assisting the
South Dakota Bureau of Information and Telecommunications on coordination with Verizon for bandwidth concerns

e ECD participated in the Internal Workforce Protection Measures meeting on 20 Mar

e EA briefed information on the Critical Infrastructure Guidance during the National Incident Communications Conference Line
(NICCL)

e Provided Access Letters to non-COMM-ISAC partners when requested and further coordination with Communication's
Liaisonin the Regions

» CISA released a memorandum on ldentification of Essential Critical Infrastructure Workers and then conducted an
Emergency Support Function 14 outreach call to 5,007 participants to help explain its desired use and outcome

e CISA expedited 83 Government Emergency Telecommunications Service accounts and 126 Wireless Priority Service
accounts to give government entities priority access to emergency communications protocols when necessary

o Effective Wednesday, March 18, 2020, the NRCC activated to Level | operations (8:00 AM —6:00 PM ET) with ESF #2 /
Emergency Communications Unit Leader (ECUL) providing virtual support (dayshift only) UFN

o ESF #2 Watch remains 24 / 7 operations UFN

e |Implementing mandatory telework and travel restrictions to the greatest possible extent

e ECD conducted a coordination call with the National Council of Statewide Interoperability Coordinators (NCSWIC)
leadership

e OCFO is coordinating with the office of Business Continuity and Emergency Preparedness (BCEP) on the procurement of
pandemic PPE and developing logistics support plan for the storage, distribution, and replenishment of pandemic

e Facilities Branch staff are working with building lessors (leased facilities) and GSA (federal facility locations) to arrange for
enhanced cleaning and to coordinate sanitizing responsibilities following a confirmed or presumptive case of COVID-19

o CISA . govicoronavirus is live and provides information on CISA’s efforts to support the federal response as well as links of
interest, such as the CDCs web page on coronavirus/COVID-19

Respectfully,
CISA Integrated Operations Coordination Center (IOCC)
Cybersecurity and Infrastructure Security Agency (CISA)
Office:"®

by
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

Situation Report

COVID-19 - Worldwide - 03-24-20 (Update 23) |
Date As Of: 03/24/2020 05:19:30 Sitrep Update #: 23

Iy E

Incident Start Time: 02/28/2020
Incident End Time: Ongoing

Impacted Sectors: Commercial Facilities, (Outdoor
Events), (Public Assembly), Financial Services, Food and
Agriculture, Government Facilities, (Educational
Facilities), Healthcare and Public Health, Information
Technology, Transportation Systems, (Aviation), (Highway
and Motor Carrier), (Maritime Transportation Systems),
(Mass Transit and Passenger Rail), Water and
Wastewater systems

Interagency Coordination: Internal and external
partners

Incident Location: Worldwide

Reported Cause of Incident: COVID-19

On Scene Agencies: N/A

Owner/Operator(s) Involved: N/A

Incident Summary:

The Cybersecurity and Infrastructure Security Agency (CISA) continues to monitor the evolving Coronavirus Disease,
also known as COVID-19, situation closely. CISA is taking part in interagency and industry coordination calls, and
working with critical infrastructure partners to prepare for possible disruptions to critical infrastructure that may stem
from widespread illness, should the virus take hold in the U.S.

Cybersecurity Considerations — Several states report continuing cyber disruptions, including in school systems. An
increasing trend is anticipated due in part to an increase in teleworking.

As of 1700 ET, FEMA reports there are approximately 292,142 cases and 12,874 deaths worldwide, In the US there
are approximately 33,290 cases and 391 deaths.

KEY POINTS;

« Colorado reported a total of 720 cases on Mar 23, with seven deaths

» Florida announced 220 new cases on 23 Mar, state total is 1,227

» Georgia reported over 100 new cases on 23 Mar, state total is 772

» Indiana officials reported 58 new cases, state total is 259, with seven deaths

* Over 900 new cases were reported in New Jersey on 23 Mar, new total is 2,844
» New York announced over 5,700 new cases on Mar 23, new total is 20,875

* Approximately 12,305 are in New York City

* New York is reportedly conducting over 16,000 tests daily

= All 50 State Governors, Puerto Rico, Guam, the U.S. Virgin Islands and Washington D.C. have mobilized Army and
Air National Guard components to assist their COVID-19 response

Cybersecurity and Infrastructure Security Agency (CISA)

CISA Integrated Operations Coordination Center (CIOCC) — Physical
(T073(E)
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* At least 15 states have issued a "Stay at Home Order”

CRITICAL INFRASTRUCTURE IMPACTS
CHEMICAL

In Region X, all CFATS compliance inspections scheduled during the next two weeks are delayed 60 days.

COMMERCIAL FACILITIES

Massachusetts instituted an Essential Services Order requiring all businesses and organizations not providing
“COVID-19 Essential Services” to close their physical workplaces and facilities to workers, customers, and the public
as of 24 Mar at noon until 7 Apr at noon. These businesses are encouraged to continue operations remotely.

All non-essential businesses in Virginia will close on 24 Mar through 24 Apr.

The Governor of Colorado issued an executive order directing all of the state’s non-critical employers to reduce their
in-person workforce by 50 percent, effective Mar 23.

The states of Indiana, Ohio, Hawaii, and Michigan issued stay at home/shelter-in-place orders, directing citizens to
stay at home except for essential and emergency functions.

Officials in Florida announced they would be distributing 200,000 personal protection equipment (PPE) items to
facilities across the state over the next 48 hours.

The Florida Keys are officially closed to all tourists and leisure visitors. US 1 is not closed but will be evaluated daily.

COMMUNICATIONS

Verizon systems throughout Wyoming are experiencing widespread outages and overloads due to increased
streaming on cell phones, creating difficulties for emergency management coordinators. Wyoming Public Service
Commission has been in touch with the provider regarding the issue.

GOVERNMENT FACILITIES

Connecticut has suspended non-critical Court Operations and Associated Requirements.

The Governor of Virginia announced all schools in the state will remain closed for the rest of the academic year,
extending the initial 2-week closure.

The Missouri Department of Transportation will be closing all its offices.

Cybersecurity and Infrastructure Security Agency (CISA)
_CISA Integrated Operations Coordination Center (CIOCC) — Physical
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

HEALTHCARE AND PUBLIC HEALTH

The governor of Texas issued an Executive Order to stop all non-essential surgeries in an effort to preserved
hospital capacity if needed. Some hospitals in Houston are already reaching saturation of their intensive care units.

There are ongoing limitations of personal protective equipment (PPE) in Region IV, making them a priority for
distribution.

The U.S. Food and Drug Administration (FDA) cleared to test a rheumatoid arthritis treatment, Actemra, on patients
hospitalized with severe pneumonia caused by COVID-18.

TRANSPORTATION SYSTEMS

(Mass Transit and Passenger Rail)

All Long Island Rail Road ticket offices will be temporarily closed.

WATER AND WASTEWATER SYSTEMS

Wastewater utilities in Washington state are reporting impacts due non-flushable items entering wastewater systems.
The utilities requested additional public messaging to encourage proper disposal of waste products during times of
increased self-quarantine/isolation,

ACTIVATIONS AND DECLARATIONS

All 50 State Governors, Puerto Rico, Guam, the U.S. Virgin Islands and Washington D.C. have mobilized Army and
Air National Guard components to assist their COVID-19 response

WAHNTN&M\rmann in this report is [ASlSISUERNEREIRIN=E. Recipients may only share TLP:GREEN mi/l:matmn
with peers and parfhef-atgamzatlons within their sector or communlty but not via publicly accesgjble—channels This
information may be circulated widely within a particular community but may not be released outside of the community,
consistent with both the DHS policy relating-te safeguarding FOUO infor /rgaﬁarr}Fnk here) and with the Traffic Light
Protocol, hitp:/www.us-cert.gov/tlp. Information in thi repo;,sne{ﬁustomarlly in the public domain and may be
exempt from public release under the Freedom of Infoermation Act(5.U.S.C. § 552). Further, this section may contain
or be based upon commercial or funanc:tal—m’rofrﬁatlon which is privileged © orcoenfidential, law enforcement sensitive,
or deliberative/pre- decasnonaLmaténal DHS personnel are reminded of their oblugatuons*undar DHS Form 11000-6,
Non-Disclosure  Agreement. Further dissemination of any of the information contained in this F!EP“E}FFLLegwres
express-eonsent from the CIOCC. |

- s

Cybersecurity and Infrastructure Security Agency (CISA)
CISA Integrated Operations Coordination Center (CIOCC) — Physical
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From: SET/Warden~ _

Sent: Wednesday, March 25, 2020 11:47 AM

(BYB); (BUTHC)

Subject: (U//FOUO) COVID-19 - Worldwide - Situation Report - 03-25-20
Attachments: COVID-19 - Worldwide - Situation Report - 03-25-20 (Update 24).pdf

From: CISA I0CC {P/(7(E)

Sent: Wednesday, March 25, 2020 5:55 AM e
Subject:{t/FOUO}. COVID-19 - Worldwide - Situation Report - 03-25-20 (Update 24) | NSC Level 2 - Medium - Yellow |

~UNCLEASSIFIED /HFOR OFFICIAL USE ONLY
—TLP- GREEN—
COVID-19 - Worldwide - Situation Report - 03-25-20 (Update 24) | NSC Level 2 - Medium - Yellow |[7® |

Critical Infrastructure Involved: Chemical, Commercial Facilities (Public Assembly), Communications, Government Facilities
(Education Facilities, Elections), Healthcare and Public Health, Transportation Systems (Aviation, Highway and Motor Carrier,
Mass Transit and Passenger Rail)

SUMMARY: The Cybersecurity and Infrastructure Security Agency (CISA) continues to monitor the evolving Coronavirus
Disease, also known as COVID-19, situation closely. CISA is taking part in interagency and industry coordination calls, and
working with critical infrastructure partners to prepare for possible disruptions to critical infrastructure that may stem from
widespread iliness, should the virus take hold inthe U.S.

Cybersecurity Considerations — Several states report continuing cyber disruptions, including in school systems. An increasing
trend is anticipated due in part to an increase in teleworking.

As of 0300 ET 25 Mar, FEMA reports there are approximately 332 930 cases and 14,510 deaths worldwide. In the US there are
approximately 44 467 cases and 550 deaths.

KEY POINTS:

« At least 18 states have issued a "Stay at Home Order” affecting approximately 158 million Americans

« The International Olympic Committee (IOC) postponed the 2020 Tokyo Olympics to the summer of 2021

« Major U.S. airlines are drafting plans for a potential voluntary shutdown of nearly all passenger flights across the country

« The American Red Cross now faces a severe blood shortage due to an unprecedented number of blood drive cancellations

« The White House's coronavirus response coordinator stated anyone who recently left New York should self-quarantine for 14
days

« New York's governor announced cases within the state are doubling every three days

CRITICAL INFRASTRUCTURE IMPACTS

CHEMICAL

In Region X, all CFATS compliance inspections scheduled during the next two weeks are delayed 60 days.
COMMERCIAL FACILITIES

(Public Assembly)

Vermont and Florida issued stay-at-home orders, which includes the closure of all non-essential businesses.
Birmingham, Alabama issued a shelter-in-place order beginning 24 Mar.

Several states throughout Region IV have issued orders closing non-essential businesses and advising citizens to stay at home.
MULTI-DOJ-BOP-20-0599-B-000036
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COMMUNICATIONS _

Verizon systems throughout Wyoming are experiencing widespread outages and overloads due to increased streaming on cell
phones, creating difficulties for emergency management coordinators. Wyoming Public Service Commission has been in touch
with the provider regarding the issue.

GOVERNMENT FACILITIES

Most states throughout Region IV have instituted some level of K-12 and higher education school closure across the region and
have transitioned to online/distance learning.

HEALTHCARE AND PUBLIC HEALTH

The governor of New Jersey signed Executive Order No. 109 which cancels all elective surgery until further notice.

National Guard Bureau (NGB) is in 32 states providing support for medical testing, assessments, logistics, planners, and liaison
officers.

New York: hospital beds are at 79% capacity in NYC - expected to be at full capacity 4/1. NYC ICU beds at 83% capacity and
expected to be at full capacity 3/27; One hospital at 100%; 10 Hospital ICUs at 100% capacity.

NYPD will enforce prohibition of large gatherings in the city, including parks, and there will be penalties.

TRANSPORTATION SYSTEMS

(Aviation)

Maijor U.S. airlines are drafting plans for a mass shutdown of all domestic passenger flights.
Maijority of international flights have been cancelled; domestic flights have been cut back by 40%.

Eleven air traffic control centers have been affected after personnel tested positive for COVID-19, contributing to closures and
flight delays.

Puerto Rico / United States Virgin lslands: National Guard assisting with airport screenings.

The Florida Governor issued Executive Order 20-80, which outlines restrictions for inbound flights to Florida from the New York
Tri-State Area (Connecticut/New Jersey/New York).
(Highway and Motor Carrier)

Florida DOT is coordinating with USDOT, the Florida Trucking Association, the Florida Department of Highway Safety and Motor
Vehicles and the Florida Highway Patrol to help mitigate the impacts on the transportation and logistics industries.

Pursuant to Executive Order 20-562 issued by the Florida governor, commercial truck hours of service regulations and other
related regulations were waived so that emergency supplies, equipment, commodities and resources can be moved more quickly
and efficiently throughout the state of FL.

(Mass Transit and Passenger Rail)

The Washington Metropolitan Area Transit Authority (WMATA) will close 19 stations in an effort to protect its employees from
potential exposure to the COVID-19 virus and keep the system running: Federal Center SW, Federal Triangle, Mt Vernon Square,
Judiciary Square, Archives, Greensboro, Eisenhower Ave, Virginia Square, and Cleveland Park.

ACTIVATIONS AND DECLARATIONS

FL, TX, and NJ declared Major Disasters.

CISA Actions:
e External Affairs participated in the National Incident Communications Conference Line (NICCL) daily conference call
e CSD coordinated with HHS regarding a spoofing campaign targeting CDC employees
s CSD and EA met with Facebook’s Global Operations team to discuss leveraging their platform to assist in the COVID-19
response
RegionV ESF-14 is supporting the FEMA RRCC Level ll activation
ESF #2 Watch remains 24 / 7 operations UFN
Implemented mandatory telework and travel restrictions to the greatest possible extent
CISA.govicoronavirus is live and provides information on CISA's efforts to support the federal response as well as links of
interest, such as the CDCs web page on coronavirus/COVID-19

Respectfully,
CISA Integrated Operations Coordination Center (IOCC)
Cybersecurity and Infrastructure Security Agency (CISA)

Ofﬁcei(b“ o
Distro:
bAE
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WARNNG, FresonLn his report is FOUDTTLP GREBN Recipients may only share TLP. GREENinforrmation with peers and pariner organizations within their secterercorrrinity, but
not via publicly accessible channels” ThisHrfenmation may be circulated widely within a particular conmunity but may not be released nuside-oftHe o nity, consistent with both the
CHS policy redating to safeguarding FOUO information (link hereyardwith the Traffic Light Profocol, http:/Awww tis-certgovitp. information in this report is not custormanily in the public

domain and ey be exenmpt from public release under the Freedomaof Information AcEE S5 552) urlhar this section rmay contain or be based upon commercial or financial
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

Situation Report

COVID-19 - Worldwide - 03-25-20 (Update 25) |
Date As Of: 03/25/2020 04:56:00 Sitrep Update #: 24

(b} 7)I(E)

Incident Start Time: 02/28/2020
Incident End Time: Ongoing

Impacted Sectors: Commercial Facilities, (Outdoor
Events), (Public Assembly), Financial Services, Food and
Agriculture, Government Facilities, (Educational
Facilities), Healthcare and Public Health, Information
Technology, Transportation Systems, (Aviation), (Highway
and Motor Carrier), (Maritime Transportation Systems),
(Mass Transit and Passenger Rail), Water and
Wastewater systems

Interagency Coordination: Internal and external
partners

Incident Location: Worldwide

Reported Cause of Incident: COVID-19

On Scene Agencies: N/A

BAE

Owner/Operator(s) Involved: N/A

Incident Summary:

The Cybersecurity and Infrastructure Security Agency (CISA) continues to monitor the evolving Coronavirus Disease,
also known as COVID-19, situation closely. CISA is taking part in interagency and industry coordination calls, and
working with critical infrastructure partners to prepare for possible disruptions to critical infrastructure that may stem
from widespread illness, should the virus take hold in the U.S.

Cybersecurity Considerations — Several states report continuing cyber disruptions, including in school systems. An
increasing trend is anticipated due in part to an increase in teleworking.

As of 0300 ET 25 Mar, FEMA reports there are approximately 332,930 cases and 14,510 deaths worldwide. In the
US there are approximately 44,467 cases and 550 deaths.

KEY POINTS:

« At least 18 states have issued a “Stay at Home Order” affecting approximately 158 million Americans

* The International Olympic Committee (IOC) postponed the 2020 Tokyo Olympics to the summer of 2021

* Major U.S. airlines are drafting plans for a potential voluntary shutdown of nearly all passenger flights across the
country

* The American Red Cross now faces a severe blood shortage due to an unprecedented number of blood drive
cancellations

* The White House's coronavirus response coordinator stated anyone who recently left New York should self-
quarantine for 14 days

= New York's governor announced cases within the state are doubling every three days

Cybersecurity and Infrastructure Security Agency (CISA)
CISA Integrated Operations Coordination Center (CIOCC) — Physical
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

CRITICAL INFRASTRUCTURE IMPACTS

CHEMICAL

In Region X, all CFATS compliance inspections scheduled during the next two weeks are delayed 60 days.

COMMERCIAL FACILITIES

(Public Assembly)

Vermont and Florida issued stay-at-home orders, which includes the closure of all non-essential businesses.
Birmingham, Alabama issued a shelter-in-place order beginning 24 Mar.

Several states throughout Region IV have issued orders closing non-essential businesses and advising citizens to
stay at home

COMMUNICATIONS

Verizon systems throughout Wyoming are experiencing widespread outages and overloads due to increased
streaming on cell phones, creating difficulties for emergency management coordinators. Wyoming Public Service
Commission has been in touch with the provider regarding the issue.

GOVERNMENT FACILITIES

Most states throughout Region IV have instituted some level of'K-12 and higher education school closure across the
region and have transitioned to online/distance learning.

HEALTHCARE AND PUBLIC HEALTH

The governor of New Jersey signed Executive Order No. 109 which cancels all elective surgery until further notice.

National Guard Bureau (NGB) is in 32 states providing support for medical testing, assessments, logistics, planners,
and liaison officers.

New York: hospital beds are at 79% capacity in NYC - expected to be at full capacity 4/1. NYC ICU beds at 83%
capacity and expected to be at full capacity 3/27; One hospital at 100%; 10 Hospital ICUs at 100% capacity

NYPD will enforce prohibition of large gatherings in the city, including parks, and there will be penalties.

TRANSPORTATION SYSTEMS

Cybersecurity and Infrastructure Security Agency (CISA)
CISA Integrated Operations Coordination Center (CIOCC) — Physical
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

(Aviation)

Major U.S. airlines are drafting plans for a mass shutdown of all domestic passenger flights.

Majority of international flights have been cancelled; domestic flights have been cut back by 40%.

Eleven air traffic control centers have been affected after personnel tested positive for COVID-19, contributing to
closures and flight delays.

Puerto Rico / United States Virgin Islands: National Guard assisting with airport screenings.

The Florida Governor issued Executive Order 20-80, which outlines restrictions for inbound flights to Florida from the
New York Tri-State Area (Connecticut/New Jersey/New York).

(Highway and Motor Carrier)

Florida DOT is coordinating with USDOT, the Florida Trucking Association, the Florida Department of Highway Safety
and Motor Vehicles and the Florida Highway Patrol to help mitigate the impacts on the transportation and logistics
industries.

Pursuant to Executive Order 20-52 issued by the Florida governor, commercial truck hours of service regulations and
other related regulations were waived so that emergency supplies, equipment, commodities and resources can be
moved more quickly and efficiently throughout the state of FL.

(Mass Transit and Passenger Rail)

The Washington Metropolitan Area Transit Authority (WMATA) will close 19 stations in an effort to protect its
employees from potential exposure to the COVID-19 virus and keep the system running: Federal Center SW,
Federal Triangle, Mt Vernon Square, Judiciary Square, Archives, Greensboro, Eisenhower Ave, Virginia Square, and
Cleveland Park.

ACTIVATIONS AND DECLARATIONS
FL, TX, and NJ declared Major Disasters.

—

WAHNFNGJnformatlon in this report is |RE1SIS Eini==g Recipients may only share TLP:GREEN miormauon
with peers and partnet:atganlzatlons within Ihelr sector or community, but not via publicly access/bl&ehannels This
information may be circulat within a particular community but may not be relg_ased outside of the community,
consistent with both the DHS policy relating-te-safeguarding FOUO mlcd}f[[;naueﬁi ink here) and with the Traffic Light
Protocol, http:/www.us-cert.gov/tlp. Information in thisrepart is not-ctstomarily in the public domain and may be
exempt from public release under the Freedom of/n_&;fma’{ﬁRthu_ S.C. § 552). Further, this section may contain
or be based upon commercial or finan J&Hﬁfﬂfﬁa_—tlon which is privileged or orconfidential, law enforcement sensitive,
or deliberative/pre-decisional mater ial. DHS personnel are reminded of their obllgatlons nﬂder%%s Form 11000-6,
Non- Disclosure Agmement Further dissemination of any of the information contained in this REPORT- reqmres
expres&cx}nsent from the CIOCC. i

Cybersecurity and Infrastructure Security Agency (CISA)
CISA Integrated Operations Coordination Center (CIOCC) — Physical
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From: SET/Warden-
Sent: Thursday, March 26, 2020 11:17 AM

(B)(B); (BHTHC)

Subject: DHS5 and FEMA COVID-19 - Warldwade - Situation Reparts
Attachments: COVID-19 - Warldwide - Situation Report - 03-26-20 (Update 25).pdf

From: CISA I0CC Physicat [[2I(71(E)

Sent: Thursday, March 26,

Subject: {#/FEUB-COVID 19 - Worldwide - Situation Report - 03 26 20 (Update 25) | NSC Level 2 - M
M OLAS E

~TLP-GREEN— e
COVID-19 - Worldwide - Situation Report - 03-26-20 (Update 25) | NSC Level 2 - Medium - Yellow

Critical Infrastructure Involved: Commercial Facilities (Public Assembly), Government Facilities, Healthcare and Public Health, Transportation Systems (Highway and Motor
Carrier, Mass Transit and Passenger Rail, Maritime)

SUMMARY: The Cybersecurity and Infrastructure Security Agency {CISA) continues to monitor the evolving Coronavirus Disease. also known as COVID-19, situation closely. CISA
Is taking part in interagency and industry coordination calls, and working with critical infrastructure partners to prepare for possible disruptions to cntical infrastructure that may stem
from widespread illness.

Cybersecurity Considerations — Several states report confinuing cyber disruptions, including in school systerms. Anincreasing trend is anticipated due in part to an increase in
teleworking.

As of 1700 ET 25 Mar, FEMA reports there are approximately 372,757 cases and 16,231 deaths worldwide. In the US there are approximately 54 622 cases and 749 deaths.
KEY POINTS:

« The While House approved disaster declaralions for the states of North Carolina and Texas

+Alleast 21 states have issued a "slay-at-home” order affecting approximately 158 million Americans

+The American Red Cross now faces a severe blood shortage due to an unprecedented number of blood drive cancellations

« The White House's coronavirus response coordinator stated anyone who recently left New York should self-quarantine for 14 days
« New York's Governor announced cases within the state are doubling every three days

CRITICAL INFRASTRUCTURE IMPACTS

COMMERCIAL FACILITIES

(Public Assembly)

Hawaii, Florida, Oklahorna, and Vermont issued stay-at-home orders

Minnesola issued a sheller-in-place order which takes effect 27 Mar - 10 Apr

Mississippl Govemor issued Executive Order 1463 which prohibits gatherings of 10 people or more through 17 April

GOVERNMENT FACILITIES

Most states throughout Region V' have instituled some level of IK-12 and higher education school closure across the region and have transilioned to online/distance learming
Tennessee K-12 schools are closed statewide.

HEALTHCARE AND PUBLIC HEALTH

Supplies from the Strategic National Stockpile have arived in New Yark, New Jersey, and Puerto Rico and are being distribuled to medical facilities in the most impacted areas
Vermont will exhaust COVID-19 testing capacity as of 26 MAR, this (ssue is being worked through the RRCC-NRCC

Washington State has purchased 1,000 beds, which are ready (o be positioned within the state's hospital system

TRANSPORTATION SYSTEMS

(Highway and Motor Carrier)

Florida DOT is coordinating with USDOT, the Florida Trucking Association, the Florida Department of Highway Safety and Motor Vehicles and the Florida Highway Patrol to help
mitigate the impacts on the fransportation and logistics industries.

Pursuant to Executive Order 20-52 issued by the Florida governor, commercial truck hours of senvice regulations and other related regulations were waived so that emergency
supplies, equipment, commodities and resources can be moved more quickly and efficiently throughout the state of FL.

(Mass Transit and Passenger Rail}

The Washington Metropolitan Area Transit Authority (WMATA) will close 19 stations in an effort to protect its employees from potential exposure to the COVID-19 virus and keep the
system running: Federal Center SW, Federal Triangle, Mt Vernon Square, Judiciary Square, Archives, Greensboro, Eisenhower Ave, Virginia Square, and Cleveland Park.
(Maritime)

Private ferry lines seving Washinglon State and Canada announced a suspension of services Dates vary between 30 Mar to 30 Apr and suspenston o 20 May.

ACTIVATIONS AND DECLARATIONS

Puerto Rico, Florida, Texas, New Jersey, lowa, and Louisiana declared Major Disasters

CISA Actions:

» Exiernal affairs is comlinuing 1o work on a 7-day siaffing plan to provide enhanced communicalions support to leadership and the CAT

+ Extermnal affairs is continuing 1o work on external affairs guidance. TPs, FAQs, and a holding stalement for the access waiver template letter, in coordination with Sector
Engagement Division

RegionV ESF-14 is supporting the FEMA RRCC Level Il activation

ESF #2 Watch remains 24 / 7 operations UFN

Implemented mandatory telework and travel restrictions to the greatest possible extent

CISA govicoronavirus is live and provides information on CISA's efforts to support the federal response as well as links of interest, such as the CDCs web page on
coronavirus/COVID-19

Respectiully,

CISA Integrated Operations Coomdination Center {IOCC)
Cybersecurity and Infrastructure Security Agency (CISA)
Ofﬁoerb\t?\fE\
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

Situation Report
COVID-19 - Worldwide - 03-26-20 (Update 25) |

Date As Of: 03/26/2020 04:55:32 Sitrep Update #: 25

(b THE

Incident Start Time: 02/28/2020
Incident End Time: Ongoing

Impacted Sectors: Commercial Facilities, (Public
Assembly), (Educational Facilities), Healthcare and Public
Health, Information Technology, Transportation Systems, |Reported Cause of Incident: COVID-19
(Highway and Motor Carrier), (Maritime Transportation
Systems), (Mass Transit and Passenger Rail)

Interagency Coordination: Internal and external
partners

Incident Location: Worldwide

On Scene Agencies: N/A

Owner/Operator(s) Involved: N/A

Incident Summary:

The Cybersecurity and Infrastructure Security Agency (CISA) continues to monitor the evolving Coronavirus Disease,
also known as COVID-19, situation closely. CISA is taking part in interagency and industry coordination calls, and
working with critical infrastructure partners to prepare for possible disruptions to critical infrastructure that may stem
from widespread illness.

Cybersecurity Considerations — Several states report continuing cyber disruptions, including in school systems. An
increasing trend is anticipated due in part to an increase in teleworking.

As of 1700 ET 25 Mar, FEMA reports there are approximately 372,757 cases and 16,231 deaths worldwide. In the
US there are approximately 54,622 cases and 749 deaths.

KEY POINTS:

* The White House approved disaster declarations for the states of North Carolina and Texas

* At least 21 states have issued a “stay-at-home” order affecting approximately 158 million Americans

* The American Red Cross now faces a severe blood shortage due to an unprecedented number of blood drive

cancellations
* The White House's coronavirus response coordinator stated anyone who recently left New York should self-

quarantine for 14 days

* New York’s Governor announced cases within the state are doubling every three days
CRITICAL INFRASTRUCTURE IMPACTS

COMMERCIAL FACILITIES

(Public Assembly)

Cybersecurity and Infrastructure Security Agency (CISA)

CISA Integrated Operations Coordination Center (CIOCC) — Physical
My
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

Hawalii, Florida, Oklahoma, and Vermont issued stay-at-home orders.

Minnesota issued a shelter-in-place order which takes effect 27 Mar - 10 Apr,

Mississippi Governor issued Executive Order 1463 which prohibits gatherings of 10 people or more through 17 April.

GOVERNMENT FACILITIES

Most states throughout Region IV have instituted some level of K-12 and higher education school closure across the
region and have transitioned to online/distance learning.

Tennessee K-12 schools are closed statewide.
HEALTHCARE AND PUBLIC HEALTH

Supplies from the Strategic National Stockpile have arrived in New York, New Jersey, and Puerto Rico and are being
distributed to medical facilities in the most impacted areas.

Vermont will exhaust COVID-19 testing capacity as of 26 MAR,; this issue is being worked through the RRCC-NRCC.
Washington State has purchased 1,000 beds, which are ready to be positioned within the state's hospital system.
TRANSPORTATION SYSTEMS

(Highway and Motor Carrier)

Florida DOT is coordinating with USDOT, the Florida Trucking Association, the Florida Department of Highway Safety
and Motor Vehicles and the Florida Highway Patrol to help mitigate the impacts on the transportation and logistics
industries.

Pursuant to Executive Order 20-52 issued by the Florida governor, commercial truck hours of service regulations and
other related regulations were waived so that emergency supplies, equipment, commodities and resources can be
moved more quickly and efficiently throughout the state of FL.

(Mass Transit and Passenger Rail)

The Washington Metropolitan Area Transit Authority (WMATA) will close 19 stations in an effort to protect its
employees from potential exposure to the COVID-19 virus and keep the system running: Federal Center SW,
Federal Triangle, Mt Vernon Square, Judiciary Square, Archives, Greensboro, Eisenhower Ave, Virginia Square, and
Cleveland Park.

(Maritime)

Private ferry lines serving Washington State and Canada announced a suspension of services. Dates vary between
30 Mar to 30 Apr and suspension to 20 May.

Cybersecurity and Infrastruclure Security Agency (CISA)
CISA Integrated Operations Coordination Center (CIOCC) — Physical
(B 7)E)
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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

ACTIVATIONS AND DECLARATIONS

Puerto Rico, Florida, Texas, New Jersey, lowa, and Louisiana declared Major Disasters.

——

s

WARNIN mation in this report is [ReislSHEEsSREIRIS=N Recipients may only share TLP:GREEN |nlq_r,maﬂﬁrr’/
with peers ancl partner organizations within thelr sector or communlty but not via publicly access /ble—eh?:ﬂ'lnels This

information may be circulated widely-within a particular community but may not be re outside of the community,
consistent with both the DHS policy r:%ma% FOUQ informatiert {link thZ; and with the Traffic Light
Protocol, http://www.us-cert.gov/tlp. Information in this 1 Mrflﬁﬁmn{wﬁ; in the public domain and may be
exempt from public release under the Freedom of Informati iMC § 552). Further, this section may contain
or be based upon commercial or ilnanclahmfofnl‘l:'ﬂlon which is privileged orcenfidential, law enforcement sensitive,
or deliberative/pre- demsmnal«m“a‘f"lal DHS personnel are reminded of their obhg%&wnd\ DHS Form 11000-6,
Non- Dlsclos/u,re,Agféément Further dissemination of any of the information contained in this REPORT requires
express consent from the CIOCC.

Cybersecurity and Infrastructure Security Agency (CISA)
CISA Integrated Operations Coordination Center (CIOCC) — Physical
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From: Kenneth Hyle |, °18) l@bop.govs

Sent: Sunday, March 15, 2020 12:56 PM

To: Bradley T Gross; James Wills; Sonya Thompson

cCqy (B}(6); (B)THC) Jleffery D. Alleruicole Engllsh
Subject: RE: FW: Coronavirus Response Legislation - All Call

Attachments: TEXT htm

| (b)(5)

Sent tram my Veneon, Samsdng Salavy smartiphnne

-—-—-— Original message -~——-—

From[—_imy imiwei Jop.gov>

Date; 3/15/20 12:49 PM (GMT-05:00)

To: Kenneth Hyle cv>. Bradley T Gross bop.gcv>, Sanya Thompson| (B)E); (b)THC) bbop.gow

Cc: "leffery D. Allen_iei6),___Pbop.gov=, Nicole Englis bcp.gov>| (b)(B); (BXTHC) I'bop.go\«').
(D)(6); (B)TIC) Pbop.gov>

Subject Re: FW: Coronavirus Response Legisiation - All Call

>> >|[b}[5L [b}[T}EC}l 03/15/2020 12:49 >>>

(D)5 (b)(E} (bITHCT)

----—-—— Original message --—------

From|  ®X®.07C)  |op.gov>

Date: 3/15/20 10:28 (GMT-05:00)

To: Shaina Vanek bop.gav>, Kenneth Hylel b)) | }bop.gov:v, “L. Cristina Griffithop,gcw, Nicole English
op.gov:-. ouls Milusni{[b}fa}; [n}[?}[C}Pbop.gcw, Bradley T Gross [ ey bbop.gav>. Sonya Thompson bop.gow. Andre

viatevousian

(b)) 0)TIC) _Pbop.gov>, Hugh HurwiinI )6} (by7)c |pop.gov>, Darrin Harmor_(0XB) B)I7XE) |hop.govs, Jeff Krueger
HXBY ENTHEY bop.gov>, ?avid Paul t:op.govb, 'uan ? azar:fbﬁﬁij mimic)bop.gov>, Jeffery Keller op.gov>, Gene Beasley
bop.gov>, "Patiick T. O'Connor" { mi@Ermme)  Pusdol.govs

Cc (B}EY, (BT HC) Pbop.gov>
SuBJect FW.; Coronavirus Response Legislation - All Call

= | (B)E) (BHTHC) | 03/15/2020 10:28 >>>

Good maorning - Just received this moments ago from the Dept. OLA. Main ask - "If there are legislative measures relevant to your component that are
needed or helpful for dealing with the coronavirus pandemic, please send me that infarmation no later than COB tomorrow (Monday,

March 16th). Understanding the time pressure of this request, if you need to send a general description/write-up of the proposal with specific language
ar more detail to follow, that would be fine."Samething to deliberate upon. Thank you. Sent from my Verizon, Samsung Galaxy smartphone

———————— Original message --------From: "Escalona, Prim F. (OLA}"| (B)6) | Date: 3/15/20 09:40 (GMT-05:00) Tu:l AbyE), |

(B8], (BHTHC)

Coranavirus Response Legislation - All Call

Al
As you likely saw, the House passed a coronavirus response legislative package late last week, We expect the Senate ta take up the measure this week
The House is now working on additional response packages over the next week, and we

expect to see additional |legislation moving through Cangress. If there are legislative measures relevant to your companent that are needed or helpful
for dealing with the caronavirus pandemic, please send me that information no later than COB tomorrow (Monday,

March 16th). Understanding the time pressure of this request, if you need to send a general description/write-up of the proposal with specific language
or more detail to follow, that would be fine.

Please let me know if you have any guestions or if there is anything we can do to help. We aren't sure what will make it in these legislative packages, but
we want the Department's equities to he addressed if possible and plan to work
with congressional leadership ance we have a list of any needs.
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Thanks,
Prirm

Prim Escalona
Principal Deputy Assistant Attorney General
Office of Legislative Affairs

(b6}
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From| (D)(6); (B)THC)

Sent: Sunday, March 15, 2020 12:58 PM

To: Bradley T Gross; James Wills; Kenneth Hyle; Sonya Thompson

cc: | (B)(6); (BHTHC) | Jeffery D. Allen; Nicole English
Subject: RE: FW: Caronavirus Response Legislation - AllCa

Attachments: TEXT.htm

(BYEY, (B)EY, (BHTHC)

18). bopgov>

Ta: James Wills op_gow,i (B)EY; (BNTHC) |bop_gnv>, Bradley T Grossl ”fﬂ}?[?{i;?,\ I@bop.gDW, Sonya Thompsonl ()G (DHTHT) bbop.gn\»

Cc: "Jeffery D. Allen" | (036 pbop.gov>, Nicale EnglisH (b)) (5)7)(C) pbop.gov=, | (B)(B); (BUTHC) I'bop.gc\b.
(b)(B); (B)THC) pbop.govs

Subject: RE; FW: Coronavirus Response Legislation - All Call

>>> "Kenneth Hyle" 03/15/2020 12:56 >>>

(b}(5)

Sent Lo my Vepeon, Samaung Galasy starrpliog e

——————— Original message ——-——
From: (B)E); (BYTHC)
Date: 3/ : j
To: Kenneth Hyle ov:», Bradley T Gross
Cc: "leffery D. Allen™ b)), (0)7)Chop.gov>, Nicole Englis
| {b)(&); (b)THC)

Subject: Re: FW: Coronavirus Response Legislation - All Call

>>:~|Lb}f6}: Lb}[?}[c}bg.ns/zozo 12:49 35>

(L)E);

my7ic)  pop.gov>, Sonya Thompsol (BYE), (BXTHC) |bop.gov>

(b)(6); (b)7)(C) Pbop.gov=, (b)(B); (BYT)CY bop.gov>,
i bop.gav>

(B)(5); ()Y, (B}TNC)

---——- Original message -—-—-—-
Fron| (B)(6); (BITIC) bop.gov>

Date:; 3/15/20 10:28 (GMT-05:00)

To: Shaina \.-’anelq (B)(EY; Pbo gov>, Kenneth Hyle o .gov>, "L Cristina Griffith|ibiay b)i7icifbop.govs, Nicole English
. et [ p.g e - oXNE) [ p.g ) pP.g : ‘.‘3‘

(b)(6); (b)7)(C) |Pop.gov>, Louis Milusnic b rgov—vradley T Gross | 5o, |pop.govs, sonya Thompson { (bii6); (e)7)C) Phop.gov>, Andre

Matevousian 4 (b6} (B)7)C) [Pbop.gov>, Hugh Aurwitz |[b‘,[’6}; [n}[?}to}rbcp.gc\b, Darrin Harmonfiye): iy7ic)Pbop.gov>, Jeff Krueger

bop.gov>, David Paull (D)(E); |bop_gav>, Juan Baltazar |(byis); (e)7)Cipop.gov>, Jeffery Keller 4 [é?r}?(?c}ﬁ} bop.gov>, Gene Beasley

Dbop.govs=, "Patrick T. onnor" 1 (B)BY; (B)THC) Pusdcj_gow

(B)(6Y; (BIT)C) Pbop.govs
Subject FW: Coronavirus Respanse Legislation - All Call

(B)(E);
(B)THE)

> >>| (DYEY; (BHTHCY |03ﬂ 5/2020 10:28 >>>

duplicate
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duplicate
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From: Kenneth Hyle bop. gov>

Sent: Sunday, March 15, 2020 2:02 PM

To: Bradley T Gross

Subject: FW: FW: Coronavirus Response Legislation - All Call

FYIif your staff have ideas on that front - thx
Sent Fom my Verrzon Samsung Calaxy smurtphone

———————— Original message --------

From: Sonya Thompso{ _®16) X7X€)_[ibop.gov>
Date: 3/15/20 1:51 PM (GMT-04:00)

To: Kenneth Hyle p.gov>, James Wills { (&1e%
Bradley T Gross [©6). &0/Cbop. gov> =—

ibop.gov=>, (B)G); (BXTHC) bop.gov=,

Ce: "leffery D. Allen"q_ (2%, Jbop.gov>, Nicole English [ioxe) wimicPbop.gov=, | (b)(B); (BITHC) |
| (b)6); (B)THC) hop.gov>

Subject: RE: FW: Coronavirus Response Legishtion - All Call

>>> "Sonya Thompson” 03/15/2020 13:51 >>>

(b5}

Google” <div=

</div><div>

</div><!-- originalMessage --—><div>----——--- Original message --—- —</div><div>From| (b)), (DATHC) [bop, gov> </div<div>Date;

3/15/20 12:58 PM (GMT-05:00) </div>=<div>To: Kenneth Hyle [ {55, Pbop.gov=, James Wilk [ BT |?b0p‘g0v>,

i s bop.gov=>, Bradley T Gross ¢ o (bmc\mp,gow, Sonya 'llmmson| (B)(BY; (B)THC) |),bop. gov> </div><div>Cc: "Jeffery D. Allen”
- lbop.gov=, Nicole English<| Jpop.gov=, | (B)(BY, (B)THE) [bop.gov>,

[ (B)B); (B)T)C) pop.gov> </div><div>Subject; RE: FW: Coronavirus Response Legshation - All Call</div>=<div>

</div=

> (BB, (DXTHE) bop‘gow 03/15/2020 12:58 >>>

(B)(5), (b)(B); (B)T)C) |

Occupational Salety & Health BranchHealth Services Division Federal Bureau of Prisons<div>
</div><div>

</div==<!-- orignalMessage --><div>---—--- Orignal message -------- </div><div>From: Kenneth Hyle | ®18)  Ibop.gov> </div><div>Date:
3/15/20 12:55 PM (GMT-05:00) </div><div>To: James Wills 4 (5% [bop.gov{ we mimie) p.eov=, Bradley T Gross

op.gov>, Sonya Thormpsof — wye); ey Jbop.gov> </div=<div>CeTellery D, Allen” J{oye) e jop.gov>, Nicoke English

(b)Y, (BITHC)
)bop.gov=>] (b)), (D)(THC) pbop.gov>,

(BYBY. (B)TNC) Pbop.gov> </div><div>Subject: RE: FW: Coronavirus Response Legislation - All Call </div><div>

</di=>
>5> "Kcmclh[]ylc"' SONEE lbop.g0v> 03/15/2020 12:56 >>=>

(b)5) Sent from my
verron, Sansung Gahxy smarphone<dn=
</div=<div>
</div><!-- originalMessage --><div>---—--- Original message -—---— </div><div>From|{ o107 bop.gov> </div><div>Date:

3/15/20 12:49 PM (GMT-05:00) </div><div>To: Kenneth Hyle bop.gov>, Bradley T Gross| ®)8). 7)) pop.gov=>, Sonya Thonpson
| (0)(8Y; (BYTHC) t-bop. gov> </div><div>Cc: "leffery D. Allen'{ie16): @71cPbop.gov>, Nicole English| ®16: ©71(C) Jop.gov>[_)s) 07C |

[ (B(6); (B}THC) pp.gov=> </div=
<div>=Subject: Re: FW: Coronavirus Response Legislation - All Call </div><div>

</div>

> weeme  pop.gov> 03/15/2020 1249 >>>

2% |
o eaT(e

(B0S)
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{biE};
{3 Fa{9%]

-------- Original message ————-
From| (b)6); (BXT)C) lbop.gov>

Date: 3/15/20 10:28 (GMT-05:00)

To: Shaina Vanek [ 5% Tobop.gov>. Kenneth Hyle[ .. Pbop.gov>, "L. Cristina Griffith" [ ®16) ©171© Jop.gov>, Nicole English
op.26v>. Lous Milusnic[  ®®. Jobop.gov>, Bradley T Gross [216) 2)7)cjbop.gov>, Sonya Thompson

i whop.gov>, Andre Matevousian )63 (i) Jobop. gov>, Hugh l‘hHWiZ<|[b}f6}; [b}l?}fc:}t"bop.uovﬁ', Darrin Harmon
L bop.gov=>, Jeff Kruegel ubop.gov>, David Paul { ©). Jbop.gov=>_Tuan ar Joier moxclbop.gov, Jeffery Keller
. (BB D)THC) FREY 5 5 e
oov=, Gene Beasley 5 bop.gov=, "Patrick T. O'Connor’ 1 (b3(E); (BYTHC) F}»ltsdq.g\\’>
Ce| (b(B); (DXTHC) L bop.2ov=>
Subject: FW: Coronavirus Response Legishtion - All Call

duplicate

Pritn Escalbona
Principal Deputy Assistant Attomey General
Office of Legishtive Affairs

[GHIEH
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Sent: Manday, March 16, 2020 10:54 AM
To: Bradley T Gross
Subject: RE: PW: Coronavirus Response Legislation - All Call

Brad,
Also, the Department can authorize special emergency procurement flexibiliies without legislative action. Similar to what DOJ authorizes for areas
effected by hurricanes.
Thanks
(R Ty
>>> Bradley T Gross 3/16/2020 10:40 AM >>>
We're using Urgent and Compelling justification for procurements thus avoiding the bottlenecks in the acquisition process.

>>[ ®6: 07K }16/2020 10:36 AM >>>

Using this as a leap off - [ think this was the only idea that had teeth from the best of my recollection - just got a message from DOJ OLA - they've been
asked by the Senate to get proposals to them by noon today...so much for the COB today initial directive,

DOJ OLA has asked for proposals by 11:15 a.m. THIS MORNING to they can be further packaged and cleared. Noted that this should be legislative
changes, not funding requests.

If not tenable, please let me know. Thanks and sorry to be the messenger.

>>> Sonya Thompsonl (b}(B}; (BITHC) l)op.gov> 3/15/2020 1:50 PM >>>

(B)(5)

“Sent from a geaspatial location known only by Skynet . . err, Google" 8Yo—

----—-- Original message --—-—-—

From| (B){6); (B)THC)

Date: 3/15/20 12:58 PM (GMT-05:00)

To: Kenneth Hyle { (0)6). [hop.gov=, James Willsop.gw)bop,gow, Bradley T Gross bop.gnv>, Sonya

Thompson [ byE); p)ic) fbop.govs

Cc: "Jeffery D. Allen" [ )8} |bop.gov>, Nicale Englishbop.gav>,| (B)EY; (B)THC) bop.gov=,
(B)B), (DXTHC) Pbop.gov>

SUBJeCt RE W Coronavirus Response Legislation - All Call

>>| (D)6 D)7 T LB/} 5/2020 12:58 >>>

duplicate
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Subject: Re: FW: Caranavirus Respansa Legislation - All Call

Duplicate

duplicate
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From: Sonya Thompson
Sent: Monday, March 16, 2020 12:03 PM

To: Bradley T Grc:ss;| (b)i6; |james Wills; Kenneth Hyle (BMEY; (BHTHCY |
ccl (BEY, (BT HE) |Jeﬁery D. Allen; Nicole English

Subject: RE: FW: Coronavirus Response Legislation - All Call

Note: Durbin's office has reached out to OLA and is actually asking about funding assistance (5 & E funding to cover Overtime, staff travel for TDY to
deploy to affected institutions, etc)

From:
To: i e [Gross, Bradley T; Hyle, Kenneth; Thom pson, Sonya; Wills, lames

€c: Allen, Jeffery O|_®I6) 0)71C) | English, Nicold — oye); w)7(C)

Date:  3/16/2020 1050 AM

Subject: RE. FW: Coronavirus Response Legislation - All Call

Being candid - unless we get the proposal across the finish line within the next 30-45 minutes, the ship may sail according to the missive | received,
This was an absolutely unreasonable time frame to give thought to an important item; so sorry.

> LiEL OITHC B/16/2020 10:43 AM 55>

(B3i5)

> >:-| (B)(6): (b)(THC) |3/1 6/2020 10:36 AM >=>=

Duplicate
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Duplicate
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Sent: Manday, March 16, 2020 12:14 PM
To: Bradley T Gross

Subject: RE: FW: Coronavirus Response Legislation - All Call
| have to reach out to [{};t"f,gc hey wanted it by noon.

>>> Bradley T Gross 3/16/2020 12:12 PM >>>
Ok - will we be able to get it together? Brad

>>>[(BIE) O)THC) | 3/16/2020 12:11 PM >5>>

Brad,
DOJ is requesting the follawing information by today for OMB.

(1) direct and reimbursable obligations to date related to COVID-19

(2) projected direct and reimbursable obligations through May 31, 2020, related to COVID-19; for projected needs, list individual resource needs by
dollar amount and purpose. For reimbursable obligations, if they're not through ESF-13/ATF, please note the source,

Thanks,

>>> Bradley T Gross 3/16/2020 12:05 PM >=>>

We haven't received any requests fram DOJ Budget on a supplemental request. That's the normal process.

Brad

>>> Sonya Thompson 3/16/2020 12:02 PM >>>
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e Original message -—-—-—-
From: Kenneth Hylel JDHEY  |bop.gov>
Date: 3/15/20 12:56 PM (GMT-05:00}

Duplicate

>>A  (pyey (oyTic) P3/15/2020 10:28 >>>

Duplicate

Al
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duplicate
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From:| (D)5} (R)(THE) | -

Sent: Manday, March 16, 2020 12:42 PM
To: James Wills

CC: Bradley T Gross; | (B)16), (BT )T} |ieffery D. AJIen;enneth Hyle; Nicole Englisf (syey; mimic) | Sonya
Thompson

Subject: RE: FW: Coronavirus Respanse Legislation - All Call

Thank you all for the fire drill. Seriously. Looped in| &) @i7ic; ps she may have been missed during all these exchanges the past day.
Sent to the Dept. We'll see if there is any play.

>»> James Wills 3/16/2020 11:00 AM >>>

[ ]

(s)

| wanted to get these to you asap due to the response time, but we can further discuss as needed.
James

James C. Wills

Senior Deputy General Counsel
Federal Bureau of Prisons

320 First Street, N.W.
Washington, D.C. 20534

[B3(6); (BITHC)

ATTORNEY/CLIENT PRIVILEGED COMMUNICATION
ATTORNEY WORK PRODUCT

SENSITIVE/PRIVILEGED COMMUNICATION

The information contained in this electronic message and any and all accompahying documents constitutes sensitive infarmation. This infarmatian is the
property of the U.S. Departmeant of Justice.

If you are not the intended recipient of this information, any disclosure, copying, distribution, or the taking of any actian in reliance on this information is
strictly prohibited. If you received this message in error, please notify us immediately at the above number to make arrangements for its return to us.

> >J (BHE), (BITHCY |3i'|6!2020 10:50 AM >>>

duplicate

AMLUL-TLRDAO L ROD-20-0500-R-O00002LA
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Subject: RE. FW: Coronavirus Response Legislation - All Call

Duplicate
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Duplicate
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From: "Lucas, Daniel (.IMD)“| (DXEY, (B)THC)
Sent: Monday, March 16, 2020 2:09 PM

To: Bradley T Gmss

CC: Nikita Purdy

Subject: RE: BOP and COVID-19
Attachments: TEXT.him

Brad, should have also said, we’ll stand by for confirmation.
Thanks

From: Lucas, Daniel (JMD)

Sent: Monday, March 16, 2020 2:03 PM

To: Bradley T Gross | (B)(E), (BYTHC) }bop.gov>
Cc: Purdy, Nikita (JMD) (b)(BY; ()THT)

Subject: RE: BOP and COVID-19

+ Nikita. Thanks Brad.

From: Bradley T Gross
Sent: Monday, March
Tc| (B)(6); (B)THC) |0;_1 gov>; Lucas, Daniel (JMD (B)(BY; (B)THC)
Subject: Fwd: BOP and COVID-19
Dan - there is no projected need on the S&E side right now. | am not aware of an increase in mandatory OT and augmentation at the institutions but
am confirming.

No programming cancellations at institutions at this time and inventory of PPE appears sufficient as well. We continue to procure additional PPE and will
store and distribute it to institutions that need it.

> "Eskra, Jennifer (Apprcpriations]" (B)EY; (BUTHC) 3/16/2020 149 PM >>>
Hey guys-

We've heard from one Senate office that the union is asking for more money to cover mandatory OT and other expenses should institutions go into a
nationwide lockdown. Just confirming that there is no projected need on the S&E side right now.

Also, has mandatory OT and augmentation increased? If so, please explain and what impact this may have on the cost side. Have there been shortages
of any products or programming cancellations at intuitions?

We need a response ASAP.
Thanks.

Jennifer
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From: "Purdy, Nikita (JMD)'| (0)®) |

Sent: Monday, March 16, 2020 3:23 PM

To: Bradley T Gross; Daniel Lucas; Jennifer (Appropriations) Eskra
CC: Amber (Appropriations) Beck

Subject: RE: BOP and COVID-19

Attachments: TEXT.htm

Hilennifer,
BOP checked with the Correctional Programs Division and they have not heard of any increase in Mandatory OT or Augmentation of staff as a
result of COVID-19.

There is no programming cancellations at institutions at this time and inventory of PPE appears sufficient as well.

Thanks,

Nikita

From: Eskra, Jennifer (Appropriations) | (b}(6Y; (BYTHC)

Sent: Monday, March 16, 2020 1:49 PM

To: Lucas, Daniel (JMD)f (b)(BY, (BITHE) }; Purdy, Nikita (JMD (B)(EY; (BNTHT) |. Bradley TGmssop.gav)

Cc: Beck, Amber {Appropriatiuns]l {B)(6); (B)THC)
Subject: BOP and COVID-19

duplicate
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From: "Ward, Lisa (EOIR)" <Lisa. Ward2@usdoj.gov>

Sent: Sunday, April 5, 2020 9:06 PM

To: Jeffery D. Allen

Subject: Fwd: Detention Screening & Protocol

Attachments: Guidance on Management of Coronavirus Disease 2019 (COVID-19) in Correctional and Detention Facilities.pdf;
ATT00001.htm

Hello. I asked DHS about their procedures and this is what they sent me.

Lisa

Begin forwarded message:

{bire): (b AMT |

From: "Hott, Russell" aice.dhs.gov>

Date: April 5, 2020 at 828:22 PM EDT

To: "Ward, Lisa (EOIR)" <Lisa, Ward@EOIR.USDOJ.GOV>

Ce: "McDaniel, James P. (EOIR)" <James, McDaniel@EOIR.USDOJ.GO V=28 (T |

e Mo Wice.dhs.gov>, "lohnson, Tag D" ™= MO @ice dhs.gov>, "Costa, Mary E. (EOIR)"
<Mary.Costa@EOIR.USDOJL.GOV>

Subject: RE: Detention Screening & Protocol

Good evening Lisa,
I’'m attaching the recent CDC guidance ICE has used as a reference point for our own planning and protocols.
I hope this is helpful, but please let me know if I may be of further assistance.

Thanks,
Russ

[

From: Ward, Lisa (EOIR) <Lis: 420
Date: Sunday, 05, 2020, 8:15 PM
To: Hott, Russell [P(6): (03O rg,g_dh;,gm}-

Ce: McDaniel, James P. (EOIR) <James P MeDaniel@usdo) goy=>|(8)(6): (b1 (7(C) [rice.dhs gov>, Johnson, Tae D
vice.dhs, pov=>, Costa, Mary E. (EOIR) <Mary. E. Costagriusdo] gov=>

Subject: Detention Screening & Protocol

Hi Russell —| was hoping you could help us identify the screening and isolation protocols that are being followed in ICE detention
facilities. We are working with a Dr to review our criteria for determining cleaning/shutdown and this is critical information.
#|s there a quarantine period for all new intakes into a facility? If so, how long?
eAfter a detainee is symptomatic or has a positive test, are they isolated from the population?
¢|s the facility performing additional surface cleaning on high use surfaces, including those in the courtroom?
Thanks, Lisa
Lisa Ward
Assistant Director
Office of Administration
Executive Office for Immigration Review
703-756-8120
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From: "Ward, Lisa (EOIR)" <Lisa. Ward2(@usdoj.gov> _

Sent: Sunday, April 5, 2020 9:44 PM
To: Jeffery D. Allen
Subject: Re: Detention Screening & Protocol

That’s what thought and this i all they will tell us. 1 will remind them again.

On Apr 5, 2020, at 9:12 PM, Jeflery D. Allen|  (®)(6); ®)(7)(C) | wrote:

This is the CDC's guidance for correctional and detention facilities but it doesn't tell us if the detention facilities have mplemented that
or not. [t doesn't tell us what they're actually doing.

Jeflery D. Allen, M.D.

Medical Director,

Federal Bureau of Prisons

*“This message is intended for official use and may

contain SENSITIVE information. If this message

contains SENSITIVE mnformation, it should be

properly delivered, labeled, stored, and disposed

of according to policy.”

>>>"Ward, Lisa (EOIR)" <Lisa. Ward2(@usdoj.gov> 4/5/2020 9:05 PM >>>
Hello. I asked DHS about their procedures and this is what they sent me.

Lisa
Begin forwarded message:

From: "Hott, Russell' {77 5 Jojce.dhs.gov>
Date: April 5, 2020 at 82822 PM EDT
To: "Ward, Lisa (EOIR)" <Lisa. Ward@EOIR. USDOJ.GOV>

Ce: "McDaniel, James P. (EOIR)" <James.McDaniel@EOIR. USDOJL.GOV>, [2)(): (0 |
o) O ice.dhs.gov>, "Johnson, Tae D" {12 (M7 ice.dhs.gov>, "Costa, Mary E. (EOIR)"
<Mary.Costa@EOIR.USDOJ.GOV>

Subject: RE: Detention Screening & Protocol

Good evenmg Lisa,
[’m attaching the recent CDC guidance [CE has used as a reference poimt for our own plaming and protocols.

I hope this s helpful, but please let me know if [ may be of firther assistance.

Thanks,
Russ

Ce: MeDaniel, James P. (EOIR) <James P MeDanieliusdor pov> (B3(6): (BI(7HCY lc.iicc. dhs vov>,
Johnson, Tae D {hi6): (h){7i(C) lice.dhs. pov>, Costa, Mary E. (EOIR) <Marv. I Costafciusda)
Subject: Detention Screening & Protocol

Hi Russell — | was hoping you could help us identify the screening and isolation protocols that are being followed in
ICE detention facilities. We are working with a Dr to review our criteria for determining cleaning/shutdown and this
is critical information.

e|s there a quarantine period for all new intakes into a facility? If so, how long?

e After a detainee is symptomatic or has a positive test, are they isolated from the population?
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#|s the facility performing additional surface cleaning on high use surfaces, including those in the courtroom?
Thanks, Lisa

Lisa Ward

Assistant Director

Office of Administration

Executive Office for Immigration Review
703-756-8120
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il e i ERATR

Sent: Monday, April 6, 2020 8:12 AM
To: Jeflery D. Allen
Subject: Fwd: Detention Screening & Protocol

Pushed them one more time and got the info!

Begin forwarded message:

b)(E): (h}(7HC)

From: "Hott, Russell"
Date: April 6, 2020 at 8:07:04 AM EDT

To: "Ward, Lisa (EOIR)" <Lisa. Ward@EOIR.USDOJ.GO V=

Ce: "McDanicl, James P. (EOIR)" <James.McDaniel@EOIR.USDOJ.GOV=, ['1©): (/710 |
[EE:EGo Pice.dhs.gov>, "Johnson, Tae D" <™= (000 ke dhs.gov>, "Costa, Mary E. (EOIR)"
<Mary.Costa@EOIR.USDOJ.GOV>

Subject: RE: Detention Screening & Protocol

#ls there a quarantine period for all new intakes into a facility? If so, how lang?
® ERO has encouraged that new intake is cohorted for 14 days before entering general population.
e |ndividuals with high epidemiologic risks (traveled from high-risk country within the last 14 days) are medically isolated
before being cleared.
eAftera detainee is symptomatic or has a positive test, are they isolated from the population?
® Yes. Thenthe pod in which they were detained is cohorted separately for 14 days.
#|s the facility performing additional surface cleaning on high use surfaces, including those in the courtroom?
® Yes. ERO has increased cleaning procedures throughout each facility. However, after a pod has been cohorted, there's
an extensive GSA-approved cleaning that takes place afterwards.
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From:

Michael Carvajal < (b)), (BIT)C) |

Sent: Tuesday, March 17, 2020 8:56 PM
To: Susan Allison
CC: Sonya Thorrpson; Thomas Kane

BCC:

Michael Carvajal

Subject: RE: Draft PR - Stalf COVID-19 case

Good point...I'm fine with whatever you want to do...Sonya/Tom?

Sent [rom my Verwon, Samsung Galaxy smariphone

From:

"Woltomnist, Alexei (PAO)" 4 (0)(6)

Date: 3/17/20 8:43 PM (GMT-05:00)
To: Susan Allison | [B}(B); (B}7)(C) |
Ce: Thomas Kane { — miermmie)  Michael Carvajal | (b)8); (B)T)E)

Bonya Thompson { (66, (D)TNC) | Wyn Hombuckle

(b)(6) [ee Tofthus { (b)(6)

Subject: Re: Draft PR - Staff COVID-19 case

>=> "Woltornist, Alexei (PAO)" 03/17/2020 20:43 >>>

I think

(B)B)

W/ Lee, agree?

(b3

On Mar 17, 2020, at 8:12 PM, Susan Alli;on[ (BYE), (D)T)(C)

Good evening Alexei -

This is our drafi statement for your consideration. 1 amavailable at 0 address any questions.

Sue

<BOP COVID-19 Press Release - GP.docx>
<BOP COVID-19 Press Release - GP.docx>
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DHS CONSULT

From: "Caneva, Duane" 9 (B)(E; (BYTHC) =
Sent: Thursday, February 27, 2020 T09 PM
To: Jeffery D. Allen

CC: Nichole (CTR) Burton

Subject: RE: Coronavirus protocols

Thanks, leff.

Cc'ing my EA to set up a time.
Best,

Duane

From: Jeffery D. Allen<[  m@rome) |
Sent: Thursday, February 27, 2020 6:27 PM

To: Caneva, Duane| (D)E), (RITIC) |
Subject: Coronavirus protocols

CAUTION: This email originated from outside of DHS. DG NOT click links or open attachments unless you recognize and/or trust the sender. Contact your
component SOC with questions or concerns.

Hello, Duane.

| apologize for the delay in responding, but the last couple days have been filled with coronavirus preparations among other things. Perhaps we can
find some time tomorrow (Fri, 2/28) for a phone call. Attached please find the original memos and screening tools we sent out to our institutions on
1/31/2020. In addition, we are preparing an update which we hope to send out tamarrow.

Looking forward to talking with you soon,

(B)(6); (bYTHC)

Jeffery D. Allen, M.D.
Medical Director,
Federal Bureau of Prisons

"This message is Intended for official use and may
contain SENSITIVE information, If this message
contains SENSITIVE information, it should be
properly delivered, labeled, stored, and disposed
of according to policy.”
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